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BENEMR T — DA T I 7 MIINEHHDHE. REDRITRENMEL 2D NG
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Sophos Anti-Virus Tld. UNIX TEITI7MILEUVUTERSNTVWDR I 7AILIET I AL~
THRREEINFEFA.

= UNIX DE[TIT7AILERRT DT, —-examine-x-bit AT 3> HFRALUET, KD
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13



Sophos Anti-Virus for Linux

14

5 DA ILAWMRE NIz EDEE

Sophos Anti-Virus TIILAMREESND & AT OCIERR. A7 RIERRICH
MO53. FIA)L N TROWIBHNITHONE T,

= syslog LU Sophos Anti-Virus O ([CA R hEEEER T D (Sophos Anti-Virus 17 D&
7 (p. 19) EB).

= Enterprise Console T—tEBIEECL\DIZE. Enterprise Console (CEEZIXET D,
= root@localhost ([CX—)LEENXREETND.

5 J# )L BT Sophos Anti-Virus (FZEEFRRUET . TAILANAD 7 OLIRERTERE
TN AT RTREESNIEMNCL D TRDELDIREENTREINET,

A>T Ot ARZR

AT OCZRRZRTIAILANERE NS &L Sophos Anti-Virus (CKD TI 71 ILADT
TDLZMBERIEN., TIAIL RN TROKSIIRY T 7YV INFRO My T ICRRESNET,

.'?i g Sophos Anti-Virs S5 ) 5'

gJ sophos anti-virus
LR “Ercar-av-Test” WA 7 prILlTRBEENELT:

Shone/pairfeicar.con
ZPAIADTF St AEEENE LT

Pleaze contact your IT departwent,

|0

TRI ST DRy T7w TEERRRSHRVBE(E. MODICOYY RS> DOESH
TRSNFET,

TAIVADD =T TDFME. DAILADOU—27v T (p.16) ZBRUTLEE
Lo

ATV RIRER

Sophos Anti-Virus DA >F Y > RIERTOAILAMMEHEND & T IAILATOYIR
SADEENTRREINE T, BESNTEDTAILAE, >>> & DAILAEZETAILRD
SOA N THBEDITTHRESINE T,

SAVScan DA J)LAREI—F+ UFT+
J\—==3> 4.69.0 [Linux/Intel]
DAIAFT—F)\—=3> 4.69



BRI S A K

2871136FEDIILR. FOADKRE. D—LZBHUET,
Copyright (c) 1989-2012 Sophos Linmted. Al rights reserved.

SRAF LR 13:43: 32, SR ABfT 20124 98 22H
IDE 7« L2 ~U: /opt/sophos-av/lib/sav
UF®D IDE J7A)LZFERALUTLET: nyrate-d.ide

BUF®D 1DE J7 A ZERALTNET: injec-1z.ide
T4 ORER

>>> 1)L A “El CAR-AV-Test > MTI7A)L /usr/nydirectory/eicar.src C
i Tanky G- Oy

2T 3MBEADT 7 AL ZIRRELF U,

HEDDAIILANFER=NFE L.

HEDT7A)L (33MEF) MRBERELTNET.

AT E U CREED 7 ALY TILEY T A RETHIED KTZE0N,
HREIVEDEFE: www. sophos. comfja-jp, Email support @ophos.co.jp
BENMRTUELU,

DAIWRADT) =Ty TOFME. DAILADT ) —>277v T (p.16) ZBRL TS
L/\O

15
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6.2.2

16

DAILADO - T

==
o=V ITEHREAFITSD
DAILAMMERE ESNEIEEE. VI A XD Web B bSO U —> 77w T (CRET BIEHRD
VRINARZSBTEET,
DV)—=>2Ty TERZEAFITBDHESIRDESDTT,

1. TFa VT BEHRR—>
(http://www.sophos.com/ja-jp/threat-center/threat-analyses/viruses-and-spyware.aspx) %z

HEESER
2. Sophos Anti-Virus TR ESNTED 1)L ADERIZ AN U THETERZRELUE T,

RO PIV a1

ATRY PMRETREIT 7 AIIVZRBET UV (CBET DL DICHEL. 7oA ZBLET
BIENTEFT., J7AMNILSFIBEELE/N—ZVI 3> ZEEI DL TRBtSNE T,

S D7 A ILOWREEEERRS (B T 7 1 LES U — > 7y TS (p. 17) BER) OmSES
MEHETDE. BRBRICEKBUIEIBE DT, Sophos Anti-Virus TRERT 1 5 LADRBEN
EiTEINFzI,

ZOto23> T OXY RIENRBERRISNTVDIHE, REEZRITID/(RZHELF
g_c

fREfzEE T D

- [BEEEZIEE I BICIE. --quarantine AT 3> FERALET. RDELDICAHULET,
savscan JA\RX% --quarantine

T 7AIVISERAITBD I 71 ILOMBEY/\—Zv 3> %%
EITD

T J#)L NT Sophos Anti-Virus (ZRDES (CEMELE T,
= FEEDOI1—Y —% Sophos Anti-Virus £ LU CWBI1—H—(CEFT B,

= PABE®DT)L—T% Sophos Anti-Virus ZEEH LTI 1 —HFiE I D TIL—T(CE
BI D,

= J—=yIa>E-r-------- (0400) (CEET D,

Sophos Anti-Virus TR D 7 JLICERASNBIBEDLI—F—J)L—TJ. SLUT7

AIDI\—ZwS 3 2DFE(F. BEICDEUTERITRIENTEFT., EEITDICIRD

INSA—FZFEALUET,


http://www.sophos.com/ja-jp/threat-center/threat-analyses/viruses-and-spyware.aspx

BEREAA R

ui d=nnn

user =1—Y—%

gi d=nnn

group=I—7'%4

node=ppp

FREEDI—Y—. FETIL-TICHUTERD/\SA—FZIEFEI D LEFTETEE
Ao TEEZEL uid & user NSA—FZERICERIT DI EETETEEA.
BZIEELTLRVSA—=F(C(E. FBDT I AL MENERENET,

EERE RDKDICADUET,

savscan fred --quarantine:user=virus,group=virus,mode=0400

CDBE. BREI7AILOMBETHD1—H—(& lvirus] (C. FIBETHDIIL—T (&
fvirus] (. T7AIILDIN—=Zwv>3>(EF-r-------- [CEENFT. TJ71ILFE
BOI1—H—I(F Tvirus] . JIL—(F lvirus] ([CERESNEIH. 1—H— [lvirus] 217
NI 7AINCT IR GRAHAFHFDH) TEDKRDICIRDET, CNUSDI—H — (root %=
BR<) (FT7AILICH UTTODVRDIRIEBITAF R A

FEEE/N\—ZvS 3> m/EIBCE. XR—/\—1-—HF-&LTOd0>UTULRIFNE
REIRVEENRDDET,

6.3 BRI 7 AIZTI)—->2T7vITTD

A2FI RRREFEITURESIC. BRI 7AILZE0U -7 v BREREZ(FHIBR) T
DT ENTEET ., Sophos Anti-Virus TRER A FAICKHUTEITESND 7O 3>
IARTHRFEY Y —HB KU Sophos Anti-Virus OJ ([CEEERESNE T, T IAILNTOU—>
7w T (IR D TLET,

COtEUTa>T, AXY RICNRBERRSNTVDIGEE, BREERTID/I XEELE
9,

6.31 HFEDRET 71 )LZER T D
- BEORRI7AIVEERR T BICE. diATSa>EFIFT. ROLSICAHULET,
savscan /A% -di
Sophos Anti-Virus TERBRNEITESNDRIICHEZRE A v Z—HERRENE T,

I BRUERFIXAS MEERBRUTE. JAILRAICEKDS REFED1AS FOEZEEFRIHME
BEnxExti. (D1ILAOEBWER(CEET 35FllEY T4 AWeb B1 R TER I B(CIE.
V) =277y TEHREAFIT D (p.16) ZSBU T EEULY, )

1]

632 I>E1—F EDINRTDRERET 7 AI)ILZERFT D

s OSB3 LT 7AILIARNTEERTDICIE. ROLDICAHUET,
savscan / -di

Sophos Anti-Virus TERBRNEITESNDRIICHEZRE A v Z—HERRENE T,

17
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6.3.3

6.3.4

6.3.5

18

6.4

B BERUERFIXA MEERBRUTE. D1ILRICELD RFIAS FOEEEMIIE
BEnFzthA. (D1ILADEWERICET 25z J A4 AWeb 1 NTSIRI BI(C(E.
1) =277y TEHEAF TS (p.16) ZSRRBULTLLEE0\. )

EDRRT 7 1)V Z2HIR T D

= FEORRET 71 )L&ZBIBRTDICIE. -remove AT 3> H&HF T, ROELDICAHL
£9,
savscan J\X$# -remove

Sophos Anti-Virus THIBRMEITENDRICHER AV E—SHRREINET,

OA2Ea3—AALEOIRTOREERIT 71 )L ZHIBRT D
s OB LEOBRRET7AILIARTHHEIBRTDICIE. ROLDICAHULET,
savscan / -remove

Sophos Anti-Virus THIBRDNEITESNDRICHER A v E—-—HERREINE T,

R — bz ORI D

F: COFEIE. Linux $EXU FreeBSD DH CEITTCEFET,

= RRT— NzOAYEERBRT BIC(E. -diBEBRATS 3> H KN -bs T— Mz ATS 3
SEBELTLSESZV, EEAEFE, ROELSICAHDUET,
savscan -bs=/dev/fd0 -di

ZZT /dev/TdO (F, BT — bEo90DHDRSATETT.
Sophos Anti-Virus TERBRNEITESNDRICHER A v E—HERRENE T,

TV ADRIWERENSEIHT D

TAILVADEWERN S DEIRTEE. TORGHRRICI DO TERADFTT . WINBE LD
BWEAZKSRVWIAIILRESHDFEIN, —ATE I>E2—FDEIRIC/\—RF4 XD
DETEEIDRE, FAREWERZHSIDAIILABFELET.

Fle, THAICPUITDEIZMZI TV IAILAEH D, COREDT—FRIEIFRENIE
BICHRE#IGEEHDET ., TAILADERREE. £V TARX Web B hDTAILAER
WHESEU, FEES RFIAS MEERLTLES0N,

BRI\ Oy T IATY . BEEFID) W I 7w THIRWNEE (L, [FROBRE(CHER.
SEIEKRITDLDICLTLIESL,

DAIVAIC KD THIEESNET « A BT —4S%EIRTERI58EH0DET., Y IAXT

(&, —EBBDIA)LADBIEEFEEINSEIHT BeHDI—FT 0 UFTa ZiMELTWET ., YV
TARX FOZHILER— MMIEWEDETLIZE0,



BRI S A K

7 Sophos Anti-Virus 02 DFR~

Sophos Anti-Virus Tl&. #&FR7 07+ EF« OsFlAY Sophos Anti-Virus (077 & syslog (C
RRENFT . CORMNCETAILAPIS —DA AR b Sophos Anti-Virus O (C 58k
TNxEY,

= Sophos Anti-Virus 0% &K R9 B(C(E. savlog AV REERTLUET. COIATR
ZEALT, BRRATSa>w2MITRHREDOAYEZ—DENZEFIRLIZD. FBRA
BEIARRUIEDITDICENTEFET,

reEE BREORZZE UTC/ISO 8601 (CIETEL. 8% 24K/ (C Sophos Anti-Virus O
DICRBEESNIEIRTOAYE—2ERRT BICIFIRDEKLDICANDUET,

/opt/sophos-av/bin/savlog --today --utc

= savlog X ROIRTOATS 3> ZRRIBDICFRDELSICAPHUET,

man savlog

19
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8 Sophos Anti-Virus MENEEFI7w T —

Sophos Anti-Virus DEE) 7Y 7 — MHIBRIISRE SN TULDIEEE. kL TEHNIC
v IT— M EfRESNE T, £fe. REIDBEIT Y J5— hafF/Z9(C. Sophos Anti-Virus
BSISTYVIT—NIBTEBETEET,

= Sophos Anti-Virus #53 < 7wV IF7F— 9 3(CE PYvIF—h92IE1—FTK

DEDICAALFT,
/opt/sophos-av/bin/savupdate

i F. 8O E1 597593 <—EIYIT— M9 BI(C(E. Sophos Enterprise Console
ZERALET,



9

9.1

9.2

BEREAA R

—FRILISHCDULNT

E oo az(E AT OCRRRDEIDIAHFEE LT Talpa ZERA L TLDIHE
DHBRUTLZE NV, FlEA > 7O REZRD T 7 A )VEIDIAHTTEEZET S (p.36)
ZSBUTLIZEV,

BHOH—FILADHHICDLNT

Sophos Anti-Virus A& L TULVB Linux R>4 —h Linux 3—)LD 77w TF7— Nz U
U—RXUEBE. Y IARXTIEZENICHIET D28, Sophos H—FRIL A>F—T1—X
EZa—I)L(Talpa) DF v TF7— MU U—-XLTWET, MiHdD77YT5— MR Talpa
ZEA Y B8I(C Linux I—=RILDT7v TS5 — Mirzi#EHAY S &, Sophos Anti-Virus Tld.
Talpa DA )\AILAO—HILTEITENFE T, CNICKELT D E. Sophos Anti-Virus (&,
ZNDIAHGEE U THRODI(C Fanotify ZEA LK D EUFE T, Fanotify BHEFA TSRS
B, AT OCRBRFELEEIN, TS —HMRESNFET,

C OB T B (. Linux B—RILDT7 v T7— MRZEA T DFIC. 3%H 9D Talpa
DTV IT— MRV —RENTWBR T EZBRI DL DCLTIZEW, [MELTLD
Linux>T«4 A RJE1—23>BLUT7YvIFT— MRO—E(E. VIAADYR—~F—45
NR—RDE 14377 Z#2BLTLIZEL
(http://www.sophos.com/ja-jp/support/knowledgebase/14377.aspx). %9 B Talpa D7V
T — MRARRESNTVWRIBE(E. F0>0— RuJfERS EZ2BKRUET . Sophos
Anti-Virus DE8 7Y I 7 — MBMITHELHZE. 7y I7— MRIGZBEENS D> 0O—
RENFI., FzE KREIDOBEEF Y ITFT— bEFZT(C. SophosAnti-Virus 259 < 7w
T7—h9BICE. RDELDICADLTLIZEN,

/opt/sophos-av/bin/savupdate
T, Linux h—=RILDT7 v T — MrRZEBERTEEY,

DRI A X NI —FILADHIC DT

Linux =)L ZHAINA A UIEIBE. CONZAF7ILCHRET 7Y T7— hNDEES
EFERATEFERA. FHlE VYIARXYIR— T —HIR-XDXE 13503 22 LT
TEE LY (http://www.sophos.com/ja-jp/support/knowledgebase/13503.aspx).
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101 J

10 AT >1—)URZRDERTE

Sophos Anti-Virus Tl&, 1D EDRT 1 —IUERDEREZRFITDCENTEET,

7. Enterprise Console Zf> TEBNMUIERAT > 1 —)URZR(IC(E [SEC:] TIHUEXD1EEHA
MIFBENET, CNSDIRZR(IL Enterprise Console 23 SHIBRUTZEDEHTETET,

7 A IS EHAATRT S 1 — ) RZRZIENT

&)

LW 23— )URRDETEICHIED. BHESNUSHRRNAERNTWDIT> T L —

~ZFIFB T BI(C(E/ opt/ sophos- av/ doc/ nanedscan. exanpl e. en ZHEE I,
BYINORFRZHZET DHEF. ILWLWTFEAR I 7ML ZHEET,

. TUTL—BMCHB/I\SGA-ID—EZSRUT. BREWKR. REAK., SIUZOA

DATZI2ZH/ELFET,
A1 —)UERZRITIDICE. K 1DOBMERRIZIBEET DRENBDET.

3. T2TL—bhZELEEZTURVELDIC, FRDBIDBFRICT 7 ILZRFUET,
. AT 1 —)UAEZR% Sophos Anti-Virus (BN B(C(E. add AXRL—2 3> &

NamedScans /\S X —4&%{FFTsavconfi g IV REEITUE T, IRREERRD
MEIT7AMILMMREFSNTVRISZIBELE T,

&R (XL Thome/ fred/ Dai | yScan (CIRFESNTULSD Daily EWDRARIDIRRZRF
FRICIFIRDKIDICADUET,

/opt/sophos-av/bin/savconfig add NamedScans Daily
/home/fred/DailyScan

102 BEANNSRT 2 1 —)URFRZIENT D

22

1. A< 1—)U1&ZFE7%Z Sophos Anti-Virus (CBAIT BI(C(E. add ARL—>3> &

NamedScans /\S X—%7%Z{tF Tsavconfig AN REEITUE T, CDRRIC. B3R
ZBEIEBEL. EEADNDSHENRAHAFTNDC EZRI DI\ A TZANDULET,

feERE, Daily EWDEBICTRI S 1 —)IURRZEBINNT DICIFRDELDICANDULET,
/opt/sophos-av/bin/savconfig add NamedScans Daily -
[ENTER] F—Z# U T, AT 1—ILBRRDEEANTZAN LTI ZE),

. BENUDRENERSNTNDT T L — bDISGA—FD—EZSRBL T, &K

K. BREHRFOCZOMOATS 3> 2R ELET . T2TL— bORFSA
(&. /opt/sophos-av/ doc/ nanedscan. exanpl e.ja T9., F/\SA-FLEEA
AUT. [ENTER] F—ZUFET., RENDERETIHEOIRUET,

RT21—)MRRZRITIDICE. RIE 1DOBMNERRLZIEEIT DIRENHDFT.

3. CTRL+D Z#I U CEHEZT T UE I,



Euﬂib/r I\

10.3 FEDRT > 1 —IURFRZ T 7 A ILICH DT D

= Sophos Anti-Virus TEXESNTWVWBDRAT 1 —)UeZFRZE T 71 )LICH DT BIC(E. query
AT 3> & NamedScans /NS X —5%{F(FT savconfig ZFITUET . CDRRIC,
MRRG ERRER DT B/ AEEBELET,

fe&X (&L Thome/ fred/ Dai |l yScan EWLWS T 7 1)LIC Daily EWNDERIDIRRZ
FBICIFRDKIDICAAUET,

/opt/sophos-av/bin/savconfig query NamedScans Daily >
/home/fred/DailyScan

10.4 INTDRAT > 1 —)URRDZGRZ T 71 )UICHT]
9D

= Sophos Anti-Virus TERE AL TCLNDINTDRAT S 1—)UERZR (Enterprise Console T
RESNERFREED) DEFIZ 1 DD I F7AIVICHAITBICE. query AT 3> &
NamedScans /\S XA —4&%{F|FTsavconfi gZHITLUET. CDRRIC, BRREELN
I EIEELET,

fe&EX(E Thome/ fred/ All Scans EWDS T 7 AILICTARTDRT 1 —)UERRDIR
REHEHBNITBICERDEDSICAADULET,

/opt/sophos-av/bin/savconfig query NamedScans > /home/fred/AllScans

iE: Enterprise Console TEIEEN3 > E1—5DIHEE. EIC SEC Ful | Syst enScan
EVWSEBIMDRENERSNTNE T,

105 FEDRT 2 1 —)NRFRZZEHLTITD

= Sophos Anti-Virus TERE S TCWD AT S 1 — ) URRZFEH H(CERICHND T DI
(. queryAF> 3> & NamedScans /NS X —4%&fHFTsaveconfi g &®RITUE T,
CORCIRRZZIBELF T,

EERE BRERNIC Daily EWDBRIDRAT 21 —)URRZEH N T BICFRDEKS(C
ABDULFET,

/opt/sophos-av/bin/savconfig query NamedScans Daily

106 INTDRT>1—)URRDEHIZIZER DT D

= Sophos Anti-Virus TERESH TR INRTDRAT 1 —)URE (Enterprise Console T
RESNIERREED) OZFIEZELHICHE DT BIC(E. query AT 3> &
NamedScans /\S X—45%{JF77T savconfig ZEITUE T,

EERE BERDICTRTORT 21 —)URRDIRFEZZ LT BDICERDES(CA
HUFET,

/opt/sophos-av/bin/savconfig query NamedScans

23
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iX: Enterprise Console TEIESNZ 1> E1—FDiHE. &I(C SEC Ful | Syst enScan
EVWSBIDIRENER SN TNET,

10.7 7AW SH5HAATAT S 1 — ) URREEFY

10.8

24

&)

¥ Enterprise Console Z{HEHU CEBNMUERT 1 —IURREZEHI D EETEEL

Ao

1. BRIBIRTZ1—)URRDREIT 7 IV EHETET,
BEN T 7AILEUTHASTNTUVRWEE(E, FEDRAT >0 —)UigZ%z J 71 )LIC
17093 (p. 23) DFREAICED TI 7 AILICHA LTS EELN,

2. RENERSINTVNDRT T L— bDINSGA—FD—EEZSIEL. BEICEU THREAN
BEEBIEUVUET. 72T L — NORFBA
(. /opt/sophos-av/ doc/ nanedscan. exanpl e.ja T9, P, BEFOEREANS
TR I DIeHIC. B IIEBRIITRL, IRNTOEEZIEEIDINENDDET,

3. J7AIIERFLET.

4. Sophos Anti-Virus TERESN TCVWBRT 1 —)URRZEH I DI(C(E. update AL —
= 3> & NamedScans /\S X —45%Z{FFT saveconfig AN RZERITUET, &R
BERBOREIT 7 MIVMRIFESN TV DIEAZIEELE T,

f=&EZ (L T hone/ fred/ Dai | yScan (CARFSMNTLSD Daily &L\ D AHFIDIRZRZ EHT
FBICIFRDKIDICABDUET,

/opt/sophos-av/bin/savconfig update NamedScans Daily
/home/fred/DailyScan

SEADNSRT 21— I)IVIRRZEFHIT D

3: Enterprise Console ZFERUTEBMUERT S 1 —)URREZEHI D EEFTEEE
Ao

1. Sophos Anti-Virus TERESN TWVWB AT 1 —)URRZEFHI B(C(E. update AL —
= 3> & NamedScans /NS A—5%Z 7T savconfig AN REEITUET, CD
BRIC, MREZIEEL. BEANNDSKENTHAFENDCEZRITEHII/I\ AT %
ABDULFET,
feEZE, Daly EVWD RIS 1 —)UMRRZEHIT DICIIRDKSICANDUET,

/opt/sophos-av/bin/savconfig update NamedScans Daily -

[ENTER] F—Z# U T, RT21—IMRRDFEATZAN LTSN,



2.

3.

BRI S A K

HENUDRENEERESNTNDT > T L— hD/ISA-—FD—EZSRL T, 18R
K. BREHRCZOMOATS 3> 2RELET . 72T L — bORFHA

(&. / opt/sophos-av/ doc/ namedscan. exanpl e.ja T9., &/I\SA-FEEZA
HDUT. [ENTER] F—ZRULFT ., RENRERHITIHEDRULET. 2H. BFD
RENBZHIFIDCHIC. BRIIEBRITTRLS, INRTHDEBEEET DIREN
HDFET,

221 —)LIRREETIDICIE. K 1DOBMEEBAEIEET INENSDET,
CTRL+D Z#H U CEREZT T UEY,

109 R >a1—)URROOT%ZRRT D

AT —I)URROOT%=FRRIDICIE. IY> Rsavl og EATS 3> namedscan
ZERALET, CORRICRREZEIBELET .,

feEXE TDallyl ESWEBIDRREOOITERRT DICIERDISICAAULET.

/opt/sophos-av/bin/savlog --namedscan=Daily

1010 RT>1—)URFRZHIFRT D

i Enterprise Console Z{FERHAU GENMUERT 1 —)IUMRRZHIBRIT D EETEEE

10.11

Ao

Sophos Anti-Virus TRESNTWVWBIRT > 1 —)UgRZER (CHIBR I B (C(E. remove
A= 3> & NamedScans /NS A —5%Z{FFT savconfi g ZE{TUE T, CDRRIC
RERELEEBELET,

feERE Daily EWDSRTZ 1 —)URERZHIFRI BICIIRDESICANDLET,

/opt/sophos-av/bin/savconfig remove NamedScans Daily

INCDORT 21— )UIRZRZHIBRT D

iE: Enterprise Console ZfERAU TEBMULRATZ 1 —IRRZHIBFRI D LEFTEFEE

/\JO

Sophos Anti-Virus TERESN TWD IR TDRT S 1 —)IULRRZHIR T DICIFIRDLD

[CAPDLFET,
/opt/sophos-av/bin/savconfig delete NamedScans
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111

1111

11.1.2

26

‘mktt%Z)

Ry NDO—U o> Ea—S%ER(CHEK T DiEE(dE. DT> E1—4(C Enterprise
Console BN T 7 1 )LDF UVRIESRENT D> O0— RENd &, B UERIESREN &
EEXEINBTENBDEFIDOTEFELTLIZEN,

DA )L, RIS —P2DOMOITS —MIRE U ICEENXETIND LD
Sophos Anti-Virus ZEEE CEF T, ZEEDXEREFIRDESDTT,

= FTRONYT IRV TTPYT (AT OTCIRERDH)
» AN RSAZ (AT OTARZRDI)
= A=)l (AT OCRIERR. A7 RIER)

FTROMYT - IRy ITT7WITEELOATY RSAEEE, ZEERLUEIOE21—4TIE
FUREEBICL D TRRENE T, A—I)LBEPFREFXC(FIEARETXKETEET,

FROMYT « IR TPV ITEEZETEITD

FRAOMYT - IRy TPV ITEEZEINCT D

TIAIKT, TRONYT - Ry T 7w TESFEMCTIRD TLET,

= TRONYT - Ry T 7Y TEEZTBNCTDCE. RDKIDSICAHULET,
/opt/sophos-av/bin/savconfig set UlpopupNotification disabled

= TRONYT Ry ITTPYTEBEEIVS RSA2OESEOmMAEBENCTDICE R

DEDICAALFET,
/opt/sophos-av/bin/savconfig set UINotifier disabled

PRI LAY T—ZZIEET D

IRTOONY RSAZDEEETAO MY T - IRy TPV T (SEBMENDHRE LAY
T—ZEETCETET,

E AADEEAYVE—DEERDIEBTERR CATLAREICLDODTENDDERT) TS
FIN, DRILTFANIEEUICTDSEBDEETERREINET.

= DRI LAYVET-ZZIBTET BIC(E. UlContactMessage /\S XA —FZFERHUET ., &

ERE RDKSICAHAULET,
/opt/sophos-av/bin/savconfig set UlContactMessage "Contact IT*"



11.2

11.2.1

11.2.2

11.3

11.31

11.3.2

Euﬂib/r I\

AN RSAESZRET D

AN RSA > OESEZENCTD

FIOAILRT, AN RSAZDESFBEMCIRD TVET,
= AN RSACOESZENCITDICIE. RDEIDICANDUET,
/opt/sophos-av/bin/savconfig set UlttyNotification disabled

= TRONYT R TPYITEEEOVS RSADDESEOMAZENCT DICE K
DEDICAAULFT,
/opt/sophos-av/bin/savconfig set UlINotifier disabled

DA LAYV —FIETET D
INRTOIOAN RSADEEET RIS - Ry TPV T (GEIMESND RS LAY
T-HIEETEET,

E AMCDEEXAYT-—DERPDIEFTCTHERR CRATLREICKOTEDDEY) TE
FIN DRYALTFANIEEUCTTDEEDF T TRRSNE T

= DRI LAYVET—ZZIBET BIC(E. UlContactMessage /\SA—FZFERAULET. /=
ERIE RDEDICANDUET,
/opt/sophos-av/bin/savconfig set UlContactMessage "Contact IT"

A—VEEERET S

A=) BEZENCTD

FIAILRT. A=)LBEKFIBRCIRDTLET,

= XA—)VEEZENCTDICE. ROKDICAHUET,
/opt/sophos-av/bin/savconfig set EmailNotifier disabled

SMTP H—/U—07R R R IP 7 RLAEIEET S

FIAI KT, IRA RMRB XY SMTP H—/\—dD7R— & localhost: 25 (CERESNTULNE
a_o

= SMTPH—/{—D/RX R IP 7 RL XA %ZIEEYT BIC(E. EmailServer ZERALEY,

EERE RDKDSICADUET,
/opt/sophos-av/bin/savconfig set EmailServer 171.17.31.184
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11.3.4

11.3.5

11.3.6

11.3.7

28

EZ8ET D

EEAY T —TANTHERASNDSEE. TIAIBTRETY,

ZEAVT-—IANTHERAETINDIESEBZIBET DI(C(E. EmailLanguage /\SA—F%
EARUEY, IR7E. FRTESBMEE. TEnglishl E£/z(E [Japanese] DHTTI ., f&
ERIE RDEDICADUET,

/opt/sophos-av/bin/savconfig set EmaillLanguage Japanese

i CCTEETDIEB/HEF. EEXAYVE—ZAXDHTERASNET T, EA—ILE
BT, BEEXYVE—ZCNMATERRSNDIDAY LAY -2 (C(FERSNEE A

L

AXA—)LEBZIEEITD
FIAI N TA—)LEE (L root@localhost [TIX{ESNET .

= XA—)VEBEEDOZEEDIANIT RLRAZEMT DI(C(E. add AXRL—23> &£ EEIC
Email J\SAXA—FZERLET., EXE RDOELDICAHDULET,
/opt/sophos-av/bin/savconfig add Email admin@localhost

i REETECEMEETETT. REELZZATXYI>TAN LTS,

= UZMHOSTRLAFHIBBRTDICIE remove ARL —2 3> & EEIC Email NS A—

SEMBALET, TEXE ROKDICANDUET,
/opt/sophos-av/bin/savconfig remove Email admin@localhost

BE: COOVY> RT(Eroot@localhost (FHIBFTEHEFA. CNZEFEITITDICIE BL
TOOVY RT—EZIRTLEEELTLZEL,
/opt/sophos-av/bin/savconfig set Email <X—J)L7 RL-X>

EKETTA—ILI7 KL X (Sender) ZE4TET D
FTIAIL M TA—)LEZE (S root@localhost MNSIEESNET .

= XETA—ILI7 RLX (Sender) ZIBTE T B(C(E. EmailSender EWVS/\SA—F%=(FE
BUEY., EXE ROKSICAHUET,

/opt/sophos-av/bin/savconfig set EmailSender admin@localhost

IRIEFTTA—)LT? RL- X (ReplyTo) ZEXTET D

= RIEFA—ILI? RLX (ReplyTo) ZIEE T DIc(E. EmailReplyTo EWDS/I\SA—F%
FRUEYT, £EXE RDEDICADUET,
/opt/sophos-av/bin/savconfig set EmailReplyTo admin@localhost

AT OCRARZRTIAILAMMRE SN e E S DIETTEE IS TE
9D

AT OCZRRRTIAILANEE ENS & Sophos Anti-Virus (5 7 A )L N TA—)LZ
ERXEVET, EOAV RSADEE(ICF,. BEXAYET-SAXICNMZ T, BEDHA



11.3.8

11.3.9

11.3.10

BEREAA R

BLAYTZ—NEFINE T, DRYLAYVE—ZSORNETZEEI D LEFTEFIN H
FETERRIDZLEEITEFTEA

= AT OTRRIERERDDA )L ZEHEEFCITDOA—ILBEDXEZENCTDIC(E. RDOK
SICAALFET,
/opt/sophos-av/bin/savconfig set SendThreatEmail disabled

= ARALAYET—ZHIBET BICIE. ThreatMessage /\SA—SFEFRALET, c&EX
(E. RDKXSICADUET,
/opt/sophos-av/bin/savconfig set ThreatMessage “Contact IT"

AT OCRREREIS —DHIREUCEESOUIRFEZIEET D

AT OCIRERETIS—HFEETDE. T T AL KT Sophos Anti-Virus M5 X —)LEZER
EESINFET, FANV RSADDEE(IC(E. BEEAYVE—JAXITNZ T, REDHRS
LAYT—NEFNE T, DRILAYVET—ORNETZZEEIT D EFTEEIN BR
BCERRIDIEETEEEAS

= AT OCAREREOREREIS —FERICITOA—ILEEDXEZENCT DICE RD
KIICANDULFET,

/opt/sophos-av/bin/savconfig set SendErrorEmail disabled

= DRI LAYET—ZZIBET BDICIE. ScanErrorMessage /\SA—FZFHUET. /=
ERIE RDEDICANDUFET,
/opt/sophos-av/bin/savconfig set ScanErrorMessage "Contact IT*®

ATRY RIRBEDA— )V ESZENCTD

T J# )L NT Sophos Anti-Virus Tl DT1ILANRE SNIEIHE(CE> T, BROYY
- A —)LiXfEENET,

= DA)LARERICA ST RIRROBIY Y =D A —)LIRESNRNK DT BITIE.
RDELDICANULET,
/opt/sophos-av/bin/savconfig set EmailDemandSummarylfThreat disabled

OJ(CANRY MOEFREINTEESDWIRSEZIEET D

Sophos Anti-Virus Tl&. Sophos Anti-Virus O (CA N> hAEEEREND E. T TAILKT
A—=)LEEMNXESNFT. FESC(E EEAVE—AXICIMA T, REDHASY A
AV EFENET, DRAILAYVE-—2ORETEEEIDCEEFTEEITN. BAE
THRRIDZEEFTEFEAS

= ARILAYVT—ZHIBEITDIC(E. LogMessage IN\SA—SFEFHLET, lc&EX
(E. RDKXDICADUET,
/opt/sophos-av/bin/savconfig set LogMessage "Contact IT"
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12 O D&TE

Ry NDO—U o> Ea—S%ER(CHEK T DiEE(dE. DT> E1—4(C Enterprise
Console Y2iBAN T 7 1 )LDFT UDWVRIESSEN Y D> O0— REND &, Bk UIEIRIBSRTEN L
ETINBTENBDFEIOTEFRELTLZE,

FIA)LNT. BRROEBEEARNZE(E Sophos Anti-Virus OJ ([CHDENET (JIX:
/ opt / sophos-av/ | og/ savd. | og)e OJDHYAXMN IMB ([CEFTDE. BUTa LI
D(CEBNIC/\vOTFZyv TN, :riL\LOd T 7 ILMERRENE T .

= TIAIIOOTIDRERARYTAXZRRTDICIE RDESICAALTIZE,
/opt/sophos-av/bin/savconfig -s query LogMaxSizeMB

» OJDRAYAX%ZIEEITDICIE. LogMaxSizeMB /\SA—SF&EFHLUTZE, 2
EXIE. OJ DAY A X% 50MB ([CIBE T BICFRDKIDICAAIULET,
/opt/sophos-av/bin/savconfig set LogMaxSizeMB 50
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13.2
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7Y 5 — NODEYTE

EE: Sophos Enterprise Console Z{#> T Sophos Anti-Virus Z &2 9 355 (d. Enterprise
Console TPY I 57— hOFREZITOVENGDFET . BIFFECDNTIE. oo 3
> Tld72< Enterprise Console NLI&ESBLTLIEEU,

FAsE RSN

7y I T— =)=

7w I'F— kY —){—(L. Sophos Anti-Virus for Linux " > X h—)Lenfed>Ea1—%4
T, DI E21—PDT7vIF— b UTERENE Y. DI E1—-5EF Ry b
T —2(CHVFB Sophos Anti-Virus D5 JOABEICKD. v IF— hF—/)(—FZ(E
Y IT—RISAT 2 RNERDET,

v ITF— IS4 b
PYIF—RNIS5A4 7> ME. Sophos Anti-Virus i’ > X h—)LENfzO>E1—4TY
M o> E1—-5D7vITIF— b UTIHMERETNE A,

IS5V T7VvITT— ot
TSARUFPYTF—Ild. I E1—IhT v TF— NMEEEET 3= CBET7IT
REBIEFATT. FPUCRCET OIS NERIBEREANBNET,

THAHAVTYITFT— T

BHSHUPYTF— Tl OPE1—IBTYTT— MREEUSTBE, TS5IU
TYIT— MRl OEXTERWNSEEIC, PIERXIDHBRTY. 7OEX(C@ET7HD>
NMEBROBBIMEEN B 0T,

= —— [XY
savsetup 5iE 1N > <
savsetup IV IF— hERETBEHOIANRTI, TOIT> RiF. TNEBED
O3> THAITIHEDIRIZRITIDEETRIHMERALUTLSIZEU,

savconfi g EHB LT, ZVOLRTER/INSA—FICRONGDEIMN, FEREIDMEHE
TY, BEITDE, N\SA—LFDEEANTDIEIOTRESNDIDT, BEZERTDIH. BHiE
ABNDUZET, savset up ZEEN T DICIIRDEKLDSICANDUET,

/opt/sophos-av/bin/savsetup
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1.

3.

WRIDIE1I—FTROOAN REEITUET,
/opt/sophos-av/bin/savsetup

savset up IV > RZANE. BEE(GERRNFRENET,
[BB7YI7T— hORESE] Z:&8RUET.

savset up N> REANE. BHIGERRNFRRESNET,
[PYITF7—MORBREEZRTI S| ZERLT. REDRENETZRRLET,

7V IT— b= /)\—ZEETD

7YV IT— =)= (Ry hD—=J3EHEL TR I E2—9D7 v TF7— him) (3.
A5 > R77O>® Sophos Anti-Virus for Linux B > A h—JLaNTWB3 I Ea1—45%fE
AUET.

1.

TV IF— M=/ —TROKSICANDUET,
/opt/sophos-av/bin/savsetup

savset up IV > RZANE. BHEGERRNAFKRENET,

BIRAENS 1DBIRL. BEDIERICLUIEN DT, 7y I7— M= /\—ZRFEUET,
TV IT— hOREZT DR VIAZANSTYIFT— I D56, BFEOS1tZ>
A CEBBEENTVWD LT -2 E/\RD—RZAHDLET, PvIF—ho—){—H5
7yvITF—KTRHEE. TvIT— M —/—DRERNBCLD. HTTP 7 RLRZFE
[FUNC /IXADEESHZEIBETEFET,
ftiad Sophos Anti-Virus 577> D7 TF— RalCiEE I DHEFRDES DT
ER
a) Vv ITr—h—/N\—Z{/EL. PVIT—MISAT> NTREERD (RRCKD
TEAE) BN 7AI)LZ2Fo>0-RUEYS, Vv IT7—hhS—/{—TRDLDIC
ABDUFT,
/opt/sophos-av/bin/savconfig set PrimaryUpdateAllDistros true

b) 77w IF— hZEEHIEITL. PvIT— == CBMT 7 ILZFD>0O0—- KU
ig_o T\ng;‘_ '\-U-_} (__C;’A_’@J:—B(:ljj L/ig_o
/opt/sophos-av/bin/savupdate --force

c) O—AILF+r w1 5+ L% KU (lopt/sophos-aviupdate/cache/) . T 7L X
FALALORIDBPRICIE—-UET,
CDEEIE. ROVT b= ERUTCEEMETEE .

d) CDBFI%Z HTTP. SMB. NFS F/z(EMhdAET. Mhoxy NDO—od>E1—4
[CARAUFET,

COBFM CID (B> bIIL A A =L T LI RY) LD ZThB 035147
> hIPYIT—MRESYD>O-RUET,
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13.5 OV ITFT— NI 77> b7V TF— ha&
NTETD

CCTIFREBMT 7 A IIAR—ZADRIBRFEADT v T7— RIS A -9 & EFHI DFIECD
WCEBALET . N\S—A—FEEFEHIDE. REIDTV Y IT— MFHCTFYVIFT—ISA
7 NMIRBRENT O O— RENET,

OO 3> TRBIMT 7 AI)INR—XDBRIRERENMEMEH T D EZFIHIRE UL TULE
9. ERRDSBATWVRWGS(E. #E BIND 7 A )LA—ZADIEEHE(CDUT (p. 40) Z
sRUTIZE0,

FE CCTR BROTVYIT-NISAT T SARV Y IT— NI —IANST Y
T — I RIGBEDREREZHBLET. BHFIU 7vI5s— K-S0 T7vT
F— hEEREITBHBE(E. Primary & Secondary CBSEX T, EHROFIEEEHELET
=& X (&, PrimaryUpdateSourcePath % SecondaryUpdateSourcePath (CEZ#iX T<
20N,

WDV ITT—NISAT 2 bDTYIT— hE/EITDHEF. RDESDTY,

1. BIND 7 AIINR—ADREREMREFESN TSI E1—HT,
PrimaryUpdateSourcePath /\S X—&ZFEAL T, 77vI7— k)7 RL A% sophos:
FzECID (B RIIL A AR=IL T4 LD KY) DWITNHDBFRICRELE T
CID 57V I7—h92HBE(FE. PvIT— b —/\—DEFERB(CKD. HTTP 77
RLURAEZIFUNC/IKADEESSHZIBETCEET. ZEXE. RDKIDICAHDUET,

/opt/sophos-av/bin/savconfig -f ATSAVRIESRE I 71 ILDILR -c set
PrimaryUpdateSourcePath "http://www.mywebcid.com/cid*”

sophos: WN57v IF7— 9 BHEF. ROLDICAHULET,

/opt/sophos-av/bin/savconfig -f ATSAVRIBEEI 71 ILDILR -c set
PrimaryUpdateSourcePath "sophos:*

2. 7vIT— A \DT7 IR DAY - ERMSEE PrimaryUpdateUsername
H KU PrimaryUpdatePassword /\SA—FZERALT. 1—F -8 &/ \RT—-REZE
NZNIBELTLIEE L, TZEXE RDEKDICAPDUET,
/opt/sophos-av/bin/savconfig -f AT7S54 VRIEEED/I\RX -c set
PrimaryUpdateUsername "fred”

/opt/sophos-av/bin/savconfig -f ATJS54 JRIBEREDIR -c set
PrimaryUpdatePassword "j23rjjfwj"
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3.

TJOFERTTYIT— brlC7IEALTVRHBARR.
PrimaryUpdateProxyAddress. PrimaryUpdateProxyUsername &S KT
PrimaryUpdateProxyPassword /\S X—~Z@ERLT. JOFS5—/\—DF7 RLX,
AT -2BEXIP/IRT—-RZZNETNEEL TSV, ZERE RDEIDIEAS
LET.

/opt/sophos-av/bin/savconfig -f AT 54 VERIBH/EDI/IR -c set
PrimaryUpdateProxyAddress "http://www-cache.xyz.com:8080"

/opt/sophos-av/bin/savconfig -f AT 54 VERIBEEDI/ R -c set
PrimaryUpdateProxyUsername "penelope*

/opt/sophos-av/bin/savconfig -f AJ7SA JRIBREDINR -c set
PrimaryUpdateProxyPassword "“fj202jrjf*

ATSAVIRBRE T 7 AILDINS— A —FZZEUEDDIZS, addextra EWLWS
N REFERAUVTCSAIRIBEREI 7L ZEFHLET . BXIRDESDTY,
/opt/sophos-av/update/addextra A7 S5A JIRIREE T 7 1 IWDI\NRASATRIR
MEITF7AIVDINR --signing-key=B&EI 71 ILDI\RX
--signing-certificate=B&AET 71 IILD/\RX
EERFRDEDICANUET,

/opt/sophos-av/update/addextra /opt/sophos-av/0fflineConfig.cfg
/var/www/extrafiles/ --signing-key=

/root/certificates/extrafiles-signing.key
--signing-certificate=/root/certificates/extrafiles-signing.crt

UETETZYIFT— NISAT > M I REERTENEFFHF N, REIDT7 W I — MEF(IC
£A2Ea1—AICAI>O—-REnNE9.

1807V IT—NISA T MDYV IF—
NTETD

1.

MEITDIAEI—FTRDELDIICADULET,
/opt/sophos-av/bin/savsetup

savset up ONX> RZANE. BHIOGERRNFRSNET,

BERENS 1DERU. BEOIERICUZN DT, 7yIFT—hISAT7> MaREL

F£9,

TV ITITF— R NOERERITDE. VIAZNS TV IFT— NI DiHE. BEFEDOS1tz>
ACRFNTNWBR LT —&Z L/ RT—READULET., CIDHMBTFYVIF—KTS
BE. 7V IIF— M—/N—DEERNBICELD, HTTP 7 RLXFEZIEZUNC/LRDES
SHEIECTEET.
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14 Sophos Live Protection (D%TE

Ry NDO—U o> Ea—S%ER(CHEK T DiEE(dE. DT> E1—4(C Enterprise
Console Y2iBAN T 7 1 )LDFT UDWVRIESSEN Y D> O0— REND &, Bk UIEIRIBSRTEN L
ETINBTENBDFEIOTEFRELTLZE,

Sophos Live Protection (&, RIE/REEV\DIH D T 7 A ILNBEL THDINEDHEHIKTT D,
D5 REIDIEHEHEET T, BRIZRET S E. Sophos Anti-Virus DU —> 77w T HEE
(CRESNTVBR IS I NBELICEITEINET.

Sophos Live Protection (&, FRIRFID X 0&HDZ DD, FEYILD T 7 DIREERZ KIE(C
BAEUET. RRDBHRERMRFINDY ITAADVNIVI LT FT—IR—=R%ZVU T )T I
SIBIDET. FILLBRICTERHETEET ., FHETI/ILD T 7 E U TR ENZES
B, VYIARZRNBEBREERI 7 1ILDTY TF7— MRZEHBRNICETEEI.

I RRA> MO EDI—FDTA )L RRFEEETERD LWL\ D 7 1 )L SNIEIBE T,
O—HILDBREE T 7L (IDE T7AIL) ZED>THE. T7AILHREERL TULROH,
HDINIBEREONFHHRHEN TERNESE(E. FTYITLDZDMDEMRRE. FF
EDIT7AILT—INY T A ATXESN. SEHRREFETIMITIONE T,

AZSAINR=ADFTYIT[E. BOLWIT 7 ALY TAXASRDT—IN—-X EBE
ENFT ., T7AIUIRBRFLFBETHD Y nezs. BRAO0—-H)LO>Ea—
BIORIEESN. T7AILDRAT—FANBEBN(CEFH=NET,

14.1 Sophos Live Protection DEETE XL T D

Sophos Anti-Virus Z##R-1 > X b—)LUTZIBE&. Sophos Live Protection (&7 7 4L b TH
MEHESNE T, LEID/\—=3 > D Sophos Anti-Virus 77w 0L — RUEHE(E.
EICHE=NFT,

= Sophos Live Protection MEEFEIREZHER T D (CFRDELDICAHULET,
/opt/sophos-av/bin/savconfig query LiveProtection
14.2 Sophos Live Protection ZBXN/ENICTIDE X D

= Sophos Live Protection ZBR(CF BDICIF. RDKIDICANLTLIZEUN,

/opt/sophos-av/bin/savconfig set LiveProtection true

= Sophos Live Protection ZHHC T DIC(E. RDKDICATULTLIZEEL,

/opt/sophos-av/bin/savconfig set LiveProtection false
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7277 Ot AIRZRDEETE

Ry NDO—U o> Ea—S%ER(CHEK T DiEE(dE. DT> E1—4(C Enterprise
Console Y2iBAN T 7 1 )LDFT UDWVRIESSEN Y D> O0— REND &, Bk UIEIRIBSRTEN L
ETINBTENBDFEIOTEFRELTLZE,

AT OCRRZRD I 7 AIVEIDIAH T ECZEET
&)

Talpa (IS L TULVRLY Linux B—FRILDIN—=3 ATV T L — RUBE. A>T
T ARERD T 7 A I)LEIDIAHTEE UT Fanotify ZEHATEET,

EE: Sophos Anti-Virus T®D Fanotify DER (. N—FREEEETHD. TRMIGIEL T
FtEA.

= AT OTCRRERDIT 7 AILEIDIAFHT5EEUT. Fanotify ZIERT DIHEE. RDK

SIEABDLET,
/opt/sophos-av/bin/savconfig set DisableFanotify false

BREBEOMFENS T 7 AILET 4 LI NUZRINTD

T7AIET 1 LD KNI ZBRIN T DIFHEICFRD 2&80DHDET .
= J7AIILECT A LI NIRZERTD
= D=I)LRH—RXFZERTD

UTF-8 MDD FtLY R TCI>O—RENTWVWBR I 7AILEDYT 4 LU NUZERRINT B
(& T4 Lo RIZRET7AIZDOYFI 01— RZEIEET D (p.37) Z28BLTLKEE
(AR

IJ7 AT« LD NIZZ[ERATD

E: Ry hDO—o D> Ead—5%= @Rk T DB €D E1—4(C Enterprise
Console BN T 7 1 )LDFH UVRIESRTENFT DO > O— RENd &, B UIEIRIESRTEN &
EETINB3TENBODEIOTIFRLTSZE,

= BEDT 4 LTI T7AILERINT BIC(E. ExcludeFilePaths /NS X —4%{F> T
add OV RZEEITUTCLESV. AV azERAULTT A LI NIEIBELET.
TEERE Itnplreport J7AIL%E. BRI DT 71ILEYT 4 LI MJBADUX S

[CSEMTBIC(EFE. RDEDICANDULET,
/opt/sophos-av/bin/savconfig add ExcludeFilePaths /tmp/report

Itnp/report/ T« LOKUZ, BRHTDIT7AILEN"T 1 LT MURDYU X SNIEN
FTBICE RDKDICABDULFET,

/opt/sophos-av/bin/savconfig add ExcludeFilePaths /tmp/report/
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= USRI T AT LZEIBRT BT, ExcludeFilePaths /NS X —4%{E> Tremove
ORI REEITUTLESV, ZEXE RDOKIDSICADUET.

/opt/sophos-av/bin/savconfig remove ExcludeFilePaths /tmp/report

DAL H— RXFZHEHRTD

Ry NDO—U L3> Ea—S%ERCHEK T DiEE(dE. €D E1—4(C Enterprise
Console BN T 7 1 )LDF UVRIEFEEN T D> O— RENB &, B UEIRIESRTEN &
ETINBTENBDFEIOTEFRELTLZELY,

= DAIRA—RXFZRFHUTI7AILEYLT 1 LY NURZZBRIN T BIC(E.
ExcludeFileOnGlob /\S X—%5%Z#>T add ON¥> REETLTLIZEL., BXRD
AILRID—RXF(E. [*] (OXFULDOEBRDXFINE—E). BLU [?2] I FRD1IX
FEE)TYI, 2EXE 1tmpT A4 LU RNIICHDTFRANIT 7ML=, BRI B T7

AILEPT 4 LI NJEADUX MMIBINTBICIE. RDEDICAHULET,
/opt/sophos-av/bin/savconfig add ExcludeFileOnGlob */tmp/*.txt"

3*: ExcludeFileOnGlobto Z{#> TF« LI MU ZRBRDOWRHN SR I BIBEE. D
1ILRA—R [*] &B)CAOFE(CHTNZDHRERSDFET, IeEXFRDEDSICAT
L/ia_o

/opt/sophos-av/bin/savconfig add ExcludeFileOnGlob */tmp/report/**

= BEIINFINE FOLSEEIRPFTHRELRVEAE Linux (D)L RH— REERH
UCEDEFRTEZEI DI 71ILDYU X~ Sophos Anti-Virus (CEUE T, CDAE
(&, BEFDOT7AILDIHZEFRI L. UBIERESND T 71 ILFRERESND KD ICHRET
DHBEIENTY, IEXE /tnp T4 LI MIICHIBFDTFANIT 7A1ILDH
., BHIT BT T7AILEYT 4 LI NJRDIZXNNIBIMT B(CE. ROKSICAHUL

S
/opt/sophos-av/bin/savconfig add ExcludeFileOnGlob /tmp/*._txt

= UZX OSSR 71T LoZHIBRT DIC(E. ExcludeFileOnGlob /NS X —5%ZF>T
remove N> RZEETLUTLZE L, E&EXE, RDKDICADULET,
/opt/sophos-av/bin/savconfig remove ExcludeFileOnGlob
"/tmp/notes.txt*”

FSALORMNIZGETF7FAIEDOXYFEI> 1— REZIBEITD

Linux Tl&. IBELEXFI— R (l: UTF-8. EUC_jp) T. T« L MU T 71 )LICEH]
D ENTEEI . —A. Sophos Anti-Virus (&, UTF-8 FERXDH TN 71 L%z
REFEUET. UMD T. UTF8 AN TI> O—RENTWLWB I 71ILE™T 1 LU KUY
LEIRZBDIRNSIRIN G B (C(E. BRIMVE UTF-8 TIBTE L/Z4&. ExclusionEncodings /¢
SA—BZEFEO>TI>A—FT 1 2 I0ZIBELTLESV. CNICKD T, BRI I3FTa L2
RUD T 7A)LD%&FTNE. IBELEI>O—F+ K> TEHMiian., —BUEBE.
T4 L ORI TZAILEIARTEFEIENET . ZHUE. ExcludeFilePaths /{5 X —45 &
ExcludeFileOnGlob /\S X—5ZFA L TIEESNIRIMNIBRASINET, > TAILKT.
UTF-8. EUC_jp. HKUI1S0-8859-1 (Latin-1) BMEESNTULET,

fe&EXE EUC en TI>O—RENTWVBREFIDT « LU KNI ET7AILEBRIN T BI(C
[&. ExcludeFilePaths /\S X—47%> ExcludeFileOnGlob /\SA—&%&E>TFT 1 LT~
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U0 I 7AILEZEIBELET., TUT. ROKDICLT. EUC enZEI>O—F+ 20D
—EB(CEMULET.

/opt/sophos-av/bin/savconfig add ExclusionEncodings EUC_cn

CIT. SophosAnti-Virus (&, IEESNET 1 LI KNUZDRT71)L&ZIART%k, UTF-8.
EUC_jp. 1SO-8859-1 (Latin-1). BKU EUC_cn TiHMliLE T, ZDHE. LEIN—HIT D
FALORNIETF7AILIRNTEZRINUET,

REFEDIRNS T 7 AL RFT LDOIWEFEZ RN T D

FTIAIKRT, T7AIZ AT LAOBBAINTHIRESNE T,

= J7AILSRAT LDIEEZIRINT B(C(E. ExcludeFilesystems /S X —45%{#> T add
IR RZEEITUTLZEVN. BRI 7AILS AT LADFESE(L. /proc/filesystems
T7AINC—BNEEHINTNET, IeEXE nfsB I 7L X FT LADIEEDIRIN
ANTBMNTBICE. RDEDICAHAULTLIZEEN,
/opt/sophos-av/bin/savconfig add ExcludeFilesystems nfs

= UZX OSSR T LZHIBRY DIC(E. ExcludeFilesystems /NS X —5ZF>T
remove N> RZEEITLUTLZE L, E&EXE, RDKDICADULET,
/opt/sophos-av/bin/savconfig remove ExcludeFilesystems nfs

V—=HNAT T 7AIANZEIRERT D

TIAIKT, P=HRATT7AIVHNDHA > T I RIRZRFE (TR D TVWET, Z12U.
CDESRI7AINE—EICZHEROBBENSH D DAILAZRE UM D EIHED I XD
HRENWCHIHITEDIHZEE. COATZI2ZBHCLTILZSV. COEKHIELT
(F. P=AATIT7 AN EEEREBIECA—ILXET DIHERENHDET.

i ROEBRANSCOATS I &ENCITDEZMHRLFET,
= V=HAATT7AIIAZRET DL RBEEENELETLET.

= COATZIDOFRERBICEFRIL, P—HATIT7 I SERUET 7 1)L 7ZH
<& T7AICSHUTIRRENEITESNET .

E BERETI D> (E. EHRSNTULVRVVAREET 8GB £ TCTODEME T 7 1 IILDOHEIRKEL
F9, TNET>OHWE LTS POSIX ustar 7—HA T JA—<w NC 8GB U ED
T7AIZERZIRNZH T,

= P—HAATIT7AIVANDIRRZB/RCTBIC(E. RDEDICAHDLTLIZE,
/opt/sophos-av/bin/savconfig set ScanArchives enabled

= V=HATIT7AIIADRRZEMCTDCIE. ROELSICAHULTLZE,
/opt/sophos-av/bin/savconfig set ScanArchives disabled

REIT7AI)NZ2OI—-27vITITD
AT O ARG U ER T, BRI 7 AIEIU—> Ty T EEREEHIR) T
545

>
EIBETDCENTEET, T IAIDNTOY—2T YT (IEHCIRDODTNET,



15.5.1

15.5.2

Euﬂijj/r |\

BT 7 A )L S B 7= (C Sophos Anti-Virus TERITSND 7733 >(F. I/XT Sophos
Anti-Virus OJ ([CEEERENE T,

iE: BXBR CHIBROM A ZBCREIT D ENTETEIN, COREFHEREUFEA. D
KDICERTE UTEIHEE. Sophos Anti-Virus TIEEA(C T 7 1 )LDBEBENEITESNE T . BRER
[CRBTD L. ﬁ'JBé?b\ﬁbﬂi?o

iE: Sophos Anti-Virus Tl&. 7))Lz AWz EE] (CRFEAETEINLEBS(E. R
HIBREFITIDCENTEET, BHLVzEE] FTO70/IL2dE—. B8, BHLzEE
(CEEUFET). 22U, J70I)bE TBUREE] [CRBENFEITSINIEIBEE. BRERHI
BRZEITDCENTEFEFA. BHUEESE] BO7AMNIILERFURESERUEEEICK
HUFET, Elinux I>E1—4T BLWEESE] (CEITINIRRE. —TTEMNET
RN E. EBICIFREIT 7 A IVCT oA UERBRICERBREIBRNM TN &5, @
BOERTCOMENBREICIRDZ EEHDFEE A

RPET7AIERBET — b OYZHRRT D

= AT OTCRRERETORET 7 AL ERBRT — MO S OBE#RFRZERCT DI,
RDEDICANULET,
/opt/sophos-av/bin/savconfig add AutomaticAction disinfect
EE: Sophos Anti-Virus TN EITESNDEICTHER A v Z—2EFRRESNFEE A

i BREUZRFIAS MEEIBRLUTE. JAILRICED RFL A FOZEEREFRIIME
BESNFBA. (DL ADEWERICET 5FlZY J 4 AWeb U b TESIRI BT,
D) =277 I ERZEAFT S (p. 16) ZBRUTIEELY. )

= ASTOCRBBETORRI 7A1ILET — N OSDOBEHEFRZ&\FH(C T DC(E. RD
KDICAHDULFET,
/opt/sophos-av/bin/savconfig remove AutomaticAction disinfect

RET7 1) &HIBRT D

BE: COATIa>iE. VIARXFTOZHILYR— RKDIERN G o IEHEDHICER
LTLIEEW, BRET 7 AILHA—)LIRY O XDER, Sophos Anti-Virus (C KD TA—JLRwW
DRAEHENEIBRENTUESBEEHDET,

= AT OTRAERTORET 71 I)LOEBHIBFZEHCITDICE. ROELDCAHULE
ER
/opt/sophos-av/bin/savconfig add AutomaticAction delete

EE: Sophos Anti-Virus THIBFDEITESNBRICHERA V- EFFRRENFEFAS
= AT OTCRIRZFTETOREDT 71 )LOBEHIPRZEEN(C T D(CIE. RDKSICAHDUE

ER
/opt/sophos-av/bin/savconfig remove AutomaticAction delete
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40

BN 7 1) LAR—XADRIEETE(CDULY
-

CCTlE BT 7 AIAR—ADIRIEETE T Sophos Anti-Virus Zi&E I D5EICDULTER
BALE T,

BN D 7 A )INR—ADRFEEEE(CDLT

ZITIE BINT 7 AINAR—ADERGEEREDIRICDOVNWTCEHRIALE T,

BIND 7 A )R- XADREERTE L (S ?

BT 7 1 IILNR—XDBRIERTFE (L. Sophos Anti-Virus DEEESED 1D TI, Sophos
Enterprise Console ZFA T3 (CITSRIE/ET. Windows I E1—FZnEBELFEE
/\JO

CDFEE. Enterprise Console Z{EA TERVMGEDHICERL T ZE0N,

i¥: Enterprise Console N—XDIRIFEHTE LB T 7 1 IV R—ADIRIZESTE (S EIHFC EF
TEFEEA

BT 7 AINR—=RDBIRRETIE. AT RIER (A7 Y RIERZERET D (p.
11) &#Z88) ZBr <. I/ TD Sophos Anti-Virus DHREZRTE CETE T,

BN 7 A )R — X DREERTEDERTGE

EBIND 7 AIINR—-RAORIBHEZSO I 7 AIVEFR ULE T COT7AIUEATSA 1R
fzsb, OO EL—INBTIOTCRITDLETEFE A,

DA E1—FERET DEM TEES., COATSA>T7A(IL&E. T>RRA> &
O Ea1 -5 7OCAREIMERICHDI S IRBRE I 7(ILVICIE-ULET. PV
TF7— R ECSATIT7AILDSEEARATEREITDLD. EIRRA> NI E2—5
ZEHRUET .

%I/I\/T\’(/I\:I/tl SAEBIEBKRITBICIF. ATSACEBERTFEI 7 IV S
— kU, SATOBRBERTEI7IILICBEIE—ULZET,

pe
» RIBSRTE I 7MILOTEZEEREITDIEH. LT o> 3> oRBICE>T, v+l
TAEIBREZER L. FRIBINENSDET,

= I-Y-NREOICE1 - Y THREZEEI DI EZHed. —BHRZEFIRTD
HERSZOYITEET,

BINT 7 A JAR—ADERIEFETE T 7 A ILOFERK - ERTTEE. ROEOS3228RUTLS

ZE0N.



16.2

16.2.1

BRI S A K

BT 7 A NNR—ADRIFEREZERT D

BINT 7 A IAR—ADEGEREZERT DTTEPRDESDTY,

Y—\—TFa1 S SHEZVENR T D,
BMI 7 AINR—ADRIESEZIERT D.
I>RARA> RO EDL—HI(C root SFBAEZE A > X M—ILT B,

BT 7 AINR—-XDERIRREZRERATDLDS. IRRA> I Ea1—9&RET
Do

H—/)\—Tt+a2 USRS =T D

T+ VT EAEZEN S BTAIRDESDTT,

iE: SEBAZDERK(C OpenSSL Z{ER L TL\D5E(dE. OpenSSL 0.9.8 LIFEZEREIL TL\D
HENBDFET,

1.

SEBAZEDIERK (CERT 3ROV T MEEEBLET, AOUT NI VIAZDHR— K~
FT—AINR—ADYE 119602 S AFTCEFT,

AOVUT hEFEITUT, SIREOLY MR UET, TEXE RDOLDCADULE
g_o

./create_certificates.sh /root/certificates

A DREFHME LT, ERESMDT 1 LU NUBIBETEHEIN, T2IGMZE
EITBREDICULTLIEE,

3. BEIHODIERICIED T, root D/ \XT—RZANL. HERADULET,

BEEDERICRED T, BEHED/\RT—-RZAHL, EREADULET,

5. SEABNCDT A LU MJICHBD T EZERLET RDOELDICANULET,

Is /root/certificates/

RDESBRI7AIHFRRENDEFI T,

extrafiles-root-ca.crt extrafiles-root-ca.key extrafiles-signing.cnf
extrafiles-signing.crt extrafiles-signing.key
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42

1. BT 7 AINNR—RADBRIESTFEZFFIBDI>E1—S T, savconfig IY> R%EFE

BAUTATSARIBEE I 7 AIVEER U, T7AILADI NS A—FEZRELFE T,
WX (ZRDESDTY,

/opt/sophos-av/bin/savconfig -f A7 54 VRIERED/I\R -c ARL—>3
> N\SA—4H &

BABEDEA

= [fATSAORIBR/EDI\R| TI7AINRZEOATSA RIBEHRE T 71ILD
JINAZIBEUET, [savconfigl NI7AILZERRKLET .

= - C:ATSATF7AILDOD—RL— LAV =DV OTCREIBEITDATSa>
(LAY —DsEMlL, RIEETEL 7 —(CDWT (p.44) ZSRBLTLIEELY),

= ARL—>3>:set. update. add. remove. F/z(X delete AT 3>,
= NSA=H.BETD/I\TA-F,
= fB: ) (S A-5DETFE,

Te&ERIE Jrootconfigl 4 L RJICOflineConfig.cfg &EWDT7A)LZENE
L. XA—)LEBEZENRETDICIE. RDOKDICANDUET,

/opt/sophos-av/bin/savconfig -f /root/config/OfflineConfig.cfg -c
set EmailNotifier Disabled

savconfi g DERSEDEMIE. savconfig 5RE 1Y R (p.45) ZER LT IEE0,

. INSA-HDERRRITDICIE. query ARL =23 >F&FEALUET, FED/(SA—

B, IRTDINSA—FIDREZFRRIDIENTEFY, L& BELZ/INS
A= INTCDFEEZTRRIT DICIFRDELDSICANDULET,
/opt/sophos-av/bin/savconfig -f /root/config/OfflineConfig.cfg -c
query

C ATSAVRIBRET 7 AILDISA-FZZEURDD LS. SATRBRET 71

IWERIFT DI2HD Web HEFZEHBEFT« LI MU ZERLET.

. addextra EWDSIONY REFRAUCSAIRIBRTE I 7 MILEERLUE T, BXIIX

DEHDTY,

/opt/sophos-av/update/addextra A5 VRIERED 71 IDI\RAS AL T RIE
SMEITF7AIVDINRA --signing-key=B&#I 71 ILD/\RX
--signing-certificate=B&AE T 71 IILD/\X

EERERDESICAPDULET,

/opt/sophos-av/update/addextra /opt/sophos-av/0fflineConfig.cfg
/var/www/extrafiles/ --signing-key=
/root/certificates/extrafiles-signing.key
--signing-certificate=/root/certificates/extrafiles-signing.crt



16.2.3

16.2.4

BRI S A K

TITORRA>NOAEDZ—S(CrootifBAZEZ A > A M—=)LTD
BIRRA> MO EI—4I(Croot SIBAEZEZ A > A =)L T DIHREHRHNDET,

1. EERAEZMFRR L0 Ea—4 (FEFEAEDIE—%I> E1—4) T, root itAAE
RDOF« LU NI ZHRBRERLET. ROKXSICAHULET.

mkdir rootcert
cd rootcert/

2. root SEBAEZH LWLV« LI KNJICOE—-UE T, RDELDICAHULET,
cp /root/certificates/extrafiles-root-ca.crt .

3. LW LU KNIZRABT 4 LU KJICOE-ULET,

4. BIVRRA> MO E2—FT, HEFALOIKIZEIYITZ BUET,

5 SEEAEZ AR M—JILUET, BX(FRDESDTT,
/opt/sophos-av/update/addextra_certs --install= JL— NEBAZORET
LoKU
1i):

/opt/sophos-av/update/addextra_certs --install= /mnt/rootcert/

BT 7 AINNR—ADRIBHEZFEATDLD. T RRA1> b

A2 E1—5ZEET D

RIBSRE I 7L 2SFD>0—- RUTERTED LS. IR RO E21—5%EE

IBDHE>FRDESDTT,

1. SATRBEREI 7 AIDIHBET 4 LI KNI (CHDHEEER. &IFAF72 KIS TE
DT« LOKIZEIDBUET,

2. BIRRA> RO E2—FT. SATRBRET 7 MILD/RAZHEELET.
TERE RDOEKDIEANULFT,
/opt/sophos-av/bin/savconfig set ExtraFilesSourcePath
http://www._example.com/extrafiles

UETRISAT> MR T R UWBERTENMER SN, KREDTY IF— ~
BCc&IO>E1—~ICAT>0O0— Ranxd,

3. SIVYIFT—hEETIBICE. RDKDSICAHDULET,
/opt/sophos-av/bin/savupdate
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16.3 BT 7 A INR—ADIRIFZEZEFIT D

1. BINT 7 AIINR—ADRBEZEMREFESNTLB I E1—F T, savconfig AX>

RZEFERALUTATSARIBREI 7 MIVEEH L. T7AILAD/ S A—FEZRTE
ULET.

ATSARIBEEIT 7 AL ZER LI &S ERAIUBNZERATEET,

=& (&L 1 opt/sophos-av T+ LI KNUCHBOflineConfig. cfg&lW\DT7A
IWEEHUL. A—IILEBEEZBMMETDICIFRDELDICANDLET,

/opt/sophos-av/bin/savconfig -T /opt/sophos-av/0fflineConfig.cfg
-c set EmailNotifier Enabled

IS A= DEZFRRT DI query ARL—2 3> ZFERALET . FED/ (S A—

G, IRTDINSGA—HIDREERRIDCENTEFET, &R FEL/INS
A—FIRTCOEEBZFRRIT DICFIRDEIDICANDUET,
/opt/sophos-av/bin/savconfig -f /opt/sophos-av/0fflineConfig.cfg
-Cc query

AT SARBERTE I 7 MILDINS —A—FZEFELEDDZS, addextra &L\S5

N2 REFRUTCSAIRBRET 7 IILEBHRULET ., BXIIRDESDTT,

/opt/sophos-av/update/addextra AJS54 VRIERED 71 IDI\RAS AL TRIE
SMEITFAIVDINA --signing-key=B&#I 71 ILD/\RX
--signing-certificate=B&JAET 7 1 ILD/\R

151

/opt/sophos-av/update/addextra /opt/sophos-av/0fflineConfig.cfg
/var/www/extrafiles/ --signing-key=
/root/certificates/extrafiles-signing.key
--signing-certificate=/root/certificates/extrafiles-signing.crt

UETEOSA T MR UICHITIRERTENEF N, KREIDT7Y IS5 — NFICE
d>Ba—#ICAo>O0—-—Reanxzd,

 SITYITT—RERITITBICEF. RDESCANDLET,

/opt/sophos-av/bin/savupdate

oo | Y =, = —
RIBREL 177 —(CDLT
£ > RRA1 > B Sophos Anti-Virus (C(dA> 7Y > Ri&ZR7% R < Sophos Anti-Virus 3D
IR TCOMBENRE SN TVWDIO—HIURIBRE I 7 1ILHHDET,
FO—-HIVRBRE T 7 1 IUICFEBDL AT —HHBDET,

VIA X FUHMSO—HDILDRIESRE T 7 IILICEFEREIDLAT7—. ZDOLAT77—(C
(FY I A A IHEETEDRMEARORENSENTLNET,

d—/RL— b BINT 7 A IILR— X DEISRTE CTHEBM T 2 LIEl N3 L1177 —,

IA—H— O—-AILTEREEITD EERETINB LAV —., CDO>E1—5D Sophos
Anti-Virus DH (BERASINBEENSENTULET,



16.5

16.5.1

BRI S A K

BHEDOLAV—ICAUNSA—FEKETCETDILIICTDEH. ELATV7—TCEREU/IS
A== FERALUET ., /272U, Sophos Anti-Virus Tld, KDL A7 —DEFIERIICRED T
INSA=FIRNFTVIEINET,

= FIJAI)NT, D—RL—bLAV—F. I—YF—-LAV—Z2A-—/\—514RTB,

« J—RL—NI-—Y—-LAV—E VIARLAV—ZA-)\—F1RT B,
EEXE LAV —BXKUO—RL— LAV —T. BNBIUSA—FZREL
EmEa. d—RL— LAV —TCRESNTVBRMEMERETNET, 22U, O—RL—bk
L1V —DI\SA—FEZER (COY IR L. TDEZA—I\—Z51 RIBZEETEFE
ER

BIND 7 AIINR—ZADRIERE T 7 (IS O—HDILDRERE I 71V EEF UIEHRES
(F. BT 7AINR=RADREHE T 7(ILDI—RL— LAV —TO—-HILT 71ILA
DOI—RL— LAV —REESTENET,

savconfig E 1N~ *

savconfi g [FA>FT > RIEZFELIID Sophos Anti-Virus OEEE S N THEEIRTET DIzsHD
ON>RTY, ON> RD/CRA(E / opt/ sophos-av/bin T, COOIN> RZEFERLT
Sophos Anti-Virus DYFEDHEREZ RTE I D 7E(E. RDIELEZSR U TS0, 2D
IBTEF. OV ROBXICDWTEHRIBLET,

savconfi g DEX(FRDES DT,

savconfig [AT>3>] ... [AXRL—>3>] [\SA—7] [{E] ...

AT 3>, ARL—23>, BEVIINSA—HDO—EERRIDICIIRDKISICAALE
ER

man savconfig

AT7S3>

AT I UFIDFER(FEIBIBETETET ., RIS RRA> bO—H)URIBRE T 7
TILRDL ALY —%2REITIRIFERLEY, IV REFIAINTI—F—LAV—(C
TOLAUET. LIeM>T. O—RL— LA V7—(CFPOLERTIHEEE ¢ £Z&
--corporate A>3 > &MBRALTIEE,

Fre. Y —-LAV—DfEEA—/\—-5+1 RTBH. TIAI)LhTO—RL— kLo
Y—DI\SA-FEFOYVIENTVET., IJ—RL— A V7—D"EDA—/\—F1 R
H1—HY— (IRl 9 3%E(E. -nolock AT a>wFERLUTLEEV, EEXE
LogMaxSizeMB DfBEZIKTE L. COMEDA—/\—S+ REFFRIFTB(C(E. RDELDICAN
U,

/opt/sophos-av/bin/savconfig --nolock -f corpconfig.cfg -c
LogMaxSizeMB 50

Enterprise Console ZFHA U TUL\3IBE. -consoleav AT 3> ZFERATDE. D1ILR
WHERY S —R/INSA—IDERITHTRRENET, ROKDICANDUFET,

/opt/sophos-av/bin/savconfig --consoleav query

FJz. --consoleupdate A>3 >%FH IS &, Enterprise Console D77 5 — KR
S—DERITHAERRENE T, ROKDICADULET,
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/opt/sophos-av/bin/savconfig --consoleupdate query

ARL—>3>

ARL—2 3 UIFIDREIHEETEE T, ARL—23> ([ E£(C. /ISA—FI\DTIT
AFEZIBETDEHIHERALUET, /\SA=F(C(E. 1DDEUIMFDCENTERVE
DE. URMIBIEBEDERIFI DS ENTEREDNHDET, AL —2 3> % FEHTS
E CDEDIRURABNMEZMZZED., URMSEZEIRTDCENTEET, T&EX
(&, Email EVWDISA=F(E A=ILZEEDUAMTT,

INSGA—FDEZEFRRT BDICIE. query ARL—23>&FRUET, 2EXE
EmailNotifier EWWSINSA—FDIEZTRRT BDICIEIRDEISICANDUET,

/opt/sophos-av/bin/savconfig query EmailNotifier

Enterprise Console Z{EF L TUL\D15%E. savconfi g DS A—FERNIRESNDIRIC. B
i#9 B Enterprise Console /RUS—&EFiHF 2ED(E [Conflict] EFRRESNFET,

INSA—5

INSA=B(FIDEIFEETEET ., HEVEREARNRZ/SA—HFD—EZRRIDIC(E
RDKDICANULET,

/opt/sophos-av/bin/savconfig -v

—BBD/SA—=H(C(F. 2DED/SA—YDIEEMEREDEHDFT,

I

INSA=H(C(F. 1DFCFEHBDEZIEETEET. EEI DECEANESENDIGE
F 220N DOA—FT—23>TE>TIZEL,



17

17.1

17.2

ﬁuﬂijj/r l\

NS DIV a—F+4 >0

Dtz 3> Tl Sophos Anti-Virus ZAL TS EE(CE U DAIEEMDH DRIED
FRRITEICDVWTERBALE T,

A7 RI&ZRICEEI I D Sophos Anti-Virus DUA—> 11— ROFEM(E, #HE: A>F <
> REZREDOUS—>20—F (p.53) #&BB L TLIEE0,

AN > RZEZET TSR

R

> E1—4 T Sophos Anti-Virus <> REEITTERR0\,

JREA
HERAENRE TS S HREUN B D ET.

BRI A

root COA>E1—2(COTA> LTS,

BROMDFEEANBTHMEAH AT TUVRLN

R5R

CNFETA TV OTCZARBREREDIMRNSERIN U TV T 7 M IV EIRBEDURICEDH D KD
Sophos Anti-Virus TIEELTE. T7AILEIEHREFINENDIZENGD.

JREA

PEMRRESNET 7 A ILDF vl SNEFTHRASNTWET 7AMILDEREFENT
WBZENRERTH D eIEEMN HDET .

BRI
FERUTWBA> 7O ARZRDEDIAFHFTECHE D T, ROWVWITNHADFIEEEITLTL
T2,

= Talpa ZHEALTVWBRIBEE. Frv>a1DISvSaZzimd C<IEZEW, RDKLDI(C
ABDUFT,

echo “disable® > /proc/sys/talpa/intercept-filters/Cache/status
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echo "enable® > /proc/sys/talpa/intercept-filters/Cache/status

= Fanotify ZEHA L TLBIHEE(E. 1 > X h—)LiBEHD sav-protect B — EXDHBEH Z R
HTCLEEWN, RDESICANDULET,

/etc/init._d/sav-protect restart

INZa277)L . ([FE RSN TLWEREAL Lo
NED AT LALTS—HRRSND

RS

Sophos Anti-Virus D man R—ZZFRRLUELDETDE. [NZa7)L . [FEESNTWL
FEAI EVDTERBOAYE—H O E1—F(CRRSNET,

JRA

RIBZEZ MANPATH (C man R—ZD/) CAMNE D TUOWRWS ENNRRTH B ReENN S D E
9,

BRR T3
1. sh. ksh E£/z(E bash > T)LZFEITUTUVDIHEE(E. /etc/profil e ZRHVWTAHASZR
EUFET,

csh £f2(E tesh S TILEERITUTUVBRIBE(E. /etc/logi n ZHWTASZRELE
g_o

E OJA4>X0UT MeOJd1>707 7L RWNEEE. O RIO>T KT
ROFIEZETUTLEEV. COFIBEFI>E1—SZHIELEN T DLGICEITI D0
BHHDET,

2. IBIEZEEI MANPATH (C /usr/l ocal / man EWZWD 5« L RUBEBIIENTWLWD T &%&
R UEI,

3. MANPATH [CZDF « L2 MU RWEEIL. ROKSITEMULET ., BFEOFECIE
BEEINMIIRNTLIEE0N,

sh=T)lL. ksh=x)L. F£lz(Fbash>TILZEITLUTWBBEIE. UTFTEADUET,
MANPATH=$MANPATH: Zusr/local/man
export MANPATH

csh 2 T)LA tesh S TILZEITLUTCVDIGEEIE. UTFTZANDULET.
setenv MANPATH {B:/usr/local/man
ZZTE (& BIFOREETY .

4. OJA>ROIT hEF @O0 7077V 2RELET,



17.4

17.5

BRI S A K

TARIOBENRDIRLIED

R5R

Sophos Anti-Virus (DT RUBENR 073 <733 (EHIT — 1 D I 7 1 LORFERIT
LIIBame).

JRIA

RONITNHDIRRNEZEZSNFE T,

- P—HATJT7AILEERT DK, Sophos Anti-Virus (T 7(JL% [tnmp T« L2 KU
[CRFETD. CDT 1 LU NIDBENTDTRVNGES. T4 AIVBENEBDRRRD
CENBDIESD,

= Sophos Anti-Virus DFEN 1 —HF—DBFEHIIR (quota) ZH X 12155,
BRI

RDOWVWITNHDFIEZEFEITLUTLIZE0,

= /tnp OBEZIENT,

= 1—H—-0OF=HR (quota) ZIENT B,

= Sophos Anti-Virus TEBESND I 7 MILDRGFART A LI NI EEETD, TaLT b
DZZEITDICE, IRIBZE SAV_TMP ZRTEULF T,

A>T RIRRODAE— RAEL

CORERE. ROWVWITNHNRERRTRET D ENEZSNET,

RS

Sophos Anti-Virus DA > 5 X > RRZR(CIER (CRERIN NN D,

R

ROVWINNDDRENEZSNET

= 5 J#)L KT Sophos Anti-Virus (&, 71w 2JF— RI&RZTL. DAILANEFETS DA
BEMED S DEPD DHERET D, TIUREMEESNTUVDIHE (AT 3> f =41F
TOXR> REFRITURSES). J7MIILEERMEREIND D,

= Sophos Anti-Virus DT J # )L hDKETIE. FEDIT 71 ILIA TDHNIEREEIND.
INRTDI7AIVERRT DFHEICIRADTVNDE. BRICKDEFREINAIND 28,
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BERTIE
BE. ROVFTNHNERTLET.

= VIARDTOIZHILYR— MRENBIBRIN G D IEBEERE. JIVRROETZ bt
FT<L<IEE0N,

= BFEDINGEFEIF DI 7MILZIRFTT B(C(E. ©TDIEERFZ Sophos Anti-Virus i\ 7
ILRNTIRFREETIDI7Z7AIIATDIZANIBMUTLIZEV, 5l FFEDIE
FHOI 7\ =ZIEFETD (p.11) BSRBLTLIZEL,

A>FTY > RERBEHD I 7 AILINIAR T —HA
INTI)I\wO7vwTEN3

5

Sophos Anti-Virus TA> T Y > RIRRSNET 7 AILIARTH,. 7—hHA/\TEIC/\v o

v ITEND,

[RE]

ChUZE. Sophos Anti-Virus N 7 7 1 )LD A5 —H AZEIFA (ctime) (CEEZIMNZ D &I
KDFEELUET, T TAJL T Sophos Anti-Virus (. T 71 ILDT7 It R 5 A I (atime)

I ARBRADIFLCULY RUKDEUEITN. COFEICKD., i /—RDRFT—
HZZEFL (ctime) MEEEINET, CDfesdh. CHERDT7—HA)\N. T71ILOEE
% ctime DIETHIE L TULDIHE. Sophos Anti-Virus BMERR U2 T 7 1ILI R TH/\w o
TV ITENDZELIRDFET,

R

--no-reset-atime A>3 > %A LT savscan IX¥ > REEITLTLIZEE0),
TAILANTY —> 7w TN

ISR

= Sophos Anti-Virus TO1ILRAEOU =Ty T TEIR0N,

= Sophos Anti-Virus T [BRRRICKELELZ] EWD Ay E—IRRREND,
[RE]

IROWITNHDERERNEZSNET,
= BEOYU—-F Y IHERCTIRD TLVRU,
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Sophos Anti-Virus TR CEIRVVERED DA ILATH D,

RRT 7 AINESTAHEILEDTOY E—F 4 XX CD IREDY A—I\TILAT 4 7
(CHD.

RERT7AILNNTFS T7AILS AT ALEICH B,

Sophos Anti-Virus TOAILA TS0 A> MBRHE SNBSS, BRIC—EHIDI1ILX
ERDIFBTENTERVEDHTY 2TV T ITHONER A

BER T3 A

BE. ROWITNHMERITLET.

BE$OU—-27y T 28T D,
AlREIRMEE. U A—/I\TILAT « PA\DEZIAHZFFE] T B,
NTFS 7 AV AT AL LEICHD T 7L Z20—-H)LI>E1—FTUET S,

TAILR TSTA> MRESND

IHER

Sophos Anti-Virus TIMJILAD I ST A MRE ESNIZELR— hENB 2 ENH B,
[RE]

CNET7AILCDAILADD— RO—EE—EHIT DD NHDEZ2BRUEFT . [FRIE
IRDWITNMNTY,

FEDAILADE K (FBIRDTAIAZE ECUIZEDIRDT, BIADA )L ADHELH
BRO— RO—EHFRETAIR(CRERELZ I 7 AILICRRESNDIZENHDFET,

BRIL—F2(IVTDHBIAILANZ W s, BHDT 71 )UICESCRRETERN
BENSBDET. CDOLDIBIBE. TAILADIET TF « TREPD (T ILADKEBDD
AR D) EITHIRA NI 71 ILDHRCIAND Z EMNGH D, Sophos Anti-Virus (FEN
EHRHEUEY,

S AT DT AERERITI D E. Sophos Anti-Virus T, T—IR—X T 71 )LAIICD
AIVADITSITAS M HBERESNDZENHD D,

BERTIE

1.

B LTSI Ea1—4dD Sophos Anti-Virus 27w 57— U, BHIDOIAILAEE
J7A4)ILZBisUET,

2. J7AIVDERBRERITUX T (FEDRET 7 1)L 8RR S (p. 17) ZEHR).
3. MAEUTIAIADISTASY MIRESNDHBAER. Y IAXTIZHILEYR—

(SIHLITEC DN THEVNEDE T ESN.
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R5R

UAL—INTIVT 4 RO CHBITT7AIVCTIOTCITERR,

JRA

FJA)L BT, Sophos Anti-Virus (&7 — fMZOIMRRERLTWB Y LA—/)\TILF 4 XN\
D7OCRZETOVIUET,

BRI
J—heOARBRBIAIILAICBRREL TR IOVE—FTa A0S, J7A()LZ2z1E—TF
DFEIREF. RDKXDICLTIIERZHTUET,
1. RDODELDICADULEFT,

/opt/sophos-av/bin/savconfig set AllowlfBootSectorThreat enabled

2. TARON\DTVICRETHIFE. ROKDSICAHDULET,
/opt/sophos-av/bin/savconfig set AllowlfBootSectorThreat disabled

3. ZUT. O E1—450BREFICBRRIDCENRNELD, T2 E1—
AMSEDE LTS ESLY,
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savscan (FRRDERZRI I— RES TILIGRULET ., BEHTT UREEIC, ROKLDS
RMBIMNAOY>Y REETIDE O—RERRCEEY,

echo $?

Yy—>a—K

IS5—. JAIILRDREEE(CTIRL

J—5—h [Ctrl+Cl| 2L TIRRZHHT LTz

IS—NMREUZIZHDRENFRILTZ

TAILABMRE SN

18.1 #isR A —>— K

-eec AT a> &[T CTsavscan ZE(TIDE. SBICEHEHRO— RS TILISRENE
I, MENTTUREIC, ROLDSREIMNOVY REETIDE, I—RERRTEFET,

echo $?

RV S —>J—KR

IS5—. JAIILRDREEE(CIRL

BUTRIRER TS —N'FEL

16

JIRD— RTHRESNTVD I 7MILBRDM D
2 (CDT7AIULRAF v > SHTLVRLY)

20

TAINRAEEE T 7 A )ILMRHE ENBRBR SN
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19 tHESEABRE Y J A X (CTXKET D

HEDERIE

Sophos Anti-Virus (C(&. ARG 0S OFFM(CEET DI1EHRE Y T A4 X (TXET DikEN
HNFET, COMEEL. REEWE - BtLUCA—Y—TITORUI R ZMESERE
ZBEZEICLTLWET,

Sophos Anti-Virus Z-1 > X h—)L3 D &, REHNSERBRZIXETDIHEET IAILE
TBHTHESNE T, YVIARTIE. COATS I >w=BNERELZETICLTHLS
EZEBRBELNLUTVET, T—FDXENMFIUT PO EI—FD/INTA - RICFE
E7kiFITEFHDEFAS

= TARBESIEI7AILEUTRERIGAIOXESN. 3HALURICHIBRENET.

= BIC—E. ¥2KBDT—HDHNEEENET . BEOT S DN R (CERFREIEE
IDERZEMIDEHIC. S LRRERTEESNET .

COOHEEF. HmEA > AM—JLUZE. WDOTEENICTEET.
HENSDERIBIRXEZENCTDIC(E. ROKISICAHULET.
/opt/sophos-av/bin/savconfig set DisableFeedback true
BUOBMICTRICE RDKSCAHUET,
/opt/sophos-av/bin/savconfig set DisableFeedback false
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H—/)\—EDBEZIUIE T D RMS (Remote Management System) NI SwS 193, £/
(FIER(CEB UIRVVEE. 74 TS (CLD>TRMS O>R—FR> b mrouter 3K T magent
JANCER I Py g S g

RMS ZERAN (CHBIEE# I D53,
RestartintervalHours=<B5k>

% $INST/etc/sophosmgmtd.conf (SIBAIL TS IZE0,
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J— MBRROVEERMEEIET DI E1 -9 DI1ILA, T—h
TCOIRREIAILA(GE, YRY—T—hzo9HhDOST—htz
DINEEUFET,

VDA ZRBEOT Y 55— MO BB SND IAILSY ., *Y ND—
Ot BB DT AILINS TV IF—MUET,

BEBRICE D TI 7 M T — bEIINSIAILANBREESNE
3_0

W RDJ—2F® Sophos Anti-Virus DERIESTEDRTF L. 1>
E1—ATrVvI5—METEINZE. CCHhSRIBERET 7
IS o>O0—RENEd,

BHEEARNRDAILAMIREE, J7ILICT7OoEX (AE—. &
7. B, B<E) UIEREST. Sophos Anti-Virus h'WRZRZ 1T
U. BBEUTCULVRVEEDH P IR ZHFRIUET,

I —-BENHEIRY 8K, T7)LZ2@ERI(CHRELZD. 3
> E1—STHRAMDIERDHD T 7 A ILI N TCEIRET DIRE,
ETFESFRATIY RRFZRITTCTEET.

> EBa—SDOBEDTY TF5— M. 7IOCIICETHI> S
BERMNNBIRNMIZENSDDET,

HREUCHBICETTED., I E1—2ARFRE—E T
DR,

TSRV YV IFT— Rl POEATERNSGEIC, O>Ea1—
INNT ORI BTV IFT— M. 7OCRCETHD> MNMEHR
MRBERIZENGDFET,

ASAIR=ADFTo /O —=FE>T. "HOHLWI 7LD
BEL Cdp DM V& Bl (CAEAT I D1%EE. Sophos Anti-Virus D2 —
STV ITHBE TERESNTWVWR 723> ZRTUET,
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PYVIF—RISA4F Sophos Anti-Virus &1 > X ~—JLUIEO>Ea1—4TldHDH.

>k

7YvIF—hY—)(—

D1ILR

1> Ea1—SFDT7vIF— b UTIHMERLRWIEa—
A,

Sophos Anti-Virus i’ > X b—)Lanfzd>Ea1—47T. i3
SE1—-ADFYvIT— s UTERENS I Ea1—5,

DA E1—HE. RYv ~ID—D(CHIFB Sophos Anti-Virus DT
JOABEICKD. PyvIF— b= )\—F@E 7y IF7— Ko

SATRERDFET,

BEEMoO0I0SAICOAE—930>E1—457005 L. 1
SE1—FISRAFTALAEBHELED. T-AYEBIELEDTDCE
NHDFET, DAMILAICIIRA NT OV S LARRET, N
DETCIADEI—FICRRIDEEIHDEFA. TTILAICIE
B5&21E—UTRY NDO—ONIEBIET DEDD. HBDUEA—
IZEN U CBEZREmETEIEDONHDET . [D1ILR] &0
DHEE. DILA. D—A. bOADKREDHEIRE U TEDON
DTEEHOHFT,
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22 O ZH)LYR— &

VI A RBRDT I ZHILER— MME ROKXSBETTERHLUTEDFT,

= [Sophos Community] 1—H—2J#—3 /A (3KE8) (http://community.sophos.com) D
FIH, SFRIFRECE T DBERZIRRTETET,

= VYIARXYIR— T —=FIR=XDZHFIF. www.sophos.com/ja-jp/support.aspx

= BRARFIAS MDA TO—-R, www.sophos.com/ja-jp/support/documentation.aspx

= A2SAZTOSBWEDE,
https://secure2.sophos.com/ja-jp/support/contact-support/support-query.aspx
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EREIERECEEERETT,

ACE", TAO", CIAO", DANCE ', and CoSMIC"

ACE", TAO", CIAO", DANCE"™, and CoSMIC " (henceforth referred to as "DOC software")
are copyrighted by Douglas C. Schmidt and his research group at Washington University,
University of California, Irvine, and Vanderbilt University, Copyright (c) 1993-2014, all rights
reserved.Since DOC software is open-source, freely available software, you are free to use,
modify, copy, and distribute—perpetually and irrevocably—the DOC software source code
and object code produced from the source, as well as copy and distribute modified versions
of this software.You must, however, include this copyright statement along with any code built
using DOC software that you release.No copyright statement needs to be provided if you just
ship binary executables of your software products.

You can use DOC software in commercial and/or binary software releases and are under no
obligation to redistribute any of your source code that is built using DOC software.Note,
however, that you may not misappropriate the DOC software code, such as copyrighting it
yourself or claiming authorship of the DOC software code, in a way that will prevent DOC
software from being distributed freely using an open-source development model.You needn't
inform anyone that you're using DOC software in your software, though we encourage you
to let us know so we can promote your project in the DOC software success stories.

The ACE, TAO, CIAO, DANCE, and CoSMIC web sites are maintained by the DOC Group at
the Institute for Software Integrated Systems (ISIS) and the Center for Distributed Object
Computing of Washington University, St. Louis for the development of open-source software
as part of the open-source software community.Submissions are provided by the submitter
"as is" with no warranties whatsoever, including any warranty of merchantability,
noninfringement of third party intellectual property, or fitness for any particular purpose.ln no
event shall the submitter be liable for any direct, indirect, special, exemplary, punitive, or
consequential damages, including without limitation, lost profits, even if advised of the possibility
of such damages.Likewise, DOC software is provided as is with no warranties of any kind,
including the warranties of design, merchantability, and fithess for a particular purpose,
noninfringement, or arising from a course of dealing, usage or trade practice.Washington
University, UC Irvine, Vanderbilt University, their employees, and students shall have no
liability with respect to the infringement of copyrights, trade secrets or any patents by DOC
software or any part thereof.Moreover, in no event will Washington University, UC Irvine, or
Vanderbilt University, their employees, or students be liable for any lost revenue or profits or
other special, indirect and consequential damages.

DOC software is provided with no support and without any obligation on the part of Washington
University, UC Irvine, Vanderbilt University, their employees, or students to assist in its use,
correction, modification, or enhancement.A number of companies around the world provide


http://www.cs.wustl.edu/~schmidt/ACE.html
http://www.cs.wustl.edu/~schmidt/TAO.html
http://www.dre.vanderbilt.edu/CIAO/
http://www.dre.vanderbilt.edu/cosmic/
http://www.dre.vanderbilt.edu/~schmidt/
http://www.cs.wustl.edu/~schmidt/ACE-members.html
http://www.wustl.edu/
http://www.uci.edu
http://www.vanderbilt.edu
mailto:doc_group@cs.wustl.edu
http://www.cs.wustl.edu/~schmidt/ACE-users.html
http://www.cs.wustl.edu/~schmidt/ACE.html
http://www.cs.wustl.edu/~schmidt/TAO.html
http://www.dre.vanderbilt.edu/CIAO/
http://www.dre.vanderbilt.edu/~schmidt/DOC_ROOT/DAnCE/
http://www.dre.vanderbilt.edu/cosmic/
http://www.dre.vanderbilt.edu/
http://www.isis.vanderbilt.edu/
http://www.cs.wustl.edu/~schmidt/doc-center.html
http://www.cs.wustl.edu/~schmidt/doc-center.html
http://www.cs.wustl.edu/~schmidt/commercial-support.html
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commercial support for DOC software, however.DOC software is Y2K-compliant, as long as
the underlying OS platform is Y2K-compliant.Likewise, DOC software is compliant with the
new US daylight savings rule passed by Congress as "The Energy Policy Act of 2005," which
established new daylight savings times (DST) rules for the United States that expand DST
as of March 2007.Since DOC software obtains time/date and calendaring information from
operating systems users will not be affected by the new DST rules as long as they upgrade
their operating systems accordingly.

The names ACE™, TAO™, CIAO™, DANCE™, CoSMIC™, Washington University, UC Irvine,
and Vanderbilt University, may not be used to endorse or promote products or services derived
from this source without express written permission from Washington University, UC Irvine,
or Vanderhbilt University.This license grants no permission to call products or services derived
from this source ACE"™, TAO™, CIAO™, DANCE", or CoSMIC™, nor does it grant permission
for the name Washington University, UC Irvine, or Vanderbilt University to appear in their
names.

If you have any suggestions, additions, comments, or questions, please let me know.

Douglas C. Schmidt

GNU General Public License

—EDYVI hOT7TOTS A FITER. BEXLEFEDTOTS L. HDWNEED
—EBDMEM. BRUVY—RXA— RADT7 IR ZHE TS, GNU —fARFAFFAZZNE
(GNU General Public License. 3 U\MIE(C GPL). FzEEED IV -V T hD 1 7{ERH
SFERZINICEDWTA—Y —DFERMNS (FEP IS/t X) SNTLET, GPL(C
EOSFERANFAEIN. 70088/ A FUERTEREINDIVWARDY I NI T 7EGPL
(CKDY—RXO— ROBERDIEBFTESNTNEY ., COYIARBREH(CHEMENDS
DEXDIRYVI NI T DY —RA— ROAFZHLIT DEEE. RDOA—)LT7 RLXRICTY
T AAEXTEZDERELE IS\ savlinuxgpl@sophos.come. GPL MFIFARFIE. RD

> 05%% B < 20\ www.gnu.org/copyleft/gpl.htmle

libmagic - file type detection

Copyright © lan F. Darwin 1986, 1987, 1989, 1990, 1991, 1992, 1994, 1995.
Software written by lan F. Darwin and others; maintained 1994-2004 Christos Zoulas.

This software is not subject to any export provision of the United States Department of
Commerce, and may be exported to any country or planet.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice immediately at the
beginning of the file, without modification, this list of conditions, and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
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INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE.

Medusa web server

Medusa was once distributed under a 'free for non-commercial use' license, but in May of
2000 Sam Rushing changed the license to be identical to the standard Python license at the
time.The standard Python license has always applied to the core components of Medusa,
this change just frees up the rest of the system, including the http server, ftp server, utilities,
etc. Medusa is therefore under the following license:

Permission to use, copy, modify, and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appear
in all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of Sam Rushing not be used in advertising or publicity
pertaining to distribution of the software without specific, written prior permission.

SAM RUSHING DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL SAM RUSHING BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM
LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Sam would like to take this opportunity to thank all of the folks who supported Medusa over
the years by purchasing commercial licenses.

OpenSSL Cryptography and SSL/TLS Toolkit

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL
License and the original SSLeay license apply to the toolkit.See below for the actual license
texts.Actually both licenses are BSD-style Open Source licenses.In case of any license issues
related to OpenSSL please contact openssl-core@openssl.org.

OpenSSL license
Copyright © 1998-2016 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit.(http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or
promote products derived from this software without prior written permission.For written
permission, please contact openssl-core@openssl.org.


http://www.openssl.org/
mailto:openssl-core@openssl.org
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5. Products derived from this software may not be called “OpenSSL’ nor may “OpenSSL’
appear in their names without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE OpenSSL PROJECT OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com).This
product includes software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay license
Copyright © 1995-1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).The
implementation was written so as to conform with Netscape's SSL.

This library is free for commercial and non-commercial use as long as the following conditions
are adhered to.The following conditions apply to all code found in this distribution, be it the
RC4, RSA, Ihash, DES, etc., code; not just the SSL code.The SSL documentation included
with this distribution is covered by the same copyright terms except that the holder is Tim
Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be
removed.If this package is used in a product, Eric Young should be given attribution as the
author of the parts of the library used.This can be in the form of a textual message at program
startup or in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

3. All advertising materials mentioning features or use of this software must display the
following acknowledgement;

“This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)”

The word “cryptographic” can be left out if the routines from the library being used are not
cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory
(application code) you must include an acknowledgement:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”
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THIS SOFTWARE IS PROVIDED BY ERICYOUNG “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN
NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publically available version or derivative of this code
cannot be changed. i.e. this code cannot simply be copied and put under another distribution
license [including the GNU Public License.]

Protocol Buffers (libprotobuf)

Copyright 2008, Google Inc.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted
provided that the following conditions are met:

= Redistributions of source code must retain the above copyright notice, this list of conditions
and the following disclaimer.

= Redistributions in binary form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation and/or other materials provided
with the distribution.

= Neither the name of Google Inc. nor the names of its contributors may be used to endorse
or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS 1S" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE COPYRIGHT
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Code generated by the Protocol Buffer compiler is owned by the owner of the input file used
when generating it. This code is not standalone and requires a support library to be linked with
it. This support library is itself covered by the above license.

pycrypto

Distribute and use freely; there are no restrictions on further dissemination and usage except
those imposed by the laws of your country of residence.This software is provided "as is"
without warranty of fithess for use or suitability for any purpose, express or implied.Use at
your own risk or not at all.
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Incorporating the code into commercial products is permitted; you do not have to make source
available or contribute your changes back (though that would be nice).

— —amk (www.amk.ca)

Python

PYTHON SOFTWARE FOUNDATION LICENSE VERSION 2

1. This LICENSE AGREEMENT is between the Python Software Foundation ("PSF"), and
the Individual or Organization ("Licensee") accessing and otherwise using this software
("Python") in source or binary form and its associated documentation.

2. Subject to the terms and conditions of this License Agreement, PSF hereby grants Licensee
a nonexclusive, royalty-free, worldwide license to reproduce, analyze, test, perform and/or
display publicly, prepare derivative works, distribute, and otherwise use Python alone or
in any derivative version, provided, however, that PSF's License Agreement and PSF’s
notice of copyright, i.e., "Copyright © 2001, 2002, 2003, 2004, 2005, 2006, 2007, 2008,
2009 Python Software Foundation; All Rights Reserved" are retained in Python alone or
in any derivative version prepared by Licensee.

3. Inthe event Licensee prepares a derivative work that is based on or incorporates Python
or any part thereof, and wants to make the derivative work available to others as provided
herein, then Licensee hereby agrees to include in any such work a brief summary of the
changes made to Python.

4. PSF is making Python available to Licensee on an "AS IS" basis.PSF MAKES NO
REPRESENTATIONS ORWARRANTIES, EXPRESS OR IMPLIED.BY WAY OF EXAMPLE,
BUT NOT LIMITATION, PSF MAKES NO AND DISCLAIMS ANY REPRESENTATION
OR WARRANTY OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
PURPOSE OR THAT THE USE OF PYTHON WILL NOT INFRINGE ANY THIRD PARTY
RIGHTS.

5. PSF SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON FOR
ANY INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS ARESULT
OF MODIFYING, DISTRIBUTING, OR OTHERWISE USING PYTHON, OR ANY
DERIVATIVE THEREOF, EVEN IF ADVISED OF THE POSSIBILITY THEREOF.

6. This License Agreement will automatically terminate upon a material breach of its terms
and conditions.

7. Nothing in this License Agreement shall be deemed to create any relationship of agency;,
partnership, or joint venture between PSF and Licensee.This License Agreement does
not grant permission to use PSF trademarks or trade hame in a trademark sense to endorse
or promote products or services of Licensee, or any third party.

8. By copying, installing or otherwise using Python, Licensee agrees to be bound by the terms
and conditions of this License Agreement.

TinyXML XML parser

www.sourceforge.net/projects/tinyxml
Original code by Lee Thomason (www.grinninglizard.com)

This software is provided ‘as-is', without any express or implied warranty.In no event will the
authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:
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The origin of this software must not be misrepresented; you must not claim that you wrote
the original software.If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

Altered source versions must be plainly marked as such, and must not be misrepresented
as being the original software.

This notice may not be removed or altered from any source distribution.

zlib data compression library

Copyright © 1995-2013 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty.In no event will the
authors be held liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely, subject to the following restrictions:

1.

3.

The origin of this software must not be misrepresented; you must not claim that you wrote
the original software.If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

Altered source versions must be plainly marked as such, and must not be misrepresented
as being the original software.

This notice may not be removed or altered from any source distribution.

Jean-loup Galilly jloup@gzip.org

Mark Adler madler@alumni.caltech.edu

20161125
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