CASE STUDY

Protecting Patient Data with
Amazon Web Services and Sophos
How a leading healthcare technology provider has reduced security
costs by over 40% using Sophos UTM on Amazon Web Services (AWS)

About Inovalon
Inovalon is a leading provider of cloud-based
healthcare platforms that empower a datadriven transformation from volume-based to
value-based models. Driven by the core tenet
that healthcare is increasingly becoming
data-driven, they strive to give healthcare
organizations the insights that enable them
to more effectively serve their patients. These
insights drive a wide range of positive outcomes
across the span of a patient’s treatment,
such as helping a doctor determine which
prescription may be best, identifying signs of
disease earlier, or recommending changes to
the course of care that reduce the chance of
a trip to the emergency room. In addition to
their big data, data management, and analytics
offering, Inovalon also has a consulting arm that
builds end-to-end healthcare solutions, helping
customers optimize the use of their technology
to deliver business outcomes.
Providing technology that supports nearly 500
healthcare organizations, Inovalon's platforms
are informed by data pertaining to more than
903,000 physicians, more than 385,000 clinical
facilities, and 231 million Americans.
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The Challenge
Prior to migrating to AWS, Inovalon’s consulting arm was supporting customer requests using several on-premises data
centers. After customers would spell out their business objectives, Inovalon would have to configure their hardware to
meet that customer’s needs for costs, security and compliance, and integration with their existing environment. In many
cases, they also had to acquire the hardware, which entailed lengthy procurement processes that would take a minimum
of 90 days. Customer deals often hinged on being able to deliver a solution on a tight timeline, and slow purchasing and
provisioning processes could mean lost sales. When business would slow down, Inovalon would be stuck paying for and
securing excess hardware.
Inovalon knew that they needed to be able to provision infrastructure quicker and more efficiently to better meet customer
demand and reduce their costs. To achieve this, they decided to migrate all their applications from their large data center
footprint into the cloud.

Why AWS and Sophos

The Benefits

After assessing several cloud providers, Inovalon

Inovalon utilizes a large array of AWS storage, database,

settled on AWS. Several factors influenced their

and analytics services to meet changing customer

decision:

demands flexibly and keep costs low. Acquiring and

• Maturity and experience: AWS has a
longstanding history delivering cloud services
and is the most long-tenured provider in the
space.

configuring hardware is no longer a constraint that
impacts their ability to deliver solutions for customers.
And during periods of lower sales, they can simply
deprovision excess capacity to minimize waste. Amazon
WorkSpaces is also a key component of their AWS

• Cost: A side-by-side comparison showed AWS

deployment, allowing their workforce to stay productive

to be substantially cheaper than other options.

and agile without excess burden on their IT department.

They already had one application running on
another cloud provider’s infrastructure and
realized that they could save thousands of
dollars a month by moving that application to
AWS.
• Simplicity: After attempting to provision and

To help Inovalon uphold their end of the AWS Shared
Responsibility Model and protect critical customer
data, they use Sophos Unified Threat Management
(UTM). Because their consulting arm runs lean, it
is important that they can maintain full visibility of
their AWS workloads—only five people are needed to

configure environments that met their need

perform security and operations functions, further

on several clouds, they found that they could

contributing to cost savings. Web application firewall

do so on AWS substantially faster than the

functionality protects their environment from inbound

alternatives.

traffic coming over the public internet, and outbound

Inovalon’s existing data centers were in an optimal
location for AWS Direct Connect, which they
utilized to quickly move their data onto AWS.
Needing to maintain HIPAA compliance and
keep patient and customer data protected as
they made their transition to the cloud, Inovalon
also used this as an opportunity to replace their
legacy security tools with a modern solution. After
receiving estimates from several security software
providers, Sophos was able to meet all their needs

gateway connectivity helps employees use Amazon
WorkSpaces more securely. Sophos UTM’s centralized
management console also provides a “single pane
of glass” to monitor all traffic. When new policies,
patches, and other updates are required, Inovalon
can deploy them globally without manually applying
them to each AWS account and VPC. Sophos UTM’s
central logging capabilities are integrated with a Splunk
deployment, helping Inovalon manage, analyze, and
report on logs for security and compliance purposes.

at by far the lowest cost.
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“Inovalon estimates a 40% saving when
compared to comparable security solutions”
Next Steps
Inovalon estimates a 40% saving when compared to
comparable security solutions, and the Sophos UTM’s
centralized management has also resulted in roughly 20%
savings on labor costs for their security operations team.
They’ve also been very impressed with their experience

To learn more about Sophos
UTM on AWS, click here.

working with the Sophos team, including first-tier support.
Across sales, engineering, support, and development,
Sophos has been with them every step of the way. With
AWS and Sophos, Inovalon has greatly improved their
resiliency and are no longer constrained by the cost and
antiquated process of purchasing servers, storage, and
networking equipment to satisfy customer requests.

To deploy Sophos UTM on AWS in
minutes with pay-as-you-go pricing
from AWS Marketplace, click here.

“I only have to go and manage from one firewall, and my
changes will be deployed globally. When you have multiple
VPCs and multiple accounts, a single pane of glass is key.
I don’t have to go into each account and deploy updates,
patches, and rules from multiple panes. This allows me
to keep my employee costs down.” says, Frank Scalzo,
Director of Cloud Technologies and Engineering at Inovalon.
“Organizations can save a lot of money and have a lot

If you already have a Sophos UTM
subscription, you can deploy it on
AWS in a BYOL model here.

of resiliency and flexibility by using Sophos and AWS.”

About Amazon Web Services (AWS)
For 10 years, Amazon Web Services has been the world’s most comprehensive and broadly adopted cloud platform. AWS offers over 70 fully featured services for
compute, storage, databases, analytics, mobile, Internet of Things (IoT) and enterprise applications from 35 Availability Zones (AZs) across 13 geographic regions
in the U.S., Australia, Brazil, China, Germany, Ireland, Japan, Korea, Singapore, and India. AWS services are trusted by more than a million active customers around
the world – including the fastest growing startups, largest enterprises, and leading government agencies – to power their infrastructure, make them more agile,
and lower costs. To learn more about AWS, visit http://aws.amazon.com.
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