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ABSTRACT
ZeroAccess is one of the most widespread threats currently
plaguing the Internet. The total number of infected machines is
in the tens of millions with the number of active infections
holding in low seven figures. This huge botnet is designed to
generate revenue for its owners through a variety of illicit
means including click fraud, Bitcoin mining and pay-perinstall schemes.
Although ZeroAccess has morphed significantly during its
lifetime, the current incarnation has stabilized on a UDP-based
peer-to-peer protocol for its command and control. This
protocol is extremely noisy and easy to spot at a network level,
generally because fixed, high-number ports are used. However,
the ZeroAccess authors use other, much more subtle and
harder-to-spot techniques to monitor and control their botnet.
In this paper, we examine the secret communications channels
used to administer the ZeroAccess botnet. We detail the
various ways in which covert command and control traffic is
embedded into legitimate-seeming network data, evading
casual analysis. We look at how the authors have established a
pattern of deliberate misdirection, using a variety of fake data
designed to lure researchers away from genuine targets.
We will analyse the plug-ins that are downloaded by
ZeroAccess, examining their functionality and how they too
incorporate attempts to mislead analysis. We explain how
bogus information is used to lure researchers into revealing
their IP addresses so they can be added to a blocklist.
We conclude by assessing the financial rewards that
ZeroAccess brings for its owners, exploring the likely future
direction of the botnet and the extent to which we can attribute
ownership to any particular group.

ZEROACCESS OVERVIEW
A system infected with ZeroAccess will connect to a
peer-to-peer (P2P) network to download and execute further
modules. These modules carry out the payload functionality
and typically perform tasks such as click fraud and Bitcoin
mining. The payload of the whole botnet can be altered by
seeding new plug-in files into the P2P network.

PEER-TO-PEER
The peer-to-peer protocol used by ZeroAccess has gone
through several revisions. The current protocol is very simple
with a small number of possible commands that revolve
entirely around spreading peer addresses and binary module
files throughout the network. The protocol has previously been
described in detail [1] but in Figure 1 we represent an
overview.
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Figure 1: ZeroAccess peer-to-peer.
The initial set of 256 peer addresses is taken from a dropped
file named ‘@’. ZeroAccess sends getL commands to every
peer in turn, receiving a retL response from each live peer. The
retL response contains 16 of the remote node’s peer addresses
and a signed list of the files the node has downloaded. The
new node will then download any new files that it doesn’t
already have, or newer versions of files it does have, and
update its internal list of peer addresses with the received list.
The P2P protocol is simple but effective. The limited number
of commands and the stateless nature of UDP mean that a
large number of peers can be contacted in a relatively short
period of time. getL commands are sent at a rate of very
slightly under one per second. This equates to somewhere in
the region of 80,000 outbound UDP packets in a 24-hour
period. Furthermore, the protocol uses fixed port numbers –
16464, 16465, 16470 and 16471. As a result, ZeroAccess is
noisy and very easy to identify at a network level. However,
there are other important network communications taking
place that become easier to miss due to the large amount of
noise generated by the P2P protocol.

INSTALLATION
The earliest signs of more subtle activity are at installation.
When the dropper creates and loads the main components and
installs registry hooks to maintain reboot persistence, it also
reports back to the botnet owners with details on the nature of
the infected machine and the affiliate ID of the distributor of
the dropper. This is the mechanism by which the affiliate
scheme that is used to distribute ZeroAccess is powered, and it
gives the owners excellent statistics on the nature of infected
machines.
The current incarnation of ZeroAccess has used two methods
to phone home: an encrypted packet over UDP port 53 and an
HTTP Get request to a counter website. The information
transmitted each time is broadly the same: affiliate ID, country
code, version of Windows and privilege level. To obtain the
country code of the infected machine, an HTTP Get request is
made to a URL on maxmind.com (older versions were using
fling.com), which performs a GeoIP look-up on the externally
facing IP address and returns the location as a snippet of
JavaScript (Figure 2).
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Figure 3: Phone-home Get request.

Figure 4: Sequential Get requests.
Figure 2: GeoIP Get request.
The country code is extracted from the data and forms part of
the information sent back. The country code is important for
the affiliate program as certain countries (such as the US)
receive a higher payment than others.

Figure 5: Hit counter.

The code that performs this callback exists only in the
dropper. Once the main components have been installed, the
phone-home behaviour will not happen again. We will now
examine the specifics of the phone-home mechanisms.

monitoring the counter over a period of time, we can attempt
to gauge the rate at which new infections occur. Currently
there is only one variant of ZeroAccess that phones home
using an HTTP Get request so we cannot assess the botnet as
a whole, but we can obtain an insight into part of it.

HTTP Get request

The chart in Figure 6 tracks the total number of infections day
by day.

This part of the phone-home procedure uses an apparently
public web hit counter to count the number of successful
installations. The bot issues a Get request in the same way
that a web browser would when visiting a page that had the
hit counter embedded in it. The ZeroAccess owners can then
view the latest total by browsing to the counter URL.
Furthermore, information is embedded into the HTTP headers
which further identifies the infected machine. This suggests
that the botnet owners have access to the logs of the web
server for the hit-counter website, as there would otherwise
be no way for them to extract this information.
The HTTP request used by the current version of ZeroAccess
includes the version of Windows, the country code and the
architecture of the infected machine
embedded in the User-Agent field
(Figure 3).

As can be seen, the total has exceeded one million in a
relatively short space of time. The counter used may change
over time so perhaps a more interesting statistic is the rate at
which new infections occur (Figure 7).
This is an average of 49,808.5 new infections per day for only
one portion of the botnet.
During 2012, all variants of ZeroAccess were using the HTTP
Get phone-home technique and were doing so over an
extended period of time. Over a three-month period, the total
number of infections increased from under two million to over
11 million at an average infection rate of 140,000 new
infections per day. To demonstrate how quickly the ZeroAccess
authors react to developments in the security world, three days

Several requests are made to the hit counter
during installation; each time, the numeric
value after ‘page=’ is modified. A different
modifier is used when the execution of the
dropper takes certain paths, for example a
different number is added when the
installation takes place from an account with
Administrator privileges (Figure 4).
For each of these Get requests, the server
returns a PNG file representing the current
number of hits on that counter. These files
can be downloaded to view the current total
number of infected machines that hit each
individual execution path (Figure 5).
Since the value without any modification
will always be hit, we can use this counter
as the total number of infections. By

Figure 6: Total infections.
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The IP address to which this data is
sent is embedded in the dropper and
has changed very little over time,
indicating relative success at keeping
this particular traffic under the radar
of law enforcement and the wider
security community.

PLUG-INS

Figure 7: New infections per day.
after the publication of [1], which detailed the use of hit
counters to monitor total infections, new droppers no longer
made the HTTP Get phone-home request at installation.

Once an infected machine has
connected to a live peer in the
network, it will download modules
or plug-ins that carry out the payload
functionality of ZeroAccess. These
plug-in files can be updated at any
time and new files can be seeded into
the botnet by the authors. Each file is
signed with a 1,024-bit RSA key to
prevent a third party seeding the
botnet with alternative files, and
each botnet has its own set of
plug-ins. We will examine some of
the more interesting aspects of the currently distributed
plug-in files.

Tracker
UDP port 53
The second phone-home mechanism ZeroAccess employs
involves sending a small amount of encrypted data over UDP
port 53. This choice is clearly an attempt to make the traffic
appear less conspicuous by disguising it as DNS data. Several
packets are sent in a similar way to that in which several
HTTP requests are sent – each one differs only by a numeric
value that indicates a particular execution path through the
dropper (see Figure 8).
The encryption algorithm used is the same as that used in the
peer-to-peer protocol – DWORD XOR using a fixed key
which is rotated left by one bit after each XOR. For this data,
the key used is ‘LONG’. The plaintext contents are thus:
Offset Value
0x0
BotID – randomly generated at install
0x4

Affiliate ID + modifier

0x8

Country code

0xa

OS version

0xb

64-bit flag and possibly the version of ZeroAccess

0xc

Affiliate ID

0x10

CRC32 of packet (zero before CRC)

Each botnet has a plug-in that uses the name 80000000, one
of the functions of which is to monitor the state of infected
machines and send updates back to the botnet owners. This
means infected machines can be tracked and a very up-to-date
list of live nodes can be maintained. One of the uses for this
data is to fill the seed lists of peer addresses for new dropper
binaries so that they are very likely to contact a live peer at
installation.
The data sent back is encrypted using the same algorithm and
key as the data sent back over UDP port 53 at installation.
The information is laid out thus:
Offset
0x0
0x2
0x4
0x6
0x7
0x8
0xc
0x10

Value
Intentionally zero
Country code of externally facing IP
Encoded version of the current day
User privilege level + version modifier
OS version info
Affiliate ID
BotID
CRC32 of data (zero before CRC)

The BotID and Affiliate ID are maintained across reboots by
writing the information into the NTFS Extended Attributes of

Figure 8: Malformed DNS data.
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Figure 9: Tracking traffic disguised as NTP.
the folder used to store the plug-in files. The botnet owners can
use this data to establish which affiliates have been most
successful at infecting endpoints and keeping them infected, as
well as keep track of the proportions of home countries of
infected machines and OS versions. By recording the local time
of each check-in, they can establish the up-time of each node.
The address and port number to which this data will be sent
are decided dynamically by retrieving the values from another
plug-in file named either 00000001 or 000000cb (these are
used as general-purpose resource plug-ins). The IP address/
port combinations are stored encrypted inside a resource
named ‘33300’ in the plug-in file. Using a plug-in file to store
the addresses means that they can be updated through the P2P
network by pushing a new version of the resource plug-in.
Although both IP address and port number are retrieved from
the resource plug-in, the port number has never changed, it
has always been port 123. By sending the data back over UDP
port 123, the ZeroAccess authors are attempting to make their
tracking data look like Network Time Protocol (NTP) data
(see Figure 9).
The NTP port data is sent approximately every 15 minutes
and consists of one UDP packet. This is relatively easy to
miss in a busy pcap file full of noisy P2P protocol data. Once
again, we find that the IP addresses used by the tracker
plug-in change relatively little (and there is some sharing with
the port 53 data), indicating that this is a successful way to
keep server addresses under the radar of security companies
and off blacklists.

Click fraud
The botnets that communicate on ports 16464 and 16465
download a click-fraud module as their main method of
monetization. The plug-in is named 800000cb, a DLL
containing an encrypted CAB file which holds the
click-generating module.
The click-fraud scheme operates through a convoluted
process whereby requests are made through
attacker-controlled servers to obtain the targets and referrers
for the fraudulent clicks, before the clicks themselves are
carried out. The precise nature of the server and bot
interchange has changed over time through updates to the
click-fraud module, with the current system being well
described in [2]. However, the authors have previously
employed extra steps in the click-fraud process which are
worth highlighting as there is a good chance they will employ
similar tactics again in the future.
The process is kicked off by an HTTP Get request to an IP
address taken from a resource named 33302 in the plug-in
named 00000001. Again, the P2P network is used to
distribute the command and control (C&C) addresses,

Figure 10: Deobfuscated data.
meaning an updated plug-in can be pushed when the
addresses need to change. A domain generation algorithm
(DGA) is used to generate the value for the Host field;
however, this value merely acts as a primitive
authentication mechanism between bot and server. The
server verifies that the host is correct for today’s date and
does not return any further data if verification fails. No DNS
request is ever made to the generated domain name but this
fact can easily be missed in a network capture, leading
researchers down the path of prior registration of the
generated domains in an attempt to sinkhole the click-fraud
component of the botnet.
After the bot has sent the correctly formed HTTP request, the
server responds with a chunk of data obfuscated by XOR’ing
with byte 0x72. The deobfuscated data appears to include the
URLs to be used for the click fraud (Figure 10).
However, no request is ever made to these URLs. The
numeric values near the start of the data are decrypted and the
data received from the HTTP server is sent to these decoded
addresses on TCP port 12758. The genuine click-fraud data is
then sent back and the bot simulates a click on an ad in a
browser.
The purpose of the URLs that appeared in the initial HTTP
response is unclear. They are not used in any part of the
click-fraud operation. It is possible that they are used as bait
by the botnet owners, knowing that any hit on one of those
URLs must have come from someone who is studying the
botnet and has decrypted the network data – probably a
security researcher and therefore someone whose IP
addresses are of interest. Indeed, it was found that after
visiting one such URL in a web browser, the same IP
address was no longer served when infected with the
ZeroAccess click-fraud variant. This seems to suggest the
authors were using a list of decoy URLs to build a
blacklist of IP addresses to which further content would not
be served.

VIRUS BULLETIN CONFERENCE OCTOBER 2013

15

BACK CHANNELS AND BITCOINS: ZEROACCESS’ SECRET C&C COMMUNICATIONS WYKE

Figure 12: PE structure of the original miner module.

Figure 13: Disabling the miner plug-in.
Figure 11: Mining pool POST request.

Bitcoin mining

Wed, 20 Feb 2013 08:41:36 GMT. This update file was not a
functional update to the Bitcoin miner but a file that
effectively disabled the plug-in.

Since May 2012, the ZeroAccess botnet that operates its P2P
network on port 16471 has downloaded a Bitcoin-mining
module, named 00000008. This module is a UPX-packed
modification of the UfaSoft Bitcoin miner [3]. Each bot that
executes the miner module joins a mining pool which breaks
up and distributes mining tasks around the botnet. The bot
makes a POST request to the pool server which responds with
a JSON object detailing the task to be carried out (Figure 11).

The file download aspect of the P2P protocol will overwrite
an existing plug-in if a file with the same filename exists with
a more recent timestamp. This is how genuine updates are
released to the botnet. This means that if the owners want to
disable a plug-in, they must release a new version into the
network that has no functionality, as the previous version will
otherwise continue to permeate the network and be
downloaded by new nodes.

During the first half of 2013, the Bitcoin currency gained
widespread media attention and its value soared by a factor of
20. This was fuelled in part by the financial crisis in Cyprus
as many people moved their money out of banks and into
Bitcoin [4] to avoid losing it altogether.

Figure 12 shows the PE structure of the original miner
module.

This has had a direct impact on the ZeroAccess botnet. As the
value of Bitcoins increases, so do the financial rewards that a
successful mining botnet can reap. However, as the public
profile of the Bitcoin currency is raised, so too is the profile
of any malware that abuses it, especially an extremely large
botnet used to mine it.
The botnet owners must
make a decision over
whether the financial
rewards from mining a
currency of increased
value are worth the risk
that increased public
exposure brings to their
botnet and the potential
for affirmative action
against them from law
enforcement agencies.
The first Bitcoin-mining
module distributed to
the P2P network has a
timestamp of Sat, 12
May 2012 06:52:40
GMT. The module went
without an update for
over nine months until a
new version of the
module was released on

16

It is a resource-only DLL with one large section named
‘.rsrc’. The actual miner code is inside an embedded PE file
within that section. Figure 13 shows the disabling module.We
can see that this time, the single section is of negligible size.
This section has no code inside, and hence the module is
disabled.
At the time the new module was released, the value of Bitcoin
was $25 per coin. This is higher than the $10 level that the

Figure 14: Mining plug-in timeline (chart courtesy of blockchain.info).
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currency had been worth for much of 2012, but the huge spike
we were to see in later months had not yet happened.
In the following month, another update was released with a
timestamp of Sun, 31 Mar 2013 17:24:10 GMT. This update
re-enabled the mining functionality by pushing a large
module with the same embedded Bitcoin miner. Once again,
portions of the ZeroAccess botnet are mining Bitcoins. By
this time, the exchange rate had risen to approximately $90
per coin and the currency was experiencing the kind of boom
that generated headlines across the world.
Almost a month later (Sun, 21 Apr 2013 11:16:09 GMT), the
miner module was again disabled by pushing an empty copy
of the file. The timeline of events can best be described
diagrammatically, as shown in Figure 14.
We can only speculate as to the reasons behind the original
decision to disable the mining module. The value of Bitcoin
was still relatively low and it’s possible the owners were not
generating enough income to justify the increased attention
their botnet was receiving by being a Bitcoin-mining botnet.
It is then a reasonable supposition that the re-enablement of
the mining module at the end of May was in response to the
sudden explosive growth in the value of Bitcoins. With the
exchange rate looking likely to fly up past $100, the financial
rewards on offer may have tipped the balance back in favour
of continuing to operate a Bitcoin-mining botnet.

Figure 15: Domain strings.
from DNS is ignored, whether the request is successful or not.
In the following network capture, we can see a DNS request
is made for the xlot… domain but an HTTP request is made
to the IP address 83.133.120.16 before the answer is received.
When the answer is received, we see that it is a different IP
address – 50.62.12.10 (Figure 16).

The second time the module was disabled came after a period
in which the exchange rate reached the dizzying heights of
$237 and a low of $79. It was over this time period that the
Bitcoin currency became particularly high-profile. This,
perhaps combined with the relative instability of the currency,
may have persuaded the botnet owners to curtail their mining
in favour of a more low-profile monetization method.

In fact, this situation is further complicated when one of the
bogus domains is sinkholed, which it has been in this case. If
a researcher is using an intercepting proxy application such as
Burp [5] then the proxy may well intercept the HTTP request
and use the address retrieved from DNS, rather than the
address as used by the malware, leading the researcher to
assume that the genuine C&C address has been sinkholed
when in fact it has not.

File download and more click fraud

The differences can be seen in the two responses received, as
shown in Figures 17 and 18.

The ZeroAccess botnets that communicate on ports 16470
and 16471 download plug-in files named 80000064 and
8000032 respectively. These plug-in files are multi-purpose
and are the main workhorses of these respective botnets. They
are responsible for launching other plug-in files if they exist,
monitoring search engine queries carried out on the infected
machine, and for contacting C&C addresses to obtain
download tasks and click-fraud URLs. We will examine the
C&C communication methodology, the attempts to hide the
genuine C&C addresses, and how click fraud is carried out by
this module.

Figure 17: Malware server response.

The initial contact with the C&C server for this module is
carried out with an HTTP Get request. The module attempts to
disguise the C&C address by making the target of the request
appear to be a domain from a group of random-looking
domains embedded in the module (Figure 15).
A DNS request is made to these domains and they are used as
the Host field value in the request but the IP address returned

Figure 18: Response from sinkhole.

Figure 16: Ignored DNS request.
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The server responds with a chunk of encrypted data, as shown
in Figure 20.
The response is RC4 encrypted with the key being the length
of the data in decimal as a string. For example, if the chunk is
3,718 bytes long, the key would be ‘3718’ in ASCII.
When decrypted, the data contains a series of lines, each of
which consists of fields separated by pipe symbols (‘|’). These
items can be URLs that will be used for click fraud or in
some cases they are download tasks that will be executed
using ShellExecuteA (see Figure 21).
A further interesting point is that if the HTTP request comes
from an IP address that appears to originate from certain
countries, then extra click-fraud URLs are included in the
returned data. This behaviour is similar to the 800000cb
module from the 16464 botnet that will only initiate the click
fraud if the machine is located in one of the following
countries [2]: United States, Great Britain, Australia, Canada,
Germany, India, Spain, France, Italy, Singapore, Malaysia,
Netherlands and Sweden.

FINANCIAL REWARD

Figure 19: DNS sinkhole misdirection.

In terms of Bitcoin mining, we can make some estimates
about the potential financial return that the ZeroAccess botnet
makes. We can use an online Bitcoin-mining profitability
calculator such as [6] and provide estimates of the total
compute power of the botnet. If we assume 500,000 mining
nodes in the botnet with an average hash rate of 4 Mhash/s,
we get a total hash rate of 2,000 GHash/s. This would make it
a good-sized mining pool but smaller than the largest public
pools such as DeepBit [7].
Plugging these figures into the calculator at [6], we can see
that the rewards vary wildly with the exchange rate:

Figure 20: Encrypted response.
In particular, the sinkhole is running Apache as opposed to
nginx and includes the obvious header: X-Sinkhole:
malware-sinkhole.
This is further explained in Figure 19.
The correct C&C address is in fact retrieved from the
resource plug-in. The URI included in the request is a
base64-encoded string, the first nine bytes of which are
random data and the remainder is a string containing
information about the bot similar to:
v=5.8&id=f7faafa0&aid=30443&sid=4&os=5.132&fp=0&ad=1
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Dollars per Bitcoin

Revenue per day ($)

10

644.53

25

1611.32

100

6445.29

200

12890.58

These values represent an upper bound on the amounts
possible. In reality, there are various factors that will
considerably reduce those figures: the difficulty of cashing
out the rewards, the inherent unreliability of using
non-cooperating infected machines to do the mining,
downtime on the pool server and the fact that there are
very big public mining pools with members using
extremely effective ASIC miners that are likely to mine the
coins first.
The decision of the ZeroAccess owners to disable the
Bitcoin-mining plug-in is a good indicator that the financial
rewards they were gaining did not mitigate the increased
public attention their botnet was receiving.
Since the mining module was disabled, click fraud has
become the main form of monetization for the botnet.
Estimates were made in [1] that 380,000 nodes could make in
the region of $90,000 a day. It is likely that the total number
of active nodes engaged in click fraud is now considerably
higher, which elevates the potential earnings. Indeed, the
Chameleon botnet identified in [8] bears a very strong
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Figure 21: Decrypted response.
similarity to ZeroAccess (it is possible that it is the same
family being called a different name). Estimates in [8] were
that a 120,000-node botnet would be costing advertising
networks in the region of $6.2 million a month or
approximately $200,000 a day.

ZeroAccess uses click fraud as its primary form of
monetization. The Bitcoin-mining plug-in has been disabled,
suggesting that the botnet owners are aiming for long-term
survival rather than short-term, high-yield schemes that may
attract high-profile headlines.

Again, these figures are very much an upper bound on the
earnings potential. The key factor that determines how big a
slice of that potential is actually realized is the ability of the
advertising networks to detect fraudulent clicks from this and
other botnets.

This makes ZeroAccess a threat that is not likely to disappear
any time soon. With upwards of 100,000 new nodes being
added every day, it is also a very sizeable threat. New plug-in
files with different functionality can be released into the
botnet at any time, the payload of which could be far more
damaging than click fraud or Bitcoin mining.

ATTRIBUTION
The peer-to-peer nature of the ZeroAccess botnet makes
attribution more difficult than if there were centralized servers
to target. However, there are elements of the operation that
allow us to attempt some level of attribution.
The authors appear to be Russian in origin. Affiliates are
recruited on Russian-speaking underground forums and use
Jabber as their main means of communication.
The addresses used to phone home at installation and by the
tracker plug-in have changed very little over time. The
information contained on these machines may well provide
big clues in determining the identity of the authors.
Other clues may lie in the odd choice of registrant details for
one of the domains used as the mining pool server:
‘Ludolf Baumschlager, ludbaum@u7.eu’, which also appears
to be tied to several other suspicious domains.
Other possible avenues for positive identification are to
explore where the payments for the click fraud and
Bitcoin-mining operations are going.
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CONCLUSION
ZeroAccess has managed to survive for over four years,
potentially making millions of dollars for its owners during
that time. A highly effective but noisy peer-to-peer protocol is
used to distribute plug-in files to infected machines, but less
noticeable mechanisms such as disguising traffic as NTP or
DNS data are used to control and monitor the botnet. The
botnet owners use fake DNS queries, bogus domain names
and bait URLs to mislead and draw out researchers so that
details of the control infrastructure remain hidden and the
botnet survives longer.
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