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SafeGuard Enterprise

Introduction

This document guides you through a typical SafeGuard Enterprise installation with best practice
examples and recommendations.

It does NOT replace the SafeGuard Enterprise Installation Guide, but should help with first steps
and simple troubleshooting hints during the installation/implementation of SafeGuard Enterprise.

Note: Some steps refer to the SafeGuard Enterprise Administrator help or to the SafeGuard
Enterprise User help which can be found in your product delivery.

Please follow the steps in this guideline chapter by chapter and do not skip any i the chapter
numbering follows a chronological order. This guideline is designed for system/network/database
administrators installing SafeGuard Enterprise (SGN).

This document describes a set-up that is focused on a maximum of security and performance with
regards to the communication between the single components. In case a different setup method
can be used to install a module this will be highlighted extra.

All installation examples refer to the Windows Server 2012, IIS Server 8 and Microsoft Windows
8.1. Besides this, the document describes a domain situation in which all machines are members of
the same domain. As a result of this, operating system specific tasks may differ when using other
software or a workgroup environment.
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Technical prerequisites

SafeGuard Enterprise supports a large variety of operating systems and hardware. The minimum
hardware requirements and the supported operating systems can be found in the release notes of
the product which are available in the Sophos Knowledge Database.

Itis highly recommended to read the release notes prior to the installation of SafeGuard
Enterprise in order to have all the latest information before starting.



SafeGuard Enterprise

Installation order

SafeGuard Enterprise consists of several different modules.
The minimum modules in order to build up a working SafeGuard Enterprise infrastructure are

The SafeGuard Enterprise Server.
The SafeGuard Management Center.
The SafeGuard Database.

The SafeGuard Client.

v v > >

Even if the SafeGuard Enterprise Database is not an extra module of the SafeGuard Enterprise
product, it is a vital part of the backend structure to have the product working.

Before being able to deploy any SafeGuard Client regardless of the function installed (SafeGuard
Device Encryption, Data Exchange, File Share, Cloud Storage, Native Device Encryption) a
working backend is required. As a result of this the installation order of SafeGuard Enterprise is like
this:

Installing the SafeGuard Enterprise Server.

Creating the SafeGuard Database.

Installing the SafeGuard Management Center and (optionally) importing the Active Directory.
Installing the SafeGuard Enterprise Server Configuration package.

Configuring the SGNSRV web page to accept a certificate and assigning the certificate for SSL
Installing the SafeGuard Client.

o0k~ wNPE

All chapters of this document should be passed in chronological order.
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1. Installing the SafeGuard Enterprise Server

On the machine that is hosting the SafeGuard Enterprise web server interface, the installation of
Microsoft .Net Framework Version 4 is required (on Windows Server 2012 that is already part of
the OS).

Using a dedicated server to host the SafeGuard Enterprise Server is highly recommended. It is
possible to run other applications on the same machine but under heavy load from a 3" party
application, the communication between SafeGuard Clients and the SafeGuard Enterprise Server
might be impacted.

From a design perspective, we recommend locating the SafeGuard Server(s) close to the Server
that hosts the SafeGuard Database. The traffic caused by a communication between a SafeGuard
Client and the SafeGuard Server, results in up to three times that amount between the Server and
Database. Therefore, WAN connections between Client and Server are preferable to WAN
connections between SGN Server(s) and the Database Server.
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1.1 Quick installation reference

1. Install lIS Services.
2. Install the SafeGuard Enterprise Server.
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1.2 Installing IIS services

To install SafeGuard Enterprise on an IIS 8 server it is required to install the 1S services on the
Windows Server 2012. Please follow these steps:

1. Start the Server Manager
2. Inthe Server Manager Dashboard choose Add roles and features.

@ ¥ Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard

Local Server

All Servers

R -

0 Configure this local server

File and Storage Services [P

QUICK START

Add roles and features

(%]

(%]

Add other servers to manage

WHAT'S NEW o )
4 Create a server group

The Add Roles and Features Wizard starts with a Before You Begin page. The wizard asks for
verification of the following:

a. The administrator account has a strong password.

b. The network settings, such as IP addresses, are configured.

c. The most security updates from Windows Update are installed.

w

On the Installation Type step choose Role-based or feature-based installation and click next
4. Select your destination Server and click next

= Add Roles and Features Wizard

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features,

Installation Type ®) Select a server from the server pool
() Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Server20121IS....  192.168.27.80 Microsoft Windows Server 2012 Da
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5. Select Web Server (1IS) on the Select server roles page. Include the management tools and
Click on Add Features.

=] Add Roles and Features Wizard = =] 2

DESTIMATION SERVER

Select server roles

Select one or more roles

Roles Add features that are required for Web Server (1I5)?

[] Active Directory The following tools are required to manage this feature, but do not
have to be installed on the same server.

[] Application Serw

[[] DHCP Server 4 Web Server (II5)

[] DNS Server 4 Management Tools

[ Fax Server [Tools] IS Management Conscle
[®] File And Storage|
[ Hyper-v
[ Metwork Policy 3
[] Print and Docu
[] Remaote Access
[] Remate Desktog
[ Volume Activatid
0 Include management tools (if applicable)
[] Windows Deplo
[ Windows Server

| Add Features |

< Previous | | Next > | | Install | | Cancel |

6. On Select features add ASP.NET 4.5 and click next

DESTINATION SERVER
Select features Severz0rals
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
server seiection b [J .NET Framework 3.5 Features . ASP'NEI—, EIHSCIEET TG
Server Roles R for running ASP.NET 4.5 stand-alone
4 [H] NET Framework 4.5 Features (Installed) applications as well as applications
NET Framework 4.5 (Installed) B that are integrated with 1IS.
Web Server Role (1I5) |
Role Services B [W] WCF Services (Installed)
Confirmation [ Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Netwark Unlock
[] BranchCache
[] Client for NFS.
[] Data Center Bridging
[[] Enhanced Storage
[] Failover Clustering
[[] Group Policy Management ||
— e v
<[ [0 [ >
< Previous | | Mext = | | Install | ‘ Cancel

10
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7. On Role Services check Basic Authentication plus Windows Authentication under

Security

Before You Begin
Installation Typs
Server Selaction
Server Roles

Features

Web Server Role (I1S)

Confirmation

Select role services

Select the role services to install for Web Server (IIS)

Role services

DESTIMATION SERVER
Server2012115.

Description

4 Security
Request Filtering

|| Centralized SSL Certificate Support

[] Digest Authentication

[] IP and Domain Restrictions
[] URL Authorization

[] Client Certificate Mapping Authentication

[ 15 Client Certificate Mapping Authenticatic] |

[>

Performance provides infrastructure
for output caching by integrating
the dynamic output-caching
capabilities of ASP.NET with the
static output-caching capabilities
that were presentin 15 6.0. IS also
lets you use bandwidth more
effectively and efficiently by using
common compression mechanisms
such as Gzip and Deflate.

=
Windows Authentication
] Application Development
4 [] FTP Server —
[] FTP Service
[ FTP Extensibility —
v
<] [ HE
| < Previous || Next » | | Install || Cancel |

8. Check .Net Extensibility 4.5, ASP.NET 4.5, ISAPI Extensions and ISAPI Filters under
Application Development

Select server roles

Before ‘You Begin

Installation Type

Server Selection

Features

DESTINATION SERVER
Server201215.Utimaco.edu

Select one or more roles to install on the selected server.

Roles Description
b |m| Performance (Installed) \~|  Application Development provides
. infrastructure for developing and
b 8] Security (installed) heosting Web applications. Use these
VICTlApplication Development (Installed features to create Web content or
[] .NET Extensibility 3.5 extend the functionality of IIS. These
| & NeT xtensibility 4.5 instalieq) | technologies typically provide a way
— — to perform dynamic operations that
[ Application Initialization result in the creation of HTML
[ asp output, which IS then sends to fulfill
[ ] ASP.NET 2.5 client requests.
|& asener 45 (installeq) | ]
[]cal
ISAPI Extensions (Installed) -
ISAPI Filters (Installed)
[] Server Side Includes
[[] WebSacket Protocol L
b [ FTP Server ||
Lo BRTT NN o, W
< Previous | | Next > | | Install | | Cancel

9. Verify the installation selections and click Install

11
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10. 1IS is now installed with a default configuration for hosting ASP.NET on Windows server. Click
Close to complete the process.

11. Confirm that the web server works using http://(Enter machine name without brackets). In case
that the web page is not shown properly please consider the Microsoft knowledge base
(http://support.microsoft.com) for further information.

12
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1.3 Installing the SafeGuard Enterprise Server package

The installation of the SafeGuard Enterprise Server is divided into two steps:

1.
2.

Installing the SafeGuard Enterprise Server package.

Installing the SafeGuard Enterprise Server configuration package which is described later in
this document. Please proceed with the guide step by step to avoid side effects.

Note: This step cannot be done until the SafeGuard Management Center is installed.

The installation of the SafeGuard Enterprise Server msi package is quite easy. The detailed steps

are:

1.

Copy the SGNServer.msi package from the installation DVD or a network location to the
machine that runs the IS Server.

Start the installation by double clicking the MSI package.

Please note: The installation of the SGNServer.msi on Windows Server 2012 and Windows
Server 2012 R2 should be run with already elevated privileges, otherwise the installation may
fail.

The SafeGuard Enterprise server installation wizard comes up and you can choose whether
the scheduler service (required for running automated scripts e.g. for maintenance tasks)
should get installed in addition to the server itself.

Note: It is not recommended to change the suggested installation path. Especially when
installing other modules of SafeGuard on the same machine this could cause unwanted side
effects.

To ensure that the installation has completed successfully, open the Internet Information

Services Manager (run inetmgr) and check if a web page named SGNSRYV is now available.

Internet Information Services (11S) Manager

i;' » SERVER201215 » Sites » Default Web Site » SGNSRV »

@\ i

File  Wiew Help
Connections

<. - gl s
i:?_=| Start Page

&) /SGNSRV Home

i Filter: - G = Show All |G by:
€3 SERVER2012IIS (CORP\administrator) her =9 T Egonow Al | broup by =
L2} Application Pools 115 ~
4@ Sites J & =
.l = - =) i N
4D Default Web Site ﬂg‘__a f‘éj (/] L/‘
b |12 SGNSRV Authentic... Compression  Default Directory  Error Pages
Document  Browsing
iy E= [ S e el
& <& 9 7= &
Handler HTTP Logging  MIMETypes  Modules
Mappings Respon...
el o= 2
i = =

Output Request 551 Settings
Caching Filtering
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To check that everything is working, click on SGNSRYV in the left hand pane > the /SGNSRV Home
page opens in the center pane. In the right hand pane click on Browse *:80 (http) in the Manage

Application section.

. Actions
&9 /SGNSRV Home
=l

B Explore

Filter: = Go 'EIL.I Show All | Group by: B Edit Permissions...

s A Ml |
; 2' —_— View Virtual Directories
[a) S L =
gD (/]

Authentic.., Compression  Default Directory  Error Pages

Document  Browsing = Browse Application
-:$1 ij‘ _Tje\- E%ﬂ I Browse =80 (http]l
& = J = Advanced Settings...

Handler HTTP Logging  MIME Types  Modules [7) Help
Mappings Respon.. .

# £ §

Output Request  5SL Settings
Caching Filtering

D Basic Settings...

Manage Application

Online Help

5. A new Internet Explorer window opens up and shows the following page:

@@kﬁ http://localhost/SGNSRY/ O~ B & ” (2 Sophos SafeGuard Web Ser... | |

Sophos SafeGuard

The following cperations are supported. For a formal definition, please review the Service Description.

s CheckConnection
» CloseConnection

s ExecCommand

* OpenConnection

The first part of the SafeGuard Enterprise Server installation is completed now.

14
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2. Creating the SafeGuard Enterprise Database

SafeGuard Enterprise stores all relevant back-end data within a database. The creation of the
database can be done automatically during the SafeGuard Management Center initialization or
manually using the SQL scripts which are part of the SafeGuard Enterprise product delivery.

Before setting up the database please check the release notes for a list of supported SQL server
versions.

Note: When using the SQL Express Edition to host the SafeGuard Database remember the
maximum file size limitation of the database given by Microsoft. In large environments, using the
SQL Express Edition might be inappropriate.

This example is based on an SQL 2008 Server Standard Edition including the administrative
components. The authentication is configured to mixed mode (SQL and Windows Authentication
possible). All SQL services are configured to run in the LOCAL\SYSTEM context (of course this
can be configured to run in a different context as well).

2.1 Quick installation reference

1. Promote a Windows user account to log on to the SQL Server.

2. Create the database using the SafeGuard Management Center configuration wizard or by
running the SQL script provided on the product CD in the SQL Server Management Studio.

3. Change the SQL permissions according to your security need.

Check the SQL Browser Service status and the Named Pipes settings.

5. Enter the Windows/SQL user in the SGNSRV-Pool and the required Active Directory Groups
including local permissions.

>

2.2 Configuring a Windows user to logon to the SQL
Server

The logon to the SQL server can be done using either a SQL user account or using a Windows
user account which has the right to authenticate at the SQL Server.

If you want to use a SQL user account to authenticate to the database this section can be skipped.

Note: Due to security reasons we recommend using Windows authentication to access the
SafeGuard database.

Please follow the steps below:

1. Create a new user account in Windows if no existing user should be used. In this example we
are using a new user account named SGNSQL.
2. Openthe SQL Server Management Studio.

15



SafeGuard Enterprise

16

3. Inthe left hand pane of the Object Explorer section browse to Security > Logins.
"2 Microsoft SQL Server Management Studio

File Edit View Project Debug Tools Window
QD NewQuery | [y | 3 8 5 B | 5 W &

v| ! Execute |

Ll
= &

Object Explorer

Connect~ | @] 3 m T [2] &5

[l | 4§ DBSERVER (5QL Server 10.0,5512 - 5a)
[Jl Databases
[= [ Security
a
[ Server Roles
[ Credentials
_Jl Cryptographic Providers
[ Audits
3 Server Audit Spedifications
[ Server Objects
3 Replication
[ Management
[ 5QL Server Agent

4. RightclickonLogi ns > New Loginé
5. Select Windows authentication (default) andthenSe ar ¢c h é

=10 x|

e-l:tapiu_p: g Script = E’j Help
14 Genersl

44 Server Foles
f User Mapping Login name: I
14 Securables | * Windows authentication |

i
L2 Status ™ 5QL Server authentication

R I

6. Search the user that should be used for authentication 1 in this case SGNSQL > Click OK.

Select this object type:

IUw or Built4in security principal Object Types... |

From this location:

IEntire Directory Locations... |

Enter the object name to select (examples):

sgnsql Check Names
Advanced... | ok | cancel |

i

7. The user logon name is displayed now in the initial dialog > press OK to complete the user

creation. Further actions are not required at this point.

Please consider:

Every user that should be able to use the SafeGuard Management Center must have a
valid SQL User account when using Windows authentication to connect to the SafeGuard

database.
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2.3

w

8.

Creating the SafeGuard Database

The creation of the SafeGuard Database can be done either by using the available SQL
scripts which can be found on the product CD or by running the SafeGuard Management
Center configuration wizard.

This chapter describes the creation of the database using the SQL scripts.

If you want to use the Management Center configuration wizard to create the database this
step can be skipped.

The required steps to create the SafeGuard Database are:

Copy the script CreateDatabase.sql and CreateTables.sql from the SafeGuard Enterprise
product delivery to the SQL server.

Double click the CreateDatabase.sql script. The SQL Server Management Studio will
open.

Log on using a user that is allowed to create a database (the newly created user does not
have the right by default! In this case do not use the SGNSQL user.)

CreateDatabase...ster (sa (55}}]’ SQLQueryl.sqgl ... aster (sa (54)) ]

0/

L # Variables in the form £ (variable) will just be replaced once
USE MARSTER:
(E1]

E] DECLERE @data path nvarchar (256);
DECLARE @DbMName sysname = 'DUMMYDENAME®
DECLERE @exec stmt nvarchar (4000)

IF @DbName = 'DUMMYDBNAME' SET EDbName = 'SafeGuard’

Execute the script either by pressing the relevant GUI button or by using the F5 hot key.
Another window pane below the script area opens. The screen output should be
Command(s) completed successfully.

Now double click on the CreateTables.sql script.

Another tab opens in the SQL Server Management Studio.

Add the following line at the top of the script area:

use safeguard

. Microsoft SQL Server Management Studio

File Edit Wiew Query Debug Tools Window  Community Help
Dnewquery | [y | |5 H S | B -
14 Y | master | VEecute b W 30 8

CreateTables.sq...ster (sa (52))* | CreateDatabas...ster (sa (51)) |
Efa== SafeGuars

|¥CREATE TLELE [DBO].[POLICY]

Execute the script.

17
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9. Another window pane below the script area opens. The screen output should be
Command(s) completed successfully.

The SafeGuard Enterprise Database is now created successfully. At the moment only user
6sabd and the Administrative account created
to access the database.

2.4 Changing access permissions for the SafeGuard
Database

The last step is enabling the user account to access the SafeGuard Database. Therefore
the user account must be granted access to the database. These access rights are required
for all Security Officers who work with the SafeGuard Management Center when Windows
NT authentication is used.

As it is possible to assign different roles and permissions to a user on a database only the
minimum required ones are described.

Please follow these steps:

Open the SQL Server Management Studio.

In the Object Explorer section in the left hand pane browse Security > Logins.
Select the user that should be enabled (in this example SGNSQL).

Right click on the user name > Properties.

A new Login Properties window opens.

Under Select a page (left hand side) select User Mapping.

12 General

| Server Roles
= |lser Mapping
2 Securables
|5 Status

o0 s~wDhE

7. On the right hand side check the Map box for the SafeGuard database.

|Users mapped to this login:

Map | Database | Lser | Default Schema
master

model

madh
SafeGuard TESTDOMAIN sgnsql
tempdhb

I (i e M

18
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8. Below this the Database role membership for: section can now be edited. Select the
following roles for the user:
db_datareader
db_datawriter
public

Database role membership for: SafeGuard

[ db_accessadmin
[ db_backupoperatar
db_datareader

[w| db_datawriter

[] db_ddladmin

[] db_denydatareader
[ db_denydatawriter
[] db_owmer

[ db_securtyadmin
[w] public

9. Confirm the configuration using the OK button.
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2.5 Checking the SQL Server Service Settings and the
Named Pipes Configuration

In order to install the SafeGuard Management Center it is required that the SQL Browser

Service is running acg®/1{PRPatoinNamedoRDpesoadTivat e
are required to access the SQL server from other machines. Further information can be

found in the Microsoft Knowledge Base.

This can be checked in the SQL Server Configuration Manager. The check is done in
two steps:

1. When opening the SQL Server Configuration Manager select SQL Server Services in the
left hand pane and check in the right hand pane if the SQL Server and the SQL Server
Browser service are both up and running.

7= sqgl Server Configuration Manager

File Acton View Help

€| #loi= | H

‘@ SQL Server Configuration Manager (Local) |_Name | state | Start Mode
o] S0L Server Services EDSQL Server (SQLEXPRESS) Running | Automatic
. E . S0L Server Network Configuration ﬁSQL Full-text Filter Daemon Launcher (... Running Manual
8 5L Native Client 10.0 Configuration [E)50L server Reporting Services (SQLEX... Running Automatic
ﬁ:-ﬁSQL Server Agent (SOLEXPRESS) Stopped Other (Boot, System...
E)SQL Server Browser Runining | Automatic

Note: It might also be necessary to check the Start Mode of each service!

2. Expand the SQL Server Network Configuration node in the left hand pane and select the
current instance 1 in this example Protocols for SQLEXPRESS. Verify that Named Pipes

are enabled.

7= sql Server Configuration Manager

File Action Wew Help

e | z|EHo= H

@ SQL Server Configuration Manager (Local) Protocol Mame I Status |
SQL Server Services
=l E SQL Server Metwork Configuration %~ Mamed Pipes Enabled |
Protocols for SQLEXPRESS = TCR/IP Enabled
.. S0L Native Client 10.0 Configuration FVIA Disahled

3. Restart the SQL services.

20
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2.6 Adding the SQL user to the SGNSRV-Pool and to the
required Active Directory user groups including local
permissions

To allow the communication between the SafeGuard Enterprise Server and the SafeGuard
Database using Windows NT authentication, additional steps are required. The SQL user

account must be configured for the Application Pool of the IIS, local file permissions must
be adjusted and the user must be made a member of certain groups on the 1IS Server.

Adding the user to the required groups

1. Onthe IIS Server open the user/group management (Run > lusrmgr.msc).
2. Inthe left hand pane open the Groups folder.

e lusrmgr - [Local Users and Groups (Local\Groups] \;‘i-

File Action View Help

o 2@ XE = BE

& Local Users and Groups i|| Mame ~ || Actions
1| Users i
el o Acce.ss.Control Assistance Operatg Groups o~
| Groups P Administrators More Acti N
& Backup Operators ore Actions
¥ Certificate Service DCOM Access IS USRS -

& Cryptographic Operators

& Distributed COM Users

% Event Log Readers

$* Guests

$ Hyper-V Administrators

]

& Network Configuration Operators
% Performance Log Users

Maore Actions »

& Performance Monitor Users

$ Power Users

% Print Operators

% RDS Endpoint Servers

2 RDS Management Servers

% RDS Remote Access Servers

% Remote Desktop Users ]
S 1] > S 1] >

3. Add the newly created user (SGNSQL) to the following three groups:
a. lIS_IUSRS
b. Performance Log Users
c. Performance Monitor Users

4. Close the snap in.

Please Note: Alternatively the user account can be added to the respective AD groups.

21



SafeGuard Enterprise

Adding the user to the default application pool

1. Open the Internet Information Service manager.

2. Browse to Application Pools in the left-hand pane.

3. Select the SGNSRV-Pool in the center pane window.
rEEIIT) Q%‘ Application Pools

- Start Page

ﬁ--ﬁ_il SERVERZD121IS ( \ad This page lets you view and manage the list of applic

poels are associated with worker processes, contain

J Application Pools isolation ameng different applications.
A.[@] Sites
4D Default Web Site Filter: - ¥ Go - g Show
[> | aspnet_client Mame - Status MET Fra...
4 - SGNSRV L} NET w45 Started w40
b bin L5} NET v4.5 Classic Started w4
L2} DefaultAppPool Started w40
: |=! SGNSRV-Poal Started 4.0

4. Click on the Right-hand pane Actions> Edit Application Pool>Advanced Settings
5. Switch to Process Model > Identity > Change the user name > Custom Account > Set >
Enter the user name and the password of the SQL enabled user like Domain\User.

Advanced Settings _

Processor Affinity Enabled False -
Processor Affinity Mask 4294967295
Processor Affinity Mask (64-bit ¢ 4294967295

4 Process Model

I» Generate Process Model Event L

=

Idle Time-out (minutes) 20

Load User Profile False

Maximurn Worker Processes 1 =
Ping Enabled True

Ping Maximum Response Time | 90

Ping Period (seconds) 30

Shutdown Time Limit (seconds) 90

Startup Time Limit (seconds) ]
4 Process Orphaning

Enabled False

Executable

Executable Parameters
4 Rapid-Fail Protection ~
Identity

[identity Type, username, password] Configures the application pool to run
as built-in account, i.e. Application Pool Identity (recommended), Network
Service, Local System, Local Service, or as a specific user identity.

22
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6. Click on the server name in the left hand pane >in the right-hand pane under Actions click
on Restart.

Actions

Qg' SERVER201211S Home

Manage Server
. i—.", Rectart
Filter: - Go =

i L4
ASP.NET A ® stop
E% \;%'_’_ = View Application Pools

7. Inthe left hand side under Sites select SGNSRV.

8. Inthe center pane double click Authentication.
Connections : . .
rEEICIT) H‘Ei Authentication

&5 Start Page

- Group by: Mo G i -
4.9 SERVER2012IIS (' \admir P2y "o brouping

'y

i[5} Application Pools S0 L I
4.8 Sites Anonymous Authentication Enabled
;“@. Default Web Site ASP.MNET Impersonation Disabled
| aspnet_client Basic Authentication Disabled
[ [SF SGNSRY Forms Authentication Disabled
N Windows Authentication Disabled

9. Right click Anonymous authentication > Edit.

10. Verify that the Anonymous user identity: is set to Specific user: and that the user name
is IUSR.

Edit Anonymous Authentication Credentials _

Anonymous user identity:
®) Specific user:

IUSR | | Set... |

() Application pool identity

oK | | Cancel |

The configuration of the SafeGuard Enterprise Server is now completed. The installation of
the SafeGuard Management Center can now be done.
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3. Installing the SafeGuard Management Center

3.1

APwbdE

3.2

3.3

24

When the SafeGuard Enterprise Server is installed and the SafeGuard Database is
configured, the next step is installing the SafeGuard Management Center. The SafeGuard
Management Center can be installed on different Client and Server operating systems. A
list of the currently supported operating systems can found in the release notes.

This document describes the installation of the SafeGuard Management Center on Server
2012.

Quick installation reference

Install the SafeGuard Management Center.

Run the SafeGuard Management Center configuration wizard.
Create a directory connection and import the Active Directory.
Import the license file.

Installing the SafeGuard Management Center

In order to install the SafeGuard Management Center please follow these steps

Copy the SGNManagementCenter.msi from the product CD or any network location to
the machine that should run the Management Center.
In addition, the installation requires that the Microsoft SQL Server 2012 Native Client
(sglncli.msi) and the Microsoft SQL Server 2012 Command Line Utilities
(SqlCmdLnUtils.msi) which are available in the 3t party folder of the product delivery are
installed.
Run the msi package as Administrator.
Proceed with the installation wizard.
a. Accept the legal disclaimer.
b. Selectthe modulesto be installed >i f muitiéenafcydomode (required to
manage more than one SafeGuard Database) is not required, select Typical as
installation type.

Running the SafeGuard Management Center Wizard

To complete the installation, the next step is to run the SafeGuard Management Center
Wizard. The wizard is used to configure the connection to the SafeGuard Database and to
create the company certificate and MSO.

The required configuration steps are:

Open SafeGuard Management Center

The SafeGuard Management Center Wizard starts.

Note: After completing the wizard this link will start the SafeGuard Management Center.
The wizard will not come up again as soon as the configuration is completed.
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3. On the Database Server Connection page connect to the database server. These settings
will be used in the SafeGuard Management Center afterwards.
a. Uncheck the Ping Server box.
b. Under Authentication > Use Windows NT Authentication.
c. Select the SQL server instance using the drop down field. When using SQL
Express the instance name would be SQLEXPRESS.

Note: In case the drop down field is empty enter the server name manually like
Machine Name\lnstance Name. This information is available in the SQL Server
Management Studio logon dialog under Server name: when starting the application.

() SafeGuard® Management Center Wizard -
Database Server Connection

SafeGuard® Management Center requires a connection to an MS SQL

database server.

Connectionsettings

Select a database server from the drop-down list. You can also enter one of the following in the edit
field: server name, server alias, IP address, server name\INSTANCE_name, IP
address\INSTANCE name. If the server name is an alias, uncheck <Ping the server=.

Database Server: I |dbserver I | v |

[ Use 55L (recommended)

[Iring the server

Authentication
(®) Use Windows NT Authentication

() Use SQL Server Authentication with the following credentials:

SQL Logon: | |

SQL Password: | |

Mext = || Cancel | | Help |

4. On the Database Settings page it is possible to either create a new database or using an
existing one. Since the database was pre-created using the SQL scripts, the wizard will

automatically select the already existing database. No further configuration is required at
this point.

() SafeGuard® Management Center Wizard -
Database Settings

SafeGuard® Management Center requires a database, that is usually

named 'SafeGuard'.

Create a new database or use an existing one.

() Create a new database named:

(®) Select an available database:

|SafeGuard | v |

Mext = | | Cancel | | Help
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Note: If the database was not created beforehand, select Create a new database named:
to create a new database using this wizard. In this case the user that was used to log on to
the database on the page before must have the right to create a new database on the SQL
server! This step is not required when following this document!

The next step is the creation of a Master Security Officer and a personal SafeGuard
Enterprise certificate store for the Windows user. This is done in multiple steps:

a. Define the ID of the Master Security Officer. The ID can be chosen as desired i a
possible name would be MSO since this is common terminology when talking
about SafeGuard Enterprise master security officers.

b. After that select the token logon mode i we recommend not selecting
Mandatory.

c. Complete this step by clickingCr e at e é

(o) SafeGuard® Management Center Wizard -

Security Officer Data
Selection of a Security Officerfor logon

Please enter the credentials for the Master Security Officer to be created in the database.

Master Security Officer ID I
MSO |

Certificate for Master Security Officer
| [

I | Create. .. | ' Import... |

< Back || Mext = || Cancel || Help
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Then create the password for the personal certificate store. The SafeGuard
Enterprise Certificate store is a virtual store to store SafeGuard Enterprise
certificates. This store is not related to Microsoft functionality!

Please note:

The password which is defined in this step is the password that is used to log on to
the Management Center afterwards. This is not the password to import the MSO
certificate in case of restoring the SafeGuard Management Center again! This
example uses 123456 as password.

() Create MSO Certificate =)

Please varify the ID of the Master Security Officer, which is displayed hare.
Afterwards please select where the certificate will be saved.

Master Security Officer ID
M50

% Create in persstent certificate store (MY)

Password for new [ ]
certificate store:

Confirm new password: |

As soon as the password for the certificate store is defined, a new dialog is
displayed to define the certificate password. This is the password which is required
to import the certificate again in case the SafeGuard Management Center has to
be restored, the SafeGuard Database has to be restored or the MSO should be
used on a second Management Center on a different machine. This example uses
654321 as password.

(o} Export certificate -

The certificate will be exported to a file. Please define the password to
be used for securing the file.

After the initial configuration, possession of the generated private key is
the only way to authenticate against the SafeGuard® Management
Center. Please store the key file in a secure place and create a backup!

Password: || |

Confirm password: | |

Note:

ASav e Aialag box is displayed. Save the .cer and the .p12 file at a secure
place where it cannot be deleted. In case the .cer and the .p12 file are not
available a recovery of the SafeGuard Database will not be possible!
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6. As soon as the security officer certificate is exported, the certificate store and the security
officer are created the wizard proceeds with the creation of the company certificate. At this
point it is possible to either import an existing company certificate from an already existing
SafeGuard Enterprise installation or to create a new company certificate. Since this is a
fresh installation select Create a new company certificate and enter the company name
into the field. In this example the name would be My company Ltd.

() SafeGuard® Management Center Wizard -
Company Certificate
Create orrestore the global certificate for your company

(®) Create a new company certificate

Please enter the name of your company. The company name will be used as the applicant for
the company certificate. The name is also used to distinguish between several SafeGuard(r)
Enterpriseinstallations.

I |M\,-' company Ltd. i |

() Restore using an existing company certificate

Subject: | |

Serial number: | |

Expiry date: | | Import...

Hash algorithm (for generated user and company certificates): |5H.ﬁ.-256 | V|

Use SHA-1 for SafeGuard Enterprise clients on Windows XP, Vista or Windows 7
(without SP1).

| < Back || Mext = || Cancel || Help

Important hint (regarding Hash algorithm):
Because of the now (as of version 6.10) used SHA-256 algorithm for certificate signing,

introduced to increase the level of security, you have to consider the interoperability with
older SGN Clients:

When only new SGN 6.10 or 7.0 clients will be used, youcanl eave t he dSHA-aul
2560 . I f yoase oldee IGIN clients, e.g. because of running clients with Windows
XP/Vista or the SafeGuard Configuration Protection Module, you have to create the

company certificate by changing the Hash algorithm setting to SHA-1. It is not possible to

switch from SHA-256 to SHA-1 after the creation of the company certificate.

This completes the configuration of the SafeGuard Management Center. Exiting the wizard
will automatically start the SafeGuard Management Center.
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3.4

A -

Hw

5.

Importing the Active Directory into SafeGuard
Enterprise (optional)

SafeGuard Enterprise offers the possibility to import the Active Directory structure into the
SafeGuard Management Center. During the synchronization with the Active Directory
objects such as computers, users and groups are imported to the SafeGuard Management
Center. All data is stored within the SafeGuard Database.

If you do not have an Active Directory or the directory should not be imported it is also
possible to use the Autoregistration feature of SafeGuard Enterprise. Please read the
SafeGuard Enterprise Administrator Help for further information.

In this example we import the AD structure which is the most common scenario.
The Active Directory import can be configured as follows:

Open the SafeGuard Management Center.

Authenticate using the password which was defined for the certificate store (in this
example 123456).

The SafeGuard Management Center opens.

In the lower left-hand pane select Users and Computers. After that select Root [Filter is
active] in the top left window.

Users and Computers ke

= B

@ .Authenticated Computers
@ Authenticated Users

{z] .Auto registered :
+m <POA= ‘Root_Root@SGN

Key |En|icies I Inventaory I Synchronize I Licenses I POA Group Assignmentl

Key Mame

In the right hand pane select the Synchronize tab.
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The LDAP Authentication wizard starts automatically. Within this wizard the
communication details to import the Active Directory into SafeGuard Enterprise are
defined. Enter the logon credentials which should be used to synchronize the Active
Directory and specify the server name or the IP address of the Domain controller!
Important: The user name should be in the format User@Domain to avoid issues
resolving the domain Netbios name.

() LDAP Authentication x|

Server information
Active Directory via LDAP

Server name or IP: |DC| |

Distinguished name: | |

Port: | 389 : |

[]s5L logon

User Credentials

User name: |user@domain |

Password: | =============== |

Note: The synchronization will be done in the context of the user defined in this wizard!
Therefore, it is required that the user has sufficient rights on the Active Directory objects
that should be imported. However, the user can be a normal AD user and does not have to
be member of the administrative group. The SafeGuard Enterprise synchronization will
only read information and not modify the Active Directory at any time!

After submitting the data by clicking OK a positive result should be displayed on the
screen.

As soon as the directory connection is successfully established the Directory DSN field
shows the domain information. Click the magnifier symbol in order to list the Active
Directory i depending on the number of objects the reading of the Active Directory
information might take a while.

| Key I Policies I anentory| Synchronize |Licenses | POA Group nssignment|

Directory DSN: |DC=testdornain,DC=corn | vl

Synchronize memberships []synchronize user enabled state

As soon as the reading process has completed, the domain structure is displayed in the
center pane. Select the organizational units that should be imported into SafeGuard
Enterprise by clicking the referencing check boxes. It is not possible to select single
machines, groups or user objects only. However, it is possible to select organizational units
only.
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10.

11.

=} B [F] roat Present
=H{Jj[] TESTDOMAIN.COM -
0 T -
[1[¥] Computers
(2] (] Domain Controlers =
[0 FereignsearityPrindpals
{ )] users -

Now decide if Active Directory group memberships should be synchronized with the
SafeGuard Management Center. The import of group memberships can be skipped by un-
checking the Synchronize memberships box. Not importing and synchronizing group
memberships has a positive impact on the performance of the Management Center
(especially in large AD structures).

Note: By default SafeGuard Enterprise creates a key for every Container, Organizational
Unit (OU) and domain object that is imported. The creation of keys can be quite time
consuming and resource allocating. As a result of this we recommend (especially when
importing large. environments) not to enable the key creation for groups if not required.

Start the synchronization by clicking Synchronize. The detailed information from the
Active Directory will now be read.

At the end of the synchronization a summary with all changes is shown.
By clicking OK all changes are written into the SafeGuard Enterprise Database.
As soon as this is completed the domain structure is displayed in the left-hand pane.

The import of the Active Directory in the SafeGuard Management Center is now
completed.
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3.5 Importing the license file

SafeGuard Enterprise has an integrated license counter. By default a fixed number of 5
licenses for every available module is part of the installation. This allows the evaluation of
other SafeGuard modules easily without any side effects. However, when purchasing
SafeGuard Enterprise you receive a personalized license file for your company which needs
to be imported into the SafeGuard Management Center.

Note: Further information regarding the licensing model of SafeGuard Enterprise can be
found in the SafeGuard Enterprise Administrator Help or via the sales department.

Importing the license file is very easy. The required steps are:

1. Save the license file (the XML file) on a local hard drive so that it can be reached from a
machine that has the SafeGuard Management Center installed.

2. Inthe SafeGuard Management Center click on Root in the left hand pane and then on the
Licenses tab on the right hand side.

File Edit View Goto Actions Teols Help
g a- Bl ey g it 34| B S el LiE F R R e B AR T T | R AL

Users and Computers L=

= B ~

@ Authenticated Computers

| Key I Policies I Inventory I 53{nd’1rnnize| Licenses |PQA Group Assignment|
[

3. The license overview will be displayed showing 5 licenses for every module. In the lower

left corner of the center pane pressthel mpor t | i chatose f il eé
License issued to: Sophos SafeGuard® Evaluation License
Issued on: 8/19/2013
State Feature Purchased Licenses Used Licenses Expires Type

Loy Data Exchange 5 0 3312016 regular
W Mative Device Encryption 5 0 3312016 regular
o Configuration Protection 5 0 3312016 regular
W Device Encryption 5 0 331/2016 regular
o File Encryption 5 0 331/2016 regular
W Management Center 5 0 3312016 regular
o Cloud Storage 5 0 3312016 regular

Licensed token modules: AET SafeSign Identity Client, Charismathics Smart Security Interface, ActivIidentity
ActivClient, Actividentity ActivClient (PIV), Aladdin eToken PKI Client, a.sign Client, Estonian ID-Card, Gemalto Access
Client, Gemalto Classic ClientSiemens, Gemalto .MET Card, IT Solution trustWare CSP+, RSA Authentication Client, RSA
Smart Card Middleware 3.x, Siemens CardQ5 API, T-Systems Mettey 3.0, Unizeto proCertum

Your license is valid.

4

| Import license file... Recount used licenses
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4. An open file dialog is displayed. Browse to the license xml file and click Open.

5. The Apply license? dialog is displayed. Validate that the number of licenses matches
the purchase order and check that the company name is ok. To complete this step, click

Apply license.

License issued to: SOPHOS PLC*

Issued at:

Mative Device Encryption
Management Center
Configuration Protection
Device Encryption

Data Exchange

Cloud Storage

AR ALY

File Encryption

Purchased Licenses

3000

Used Licenses ~ Expires
0 3302100
0 3/30/2100
0 3302100
0 3/30/2100
0 3/30/2100
0 3/30/2100
0 3/30/2100

6. After that, the center frame should show the correct license information.

The installation of the SafeGuard Management Center is now completed. The next step is
to complete the installation of the SafeGuard Enterprise Server.
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4. Installing the SafeGuard Enterprise Server
configuration package

At the moment the SafeGuard Enterprise server is installed. However, no communication
information to connect to the SafeGuard database is available.

Communication information (between the IIS server, the database, the SafeGuard client
and the IIS server) gets configured by installing the so-called configuration packages.
These configuration packages are created in the SafeGuard Management Center.

4.1 Quick installation reference

1. Create the server configuration package.
2. Install the server configuration package on the SafeGuard Enterprise Server.
3. Run the invoke test.

4.2 Creating the SafeGuard Enterprise Server
configuration package

To complete the installation of the SafeGuard Enterprise Server it is necessary to create a
new server configuration package. In order to create this file, follow these steps in the
SafeGuard Management Center:

1. Open SafeGuard Management Center.
2. Tools > Configuration Package Tool > Servers tab.
3. ClickAdd£é

& Configuration Package Tool E
SEervers ||Server packages| Managed dient packages | Standalone dient packages | CCOs|
Add atleast one serverto the list to begin with.
| Server &l Subject Seripting allowed | Server roles Database connection
Add... | Add server role... Remove |

Close
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4. In the next window browse the SafeGuard Enterprise server certificate which can be found
under C:\Program Files (x86)\Sophos\SafeGuard Enterprise\MachCert on the IIS server
that runs the SafeGuard Enterprise Server.

{8 Server Registration

Flease select the server certificate:
| E

Server name: |

—Certificate Infarmation

Subject: |

Issuer: |

Serial number: |

oK Cancel
Path of the Server Certificate:
(0} Select server certificate [
1 | . <« Local Disk (C:) » Program Files (x86) » Sophos » SafeGuard Enterprise » MachCert W C,-| | Search MachCert o |

As soon as the certificate is imported the FQDN Name of the SafeGuard Enterprise Server
is displayed in the server name field.

Server name: | SGN-Server. testdomain. com|

5. A new entry appears on the Register Server tab.

& Configuration Package Tool

SErvers | Server packages | Manaaged dient packages | Standalone dient packages | CCOs |

Add at least one serverto the list to begin with.

llowed | Server roles Database connection

SGN-Server. testdomain.com  O=Utimaco, C... | ecurity Officer integrated security=55PT;initial catalog
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6. Switch to the Server packages tab. Select the server entry from the list. Define the
Configuration Package output path. Click Create Configuration Package.

{8 Configuration Package Tool E3
Servers Managed dient packages | Standalone dient packages | CCOs |

Please select one or more servers, specify an output path and dlick <Create Configuration Package:=

Server Certificate

SEN-Server, testdomain, com Q=Utimaco, CN=5GN-Dog.Corp.utimaco.net

Configuration Package autput path: | £:\Instal J

Create Configuration Package |

Close

The output name of the file will be [Server FQDN Name.msi].

7. Copy the newly created server configuration package to the IIS machine that runs the
SafeGuard Enterprise Server.

4.3 Installing the SafeGuard Enterprise Server
configuration package

Switch to the machine that runs the SafeGuard Enterprise Server.

Copy the server configuration package to the server.

Run the MSI package by double-clicking it.

Accept all defaults in the installation wizard.

The package does not need a reboot but restarting the 1IS afterwards is recommended.

agrwdE

The installation of the SafeGuard Enterprise Server is now completed. The next step is to
verify that everything is working as expected.

36



Installation Best Practice

4.4 Running the invoke test

SafeGuard Enterprise offers a possibility to check if the SafeGuard Enterprise Server is
correctly configured and working.

Note: Whenever changing something in the back-end such as logon data to the SQL server
we recommend running an invoke test to double-check that the communication between the
SafeGuard Enterprise server and the database is still working. The same applies to any
changes to the IUSR under Windows.

The invoke test is part of the SafeGuard Enterprise web page SGNSRV. To run the test
follow these steps:

1. Open the Internet Information Services Manager (run > inetmgr.exe) and browse to the
SGNSRYV web page. In the right hand pane click on Browse *:80 (http) in the Manage

Application section.

5 Internet Information Services (I15) Manager

@ |? » SERVER20121IS » Sites » Default Web Site » SGNSRV »

File  View Help

et B
Q-2 |18 2 /SGNSRV Home B Eglore

Edit Permissions...

Actions

.
: ::'| Start Page Filter: - Go _
A--*’__—-_] SERVER2012115 z D Basic Setfings
12} Application Pools ASP.NET ~A - =
4 a_a_' Sites =n :g,’ View Virtual Directories
4@ Default Web Site B Manage Application
- aspnet_client MET MET .MET Error
D"% SGEMNSRY Authorizat.. Compilation Pages
B u r-l - Browse *80 (http)
4 r. \/ Advanced Settings...

A new Internet Explorer window is displayed showing the following page:

@@kﬁ http://localhost/SG O ~ & ¢ ” {2 Sophos SafeGuard Web Ser... ‘ | 1 & 1E
Sophos SafeGuard ~

The following operations are supported. For a formal definition, please review the Service Description.
» CloseConnection
» ExecCommand

* OpenConnection
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2. Click Check Connection.

3. Inthe next window, click Invoke.
e@k@" http://localhost/SG O - B &
Sophos SafeGuard

Click here for a complete list of operations.

(= Sophos SafeGuard Web Ser... ‘

CheckConnection

Test

To test the operation using the HTTP POST protocol, click the "Invoke' button.

A new Internet Explorer window is displayed and should display the following result:

- | O -
@@|@ hitp://localhost/SG O ~ B ¢ ” (@ Sophos SafeGuard We... | @ localhost X ‘ | A A LE

<?xml version="1.0" encoding="UTF-8"?>

<string xmins="http:/ {temEuri.urg/"}<Dataroot>|<WebService>0K< /WebService> I
<DBAuth>0K< /DBAuth>{ <Info> <Database>SafeGuard</Database>
<Server>dbserver</Server> <Version></Version> <Mame>DBFactorySql on
process: w3wp Process ID: 3816</Name> <Owner>[dbo]</Owner>

<ConnectionInfo>Windows account credentials are used for
authentication.<fConnectionInfo> < /Info> «/Dataroot></string=>
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5. Configuring the SGNSRV web page to use SSL

Ve

transport encryption

The data transfer between SafeGuard clients and the SafeGuard Server can be encrypted
using either the Sophos encryption or SSL. Sophos recommends using SSL (default as of
SGN 6.10) as it has huge performance benefits (especially in environments with more than
100 clients).

Please Note: If you want to manage OSX Clients, SSL transport encryption is a
requirement.

A Using SSL

5.1

The following steps describe how to implement SSL to secure the communication between
the SafeGuard Client and the SafeGuard Server.

The main advantage of using SSL is the performance win compared to the integrated
encryption. Using SSL is approximately 40% faster and can furthermore parallelize
connections to multiple threads and CPUO6s.

Setting up SSL encryption to secure the communication requires a valid certificate. The
following certificate types can be used in order to secure the communication:

A self- signed certificate
Certificate issued by a PKI having a private or a public root certificate

This document describes the installation procedure using a self-signed certificate.

Important note: In case only a certificate created by a public PKI and no PKI
infrastructure is available it is not possible to use this certificate to secure the
communication with SSL.

Quick installation reference

1. Create a new self-signed certificate.
2. Configure the SGNSRV web page to accept a certificate.
3. Deploy the certificate.
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5.2 Creating a self-signed certificate

To create a self- signed certificate using SafeGuard Enterprise please follow these steps:

1. Open the SafeGuard Certificate Manager (which is installed on the same machine as the
SafeGuard Management Center) Start > SafeGuard Certificate Manager.

Ll i O

Windows SafeGuard(R) SafeGuard(R)
PowerShell Certificate... Management...

Internet

Task Manager Information...

2. Enter the password for the certificate store.

To authenticate use the same password that is used to log on to the SafeGuard
Management Center: in this example it would be 123456.

7l SafeGuard ® Certificate Manager =lo] x |
B | Sle| B| =

- Addressbook

oMY CM=M50, Ql=5ophos SafeGuard® Officer Certificate

i Trusted Root
§ Enter password |-|o -

Please enterthe password for your RSA private key slot.

|
| Cancel |
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3. Create a new certificate. The name of the certificate must be the FQDN name of the IIS Server.

Inthiscasethecer t i fi cat e’ sSewear20821I1Svad elsd denadithe name oh o
t he mac Berver2012l1ISO fand the name of the domain is fAtest

The key length of the certificate remains on the default value. The password can be set just as
desired.

-

W Create New Certificate -

Enter the common name (part of the subject) for the new certificate:
I |5erver2l3 12115, testdomain. cnm|

Select the desired key length:
" 1024 Bits

(¥ 2043 Bits
(" 4096 Bits

Select the desired signature algarithm:
" SHA-1
(¥ SHA-258

Enter the password for the generated PKCS#12 file:

Select the certificate expiration date:
| Tuesday , December 10, 2019 ﬂ

| Cancel ‘

4. After pressing OK save the cert and the .p12 file to a destination that can be reached from the
machine which hosts the IIS.

Note:
If you're using a PKI please create a certificate for the machine that is running the
SafeGuard Enterprise Server. The certi ficateds name must be ident.

shown in the Internet Information Service (IIS) Manager top node. Besides this the
certificate must be issued to the machine using the FQDN name of this machine.
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5.3 Configuring the SGNSRV web page to accept
certificates
As soon as a valid certificate in order to use SSL is available, it is possible to configure the

SGNSRV web page to accept a certificate secured connection. To do so, follow these
steps:

Open the Internet Information Services (lIS) Manager.

Click on the server name.
From the center menu, double-click the "Server Certificates" button in the "lIS" section

center pane.

wnN e

4. From the Actions menu (on the right), select Import. The Import Certificate wizard is
opened.

5. In the open dialog change the file extension to *.* and browse to the location where the
.p12 and the .cer file are stored. Select the p12 file that was created before. In case that

file extensions are disabled please select the file with the description Personal information

Exchangebo
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