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Publicis Group Ireland,
a Dublin-based media and
advertising agency, achieves
a near ‘cost neutral’ security
upgrade, consolidation and
remote worker solution
with Sophos.
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Sophos Customer
Since 2013

“Publicis Group Ireland strengthened
network security and saved €12,000
per year on operating costs.”
TOBY WELLS
IT Manager, Publicis Group

Publicis Group Ireland A customer success story

Dublin-based Publicis Group provide media
and advertising services to well-known brand
names including Cadbury, Renault, Spar and
Nestlé. The company has 250 staff members
across three offices in Dublin. When IT Manager,
Toby Wells joined the company in 2012 he
decided to make some dramatic improvements,
supported by Sophos.

“Today the endpoint
is the new perimeter,
so it’s vital to have a
solution that protects
users, regardless
of where they are
accessing the Internet
from. I had used
Sophos web security
and RED products
before and knew they
were a perfect fit for
our needs.”
Toby Wells
IT Manager, Publicis Group

Business Challenge
Until 2013, Publicis Group were relying
on a managed firewall and separate,
cloud-based, endpoint antivirus solution.
Whilst robust, the firewall did not offer
any level of intrusion detection, or
protection against modern, web-based
attacks. There was no web filtering or
‘next-generation’ application control and
user level reporting was limited.
ÌÌ Endpoint Antivirus worked against standard viruses
and malware but was ineffective against modern attack
vectors from compromised sites.
ÌÌ The central management console was slow to receive and
push out updates.
ÌÌ Tamper control was inadequate.
ÌÌ The entire solution proved almost impossible to deploy
effectively on the growing numbers of Apple Macs in
the business.
ÌÌ The team were unable to respond to firewall changes
quickly. Responses from the service provider would often
take up to 16 hours and this would need to be replicated
at each site, causing further delays.
ÌÌ Costs were escalating and service levels were
unacceptable.
Whilst these were critical issues they weren’t visible to
the business.
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“Sophos is much more than just
an antivirus company and you
really don’t need to be a genius
to implement their solutions”
TOBY WELLS
IT Manager, Publicis Group

Toby and his team, were asked to resolve
remote working for 250 staff; a critical
and highly-visible business need. In 2012
Publicis Group had moved to Office 365,
allowing anywhere access to email.
The challenge was to do the same for files, applications
and IP telephony in a cost-effective and simple way.
Toby was determined to provide a transparent solution
without reminding users of the technical challenges
behind it, saying “users don’t want to know how it works –
that is our job, to make it easy but secure.”

Technology Solution
Together, Publicis Group, Sophos and partner
Ergo defined a new, cost-effective and fit-forpurpose solution comprising Unified Threat
Management (UTM) and Sophos Remote
Ethernet Devices (RED).
Toby and his team can now manage all sites and the UTM
appliances centrally, pushing out changes in an instant.
The entire solution, previously sourced from a number of
vendors, has now been completely consolidated.
UTM appliances from Sophos provide a network firewall
across all three sites as well as web-filtering protection,
intrusion detection, wireless and endpoint security.
Additionally, Sophos RED provides the secure, remote
access that was critical for Publicis Group staff whilst
on the move.

“Today the endpoint is the new perimeter so
it’s vital to have a solution that protects users,
regardless of where they are accessing the
Internet from. I had used Sophos web security
and RED products before and knew they were a
perfect fit for our needs.”
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Business Results
By choosing this solution from Sophos, Publicis Group
has seen:
ÌÌ a rapid transformation of their network security.
ÌÌ a reduction in running costs.
ÌÌ the ability to provide secure, flexible working for
250 people
Staff can now work securely from anywhere in the world
thanks to Sophos UTM appliances and RED; enabling
greater flexibility without risk. “There is no easier way to set
up site-to-site VPN than with RED,” comments Toby.
If the IT team needs support, they are able to call Sophos
directly and usually the answer is instantaneous. “Having
confidence in our vendor is so important. Sophos support is
second-to-none and we almost always get an instant fix.
We no longer have to wait for hours for an answer.”
Whilst the cost of the solution meant uplift in spending,
Toby views this as almost cost-neutral. “When you remove
the costs of the managed firewall solution and existing AV
contract, the costs over the next three years are minimal.
Add in the benefits of mobile endpoint control, wireless,
web filtering, application control and remote working –
it was an easy proposal to take to the board.”
Partners Ergo have also fully supported the new solution
and all three parties have worked hard together to achieve
full delivery and implementation within just five days.

“We now have a fully consolidated and easy-touse solution that provides a seamless experience
for our staff,” said Toby. “We feel like we are
in control. Sophos is much more than just an
antivirus company and you really don’t need to
be a genius to implement their solutions.”
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