In May 2011, North Mersey Health
Informatics Service (HIS) – a shared service
which provides information, management and
technology services to nine NHS Trusts in the
North West of the UK – reached the end of a
contract that saw Microsoft provide the bulk
of its endpoint security. By choosing Sophos
as the new primary security provider, North
Mersey HIS was able to demonstrate both
efficiency improvements and cost savings.
Customer-at-a-Glance
North Mersey Health Informatics Service
9 NHS Trust sites in North Mersey, UK

Industry
Healthcare

Sophos Solutions
Sophos Endpoint Security and Data Protection,
Sophos PureMessage for Microsoft Exchange and
Sophos Email Security and Data Protection

No of Users
11,000+

North Mersey Health Informatics Service A customer success story

The North Mersey HIS was established in October 2006 and
provides Information Management & Technology (IM&T)
services to nine separate NHS Trusts in the North Mersey
area. The organisation was formed by bringing together
existing IM&T staff from the individual Trusts, and it now
acts as a shared service for the various NHS organisations
to which it provides support.

Business Challenge

“We were at a
crossroads where
cost-cutting financial
pressures had to
be balanced with
the logistics of
deploying a whole
new security solution
across thousands
of endpoints”
Steven Parker
Technical Architecture Manager,
North Mersey HIS

North Mersey Health Informatics Service A customer success story

Operating within the healthcare sector, it’s
necessary for the individual Trusts to store and
process a huge amount of confidential patient
data – making IT security a very high priority.
Systems must be reliably and constantly
defended against malware outbreaks that could
potentially compromise data and impact the
performance of computer networks.
Until May 2011, IT security at the Trust was covered
by the NHS England Enterprise Agreement (NHS EA).
When this agreement, which saw Microsoft providing
endpoint security technology to the NHS expired, North
Mersey HIS was required to seek an alternative – both for
the incumbent ‘Microsoft Forefront’ security solution which
was in place at a number of the Trusts supported by the
HIS, and McAfee EPO at another of the Trusts in the area.
Another consideration for the HIS at this time was meeting
the Quality, Innovation, Productivity and Prevention (QIPP)
requirements placed on NHS institutions. This programme’s
overarching goal is to demonstrate over £20 billion of
efficiency savings by 2014-15.
It is also crucial that the IT security solutions for the
Trusts do not have a negative impact on the performance
and uptime of the computer network. Busy staff require
constant, reliable network access without having to
consult administrative support.

Technology Solution
After considering a range of alternative options,
North Mersey HIS decided to switch endpoint
protection to Sophos Endpoint Security and
Data Protection. Sophos came out ahead of
the competition in terms of both cost efficiency
and functionality. The broad range of features
offered by the Sophos solution has allowed the
HIS to consolidate, removing additional point
products that were no longer necessary.
The central console of Sophos’s endpoint solution enabled
the HIS to centrally manage the switch-over in the majority
of the managed Trusts. With the help of channel partner
Foursys, and by implementing a special existing-client
removal tool, Sophos Endpoint Protection was rolled out
to thousands of desktops – and laptops – with minimal
administrative overheads.
With Endpoint Security and Data Protection, computers and
devices that access the network are assessed to check if
they are incorrectly patched or have the firewall disabled.
The administrator can choose to configure the solution to
ensure that vulnerabilities on machines trying to access the
network are automatically fixed before allowing network
access, or to simply block non-compliant computers.

North Mersey Health Informatics Service A customer success story

A particular aspect of the Sophos endpoint client which is
proving useful in Primary Care Trust environments is the
ability to set policies on which applications users can install
and run. With Sophos research finding that 63% of system
administrators are concerned that employees share too
much personal information via social media websites, it
is becoming increasingly important for administrators to
have a greater level of control over applications such as
web browsers and instant messaging clients. In addition,
application control can improve the user experience, reduce
IT support calls and improve network continuity.

Other Sophos products in use across the NHS
Trusts supported by North Mersey HIS include
Sophos PureMessage for Microsoft Exchange —
part of Email Security and Data Protection —
which blocks email-borne spam, viruses, spyware
and phishing attacks – and Sophos Email Security
and Data Protection, which is used to encrypt email
communications, crucial in an NHS environment.
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“The central
console of Sophos’s
endpoint solution
enabled the HIS to
centrally manage
the switch-over in
the majority of the
managed Trusts.”

Business Results
The Sophos solutions have enabled North
Mersey HIS to demonstrate a commitment
to the particular requirements placed on the
organisation by the NHS. The speed and cost of
the deployment provide initial benefits, while
the consolidation of security across the Trusts
and the simplified management of the Sophos
solutions are enabling long term efficiency gains.
The public sector, and healthcare in particular, is extremely
challenging in terms of data protection and regulations.
Coupled with the recent high-profile demand for costs to be
mitigated across UK government sponsored organisations,
there is a lot of pressure on the NHS, with no room for error.
Sophos solutions are designed specifically to make security
simpler, which can help alleviate some of the pressure on
stretched IT departments in healthcare and other public
sector environments.
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