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1 Installation Issues

This section contains troubleshooting information about Sophos NAC installation issues.

1.1 Sophos NAC Installation

This section contains information about issues related to the Sophos NAC installation.

Cause Resolution

Issue: SQL server databases installation fails

During the installation, a window displays with
the following messages: "Failed to load the test
rule file" with a given XML file name and
"Cursor operation conflict." This message
displays because the "No count" attribute is
turned on for connections on the SQL server.

1. Open Microsoft SQL Server Enterprise
Manager and find the SQL server where the
installation failed.

2. Right-click the SQL server and select
Properties.

3. Click the Connections tab.

4. In the Attribute list, find the "No count”
attribute and clear the check box.

5. Click OK.

Issue: Application installation fails

SQL server was not installed first, or the Install the SQL server databases prior to
incorrect version of SQL server is installed. The | installing the application server.
following error displays: "The Sophos NAC
SQL Server Installation must be run prior to
running Sophos NAC Application Installation.
Unable to determine SQL Schema version for
database, policyStore."

Note: This issue applies to software
installations of 1,001 to 10,000 endpoints.

1.2 Agent Installation

This section contains information about issues related to the Quarantine Agent installation.

Resolution

Issue: Agent installation fails
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Resolution

Account being used for installation does not | Ensure that the account installing the Agent
have local administrator privileges. has local administrator privileges.

1.3 Web Agent Installation

This section contains information about issues related to the Web Agent installation.

Cause Resolution

Issue: One or more of the Web Agent components fails to download or install. The Web Agent
Results page displays a message such as "One or more Web Agent components are not properly
installed."

ActiveX controls must be enabled in Internet | Enable ActiveX controls to be installed by
Explorer for the Web Agent zone. Internet Explorer from the Web Agent page.

The following are the required Internet
Explorer 5.0 or greater security settings that
must be specified for the correct Web content
zone. The correct Web content zone depends
on where you install the Web Agent.

m Run components signed with Authenticode
must be enabled.

m Automatic prompting for ActiveX controls
must be enabled.

m Download signed ActiveX controls must
be enabled.

m Run ActiveX controls and plug-ins must
be enabled.

m Script ActiveX controls marked safe for
scripting must be enabled.

m On endpoints running Internet Explorer
7.x, the server where the Web Agent is
installed must be specified as a trusted site.
Additionally, Protected Mode must be
disabled on Vista.
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Resolution
User's profile may not have administrator Ensure that the user is running an account with
privileges, which are required to install ActiveX | administrative privileges when attempting the
controls. initial installation of the Web Agent.
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2 NAC Manager Issues

This section contains troubleshooting information about NAC Manager issues.

2.1 Connection or Installation

This section contains information about NAC Manager issues related to connection or installation.

Cause Resolution

Issue: Cannot connect to the NAC Manager

Administrator cannot log on to the NAC

1. Ensure that you can reach the Sophos NAC
Manager.

server.

2. Ensure that the account name and
password are valid.

3. Permissions may not be set up properly for
the Sophos applications in the SQL server
databases. For more information, see the
"All Sophos NAC server application
components fail to connect to the SQL
server databases" issue in the following
section: Sophos NAC Server on page 21.

ASP.NET state service is not running. Set the ASP.NET state service to automatic and
start it.

2.2 NAC Manager

This section contains information about NAC Manager issues.

Cause Resolution

Issue: Certain windows are not displaying in the NAC Manager

If popup blocker is activated, certain tasks are | De-activate popup blocker when using the
restricted in the NAC Manager, such as NAC Manager.
printing a report and viewing the Online Help.

Issue: Cannot perform creating, modifying, or configuration functions in the NAC Manager

The SQL datab t available.
e SQL server databases are not available 1. Ensure that the SQL server databases are

functioning properly.
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Cause Resolution

2. Ensure that the SQL server service is started
properly.

The installation did not complete successfully.

The installation did not complete successfully.
Check the Sophos NAC server Event Log for
installation errors, and complete the Sophos
NAC server installation.

Issue: Application names are not displaying appropriately in the NAC Manager.

East Asian language support is not installed.

Ensure that you have installed the files
necessary for East Asian language support
(through the Control Panel > Regional and
Language Options) on the machine from
which you are viewing the NAC Manager.

Issue: Using the browser buttons on the browser produces an error.

You are using the Web browser buttons to
navigate.

Using the Web browser buttons to navigate in
the Console is not supported. Navigation and
functions should be performed using the menu
items, links, and buttons available on each

page.

Issue: You are not seeing every application capability or remediation action for an application.

Capabilities or remediation actions are not
supported for that application version or all
operating systems.

Available application capabilities and
remediation actions are dependent on the
application's software design. Some capabilities
and remediation actions may not be available
for particular operating systems that the
application is supported on, or for all versions
of an application. If a capability is not
supported, it will not display. If a capability is
supported on some operating systems but not
on others, only the supported operating
systems will display. If a remediation action is
supported on some operating systems but not
on others, the operating systems that are not
supported will display with an x in them.

Sophos recommends that you test a policy
prior to deploying it to ensure that you have
the correct application, application detection
rules, profile settings, and policy settings.
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Cause Resolution

Issue: You are not seeing every capability for a profile.

All capabilities do not fit on the NAC Manager | Collapse the expander next to the heading to
page. view the capabilities on the Web page.




Sophos NAC for Endpoint Security and Control Troubleshooting Guide

3 Logging Issues

This section contains troubleshooting information about logging issues.

3.1 Agent Logging

This section contains information about issues related to Quarantine Agent logging.

Cause Resolution

Issue: Agent log files are not present for the Quarantine Agent

Logging is not turned on.

Turn on logging on the Agent by selecting the
Enable Logging check box on the About dialog
box. If not specified, logging is automatically
set at level 1 (error and warning messages).

Note: Logging affects performance; therefore,
it is reccommended that you enable logging for
troubleshooting purposes only and disable
logging when troubleshooting is complete. Log
files are located in the following folder: <Agent
Installation Directory>\Sophos\NAC\Logs.

3.2 Web Agent Logging

This section contains information about issues related to Web Agent logging.

Cause Resolution

Issue: Agent log files are not present for the Web Agent

Logging is not turned on.

Turn on logging for the Agent (in the registry
on endpoint)

Note: Logging affects performance; therefore,
it is recommended that you enable logging for
troubleshooting purposes only and disable
logging when troubleshooting is complete. Log
files are located in the following folder:
%tmp%\Sophos\NAC\Logs.

O
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4 Server Communication Issues (from the Agent)

This section contains troubleshooting information about server communication issues occurring
on or from the Agent.

4.1 Policy Retrieval or Reporting

This section contains information about issues related to policy retrieval or reporting.

Cause Resolution

10

Issue: Policy retrieval or reporting failed

Issues on page 19.

Important: For additional policy or report issues, see Policy Issues on page 13 or Report

The server address was not correct when the
Agent was deployed, or the server address was
changed after the Agent was deployed. The
server address being used to connect to the
Sophos NAC server displays in the log file.

If the IP address or DNS name is not correct,
the following error displays in the Results
dialog box or page: "The agent was unable to
perform the <> operation. If this problem
persists, please contact your administrator to
report the problem. (Reason: Server not found.
Code: 700)".

Note: The Sophos Enterprise Console
installation attempts to pre-populate the NAC
URL with the correct server address. If
successful, the NAC Manager opens when you
click the NAC toolbar icon in Sophos
Enterprise Console. If not successful, you are
prompted to type the correct server address
when you click the NAC toolbar icon. The
Agent uses the NAC URL to communicate with
the NAC server. For more information, see the
Sophos Endpoint Security and Control network
startup guide.

1. Verity the server address (IP address or
DNS name) of the Sophos NAC server by
opening the Agent API log file, located in
the <drive>:\Documents and Settings\All
Users\Application Data\Sophos\Sophos
NAC\Logs folder and named
<GUID>_trace.log (or
%tmp%\Sophos\NAC\Logs for the Web
Agent). For Sophos NAC Agents, this log
file displays if the Logging Agent setting in
the Agent configuration template is set to
Log All Messages and Brief Trace. For the
Web Agent, this is level 3 in the registry on
the endpoint.

2. Do one of the following:

m If the Agent was deployed to endpoints
via Sophos Enterprise Console and the
Protect computers wizard, reconfigure
the NAC URL in Sophos Enterprise
Console and reprotect endpoints to
obtain the new server address. The
format for the server address must be
only the DNS name or IP address, such
as "www.sophos.com" or "10.0.0.160".

m If the Agent was deployed to endpoints
by running the setup.exe program from
the file share where EM Library (CID)
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Cause Resolution

is installed, run the setup.exe program
with the new server address on
endpoints. The format for the server
address must be only the DNS name or
IP address, such as "www.sophos.com"
or "10.0.0.160".

The endpoint may not have Internet access. Ensure that the endpoint has access to the
Internet.

Th hos NA tb hed.
¢ Sophos NAC server cannot be reache 1. Ensure that the firewall software on the

endpoint is not blocking traffic to the
Sophos NAC server, and verify that a
firewall is not blocking traffic to the
endpoint. If a firewall is blocking the traffic,
open the firewall as necessary to permit
traffic through it.

2. Ensure that the appropriate Sophos NAC
server address is functional by testing the
Sophos NAC server URL in a Web browser.
If a Web services error displays, the server
address is correct. Interface URLs are:

http(s)://<AppServer>/RegistrationInterface/

RegistrationInterface310.asmx

3. In the case that the endpoint is at a remote
location, the endpoint should log on to the
VPN and then perform a user-initiated
compliance check via the Agent on the

endpoint.
The Agent is using a Web proxy server to Access the Web proxy settings in Internet
connect to Sophos NAC, and the Web proxy | Explorer, and ensure that the settings are
server settings are incorrect. correct:

1. Click Tools > Internet Options .

2. Click the Connections tab.

3. Click Settings and/or LAN Settings, and
specify the appropriate proxy settings.

11
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Cause Resolution

Ensure that the appropriate Sophos NAC
server address is functional by testing the
Sophos NAC server URL in a Web browser.
If a Web services error displays, the server
address is correct. Interface URLs are:

http(s)://<AppServer>/RegistrationInterface/

RegistrationInterface310.asmx
http(s)//<AppServer>/PolicyInterface/Policynterface310asmx

CPOIMUNICTIAGY IREPO IICHIACC

The Agent is using a Web proxy server to
connect to Sophos NAC, but the Web proxy
server settings are not set for the current user.

Ensure that the Web proxy settings in Internet
Explorer are set for the current user, since the
settings are set separately by user. For more
information, see the previous issue.

A DNS entry has changed and the endpoint
has not been restarted or the AgentAPI.exe
process has not been stopped and restarted.

Restart each endpoint, or exit the Agent and
then stop and start the AgentAPI.exe process
on each endpoint. This clears the outdated
DNS entries.
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5 Policy Issues

This section contains troubleshooting information about policy issues.

5.1 Policy Retrieval

This section contains information about issues related to policy retrieval.

Cause Resolution

Issue: Policy retrieval failed

Important: For more information, see Server Communication Issues (from the Agent) on
page 10.

5.2 Policy Assessment and Enforcement

This section contains information about issues related to policy assessment and enforcement.

Cause Resolution

Issue: Agent is unable to assess/enforce policy

Important: For more information, see Server Communication Issues (from the Agent) on
page 10.

Issue: Endpoint is not receiving any policy

The endpoint's policy has not yet been This issue may be a side effect of issues within
retrieved. the following section: Policy Retrieval or
Reporting on page 10. Verify that the endpoint
is not receiving a policy (use Agent Session
report to confirm). If not, follow the
troubleshooting steps contained in that section.

Issue: Endpoint is not receiving correct policy

The endpoint's group is incorrectly assigned. | Ensure that the endpoint's group assignment
is correct, and that the correct NAC policy in
Sophos Enterprise Console is applied to the
endpoint's group.
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The endpoint's group is not created in Sophos
Enterprise Console.

Resolution

Create or import the group in Sophos
Enterprise Console. For more information, see
the Sophos Endpoint Security and Control user
manual.

Issue: Endpoint is not assessing against an up-to-date policy

Important: For more information, see Server Communication Issues (from the Agent) on

page 10.

If using the Quarantine Agent, the Policy
Refresh Interval has not been reached and,
therefore, the Agent has not retrieved the
updated policy.

Retrieve the policy through a user-initiated
compliance check, available using the Check
Compliance menu option associated with the
Quarantine Agent system tray icon.

Issue: Agent settings or functionality are incorrectly applied on the endpoint.

This issue may be a side effect of the "Endpoint
is not receiving correct policy" issue or
"Endpoint is not assessing against an
up-to-date policy” issue.

Verify that the endpoint is receiving the correct
policy and up-to-date policy (use Agent
Session report to confirm). If not, follow the
"Endpoint is not receiving correct policy" or
"Endpoint is not receiving up-to-date policy"
troubleshooting steps. If the endpoint is
receiving the correct and up-to-date policy,
continue with the other steps in this section.

Incorrect Agent configuration template was
added to the endpoint's policy or the settings
are incorrect in the Agent configuration
template.

Verify that the correct Agent configuration
template is applied to the endpoint's policy
and that the template contains the correct
Agent settings.

Agent is not displaying expected locale of skin.

The Agent skin is dynamically displayed
depending on the default user locale, regardless
of the language of the operating system that is
installed on the endpoint.

Issue: Enable remediation action for Windows

Update profiles is not working.

Group policy does not permit enabling
Automatic Updates.

If the group policy does not permit enabling
Automatic Updates, you cannot override it
with NAC policy. Ensure that the group policy
is how you intended it and that the NAC policy
is in sync with the group policy.

Issue: Application is not detected on the endpoint or application fails detection
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Cause Resolution

Actual application you are detecting may be
inaccurate.

Verify that you have the appropriate name of
the application associated with the profile that
has been added to the policy. Applications are
listed in the NAC Manager under the core
product name. Sometimes, the application is
marketed under a different name. Review the
actual installed product to determine the core
product name, or contact the vendor to verify
the core product name.

Sophos recommends that you test a policy
prior to deploying it to ensure that you have
the correct application, application detection
rules, profile settings, and policy settings.

Version number defined in the profile
capability or application detection rule does
not contain the correct number of significant
values for the intended endpoint evaluation.

The version is evaluated on the endpoint using
the number of significant values specified in
the condition or detection rule. Therefore, if
you are defining a Version capability or if you
are creating a detection rule with a version,
ensure that the version number contains the
correct number of significant values for the
intended endpoint evaluation.

For example, if you create a condition that
specifies == 8 and the version on the endpoint
is 8.1, the software compares 8.1 to 8 in the
condition (one significant value), and the
condition is met. However, if you create a
condition that specifies == 8.0 and the version
on the endpoint is 8.1, the software compares
8.1 to 8.0 in the condition (two significant
values), and the condition is not met.

Date format defined in the capability does not
exactly match the format returned from the
compliance assessment.

If you are defining a profile for a standard
anti-virus or anti-spyware application, and you
are specifying a Date capability (Last Scan Date
and Signature Date) using the == (Equal to)
operator, ensure that the date is returned from
the endpoint in the MM/DD/YYYY format. If
the application returns a date in the
MM/DD/YYYY HH:MM:SS format, the
detection may fail even if the date on the
endpoint is identical to the value specified in

15
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Cause Resolution

the condition. To avoid this issue, you can use
the >= (Greater than or equal to) or <= (Less
than or equal to) operator instead of == when
defining dates, or test a policy prior to
deploying it to ensure that the == operator
does not fail detection.

5.3 Messaging or Remediation Actions

This section contains information about issues related to messaging or remediation actions.

Cause Resolution

Issue: Messages are not being displayed and remediation actions are not being performed on
the endpoint.

M is not displaying t .
€95ag€ 15 NOL CISpray1ng f0 USELS 1. Verify that the policy is in the Remediate

or Enforce mode. If it is in the Report Only
mode, messages will not display.

2. Verify that a message is created, that the
message is associated with the correct
profile condition, and that the condition
was met on the endpoint. Use the NAC
Manager to view the Agent Session report,
Assessment Details link for the profile
details and messages displayed to users.

Remediation action is not being performed on

the endpoint. 1. Verify that the policy is in the Remediate

or Enforce mode. If it is in the Report Only
mode, remediation actions will not be
performed.

2. Verity that the remediation action is
selected for the correct profile condition
and that the condition was met on the
endpoint. Use the NAC Manager to view
the Agent Session report, Assessment
Details link for the profile details and
remediation actions performed on the
endpoint.

16
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Cause Resolution

3. If you have a policy that requires the
software to automatically update an
anti-virus or anti-spyware signature file,
verify that the appropriate access template
permits access to the signature file server
location so that the update can be
implemented.

4. If you have verified steps 1-3 and the
remediation action is still not being
performed, the remediation action may not
be supported on that particular operating
system. If a remediation action is supported
on some operating systems but not on
others, the operating systems that are not
supported will display with an x in them.
Ensure that the user can remediate the
application another way, and ensure that a
message for that application capability is
created to advise the user on remediation
instructions.

5.4 Signature Date File

This section contains information about issues related to the signature date file.

Cause Resolution

Issue: Latest signature date file is not being retrieved by the Agent

Important: For more information, see Event Log on page 22.

CurrentDefsLoader is not downloading the Verity from the Sophos NAC server Event Log
latest signature date file. that the CurrentDefsLoader has failed and view
the reason for the failure. The most likely cause
of the failure is the server not having outbound
access to the Internet, which is required by
CurrentDefsLoader. Re-run the
CurrentDefsLoader scheduled task on the
server to download and update the application
signature date information. For more

17
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Resolution

information, see the Sophos NAC Installation
Guide.

18
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6 Report Issues

This section contains troubleshooting information about report issues.

6.1 Agent

This section contains information about issues related to Agent reporting.

Cause Resolution

Issue: Agent is unable to report

page 10.

Important: For more information, see Server Communication Issues (from the Agent) on

6.2 NAC Manager

This section contains information about issues related to NAC Manager reports.

Cause Resolution

Issue: The Agent Session report is missing data

If using the Quarantine Agent, the policy's
Reporting Interval has not been reached and,
therefore, the Agent has not updated the report
data.

Update report data through a user-initiated
compliance check, available using the Check
Compliance menu option associated with the
Quarantine Agent system tray icon.

Issue: Reports look incomplete or are missing details

Policy Transfer Service may not be running.

Start the Policy Transfer Service on the Sophos
NAC server and ensure that it is set to
Automatic.

Issue: Running a report produces results that look out-of-date

If using the Quarantine Agent, the policy's
Reporting Interval has not been reached and,
therefore, the Agent has not updated the report
data.

Update report data through a user-initiated
compliance check, available using the Check
Compliance menu option associated with the
Quarantine Agent system tray icon.

The Agent Report Service may not be running.

Start the Agent Report Service on Sophos NAC
server and ensure that it is set to Automatic.
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Cause Resolution

Issue: Event Log for SQL Server Desktop Engine (MSDE) displays errors indicating that the
ReportStore database exceeded its size limit

Report data has exceeded the 2 GB set limit in | Set the purge days setting to be less than 30
the ReportStore database. days (which is the default). For more
information, see the Sophos NAC Installation
Guide.

20



Sophos NAC for Endpoint Security and Control Troubleshooting Guide

7 Server Issues

This section contains troubleshooting information about server issues not on or from the Agent.

7.1 Sophos NAC Server

This section contains information about issues related to the Sophos NAC server.

Cause Resolution

Issue: SQL server machine is not reachable by Sophos NAC

Sophos NAC is not properly connected to To verify connectivity, perform the following
communicate with the SQL server databases. | steps on the Sophos NAC server, using a
Sophos NAC service account with access to the
SQL server databases:

1. Create a new .txt file on the desktop of the
Sophos NAC server.

2. Rename the file conn.udl. You must have
the .udl extension.

3. Once created, double-click the conn.udl
file.

4. From the Data Link Properties window,
click the Provider tab.

5. Select Microsoft OLE DB Provider for SQL
Server, and then click Next.

6. Select or type the SQL server name or
instance. This name must be the same
name you used on the Sophos NAC server
installation.

7. Select the Use Windows NT Integrated
security option button.

8. Select the Select the database on the server
option button.

9. Select PolicyStore from the list box.

10. Click Test Connection.

For information on potential reasons for
connectivity issues and solutions, see Sophos
NAC Installation on page 3 and the "All
Sophos NAC server application components
fail to connect to the SQL server databases"
issue below.

Issue: All Sophos NAC server application components fail to connect to the SQL server databases

21
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Cause Resolution

Permissions are not set properly for the Sophos
NAC applications in the SQL server databases.

1. Open the Services Snap-in on the Sophos
NAC server.

2. Look at Sophos NAC Host Service to
identify what account identity the service
is running under.

3. Verify the account identity has permissions
to the database.

7.2 Event Log

This section contains information about server issues related to the Event Log.

Cause Resolution

Issue: CurrentDefsLoader errors are displaying in the Sophos NAC server Event Log

The Sophos NAC server may not have Internet

1. Ensure that the Sophos NAC server has
access.

Internet access. To do this, open the
CurrentDefsLoader.exe.config file from the
Program
Files\Sophos\NAC\CurrentDefsLoader\
directory, locate the following key, copy the
URL, and paste it in the Web browser to
test: <add key="SourceURI" value="
http://nacsigdefupdate.sophos.com/avsupdate/"
/>

2. Important: This step is not recommended
since CurrentDefsLoader.exe.config file is
updated hourly and data will be out-of-date
very quickly.

In the case where the Sophos NAC server
does not have Internet access, manually
load the epupdate.xml file and the
epupdate.xml.hash from
http://nacsigdefupdate.sophos.com/avsupdate/
locally (i.e., directly on the Sophos NAC
server), and update the
CurrentDefsLoader.exe.config file to point

22
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Resolution

to the location of the epupdate.xml and
epupdate.xml.hash.

23
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8 Enforcement Issues

This section contains troubleshooting information about network enforcement issues.

8.1 Network Access

This section contains information about enforcement issues related to network access.

Cause Resolution

the Agent Results dialog box

Issue: Endpoint is being denied when the endpoint should be permitted (or vice versa), endpoint
is being quarantined when the endpoint shouldn't be, or user is seeing incorrect message(s) in

This issue may be a side effect of the "Endpoint
is not receiving correct policy" issue or the
"Endpoint is not assessing against an
up-to-date policy” issue. For more
information, see Policy Assessment and
Enforcement on page 13.

Verify that the endpoint is receiving the correct
policy and up-to-date policy (use Agent
Session report to confirm). If not, follow the
"Endpoint is not receiving correct policy" or
"Endpoint is not receiving up-to-date policy"
troubleshooting steps. If the endpoint is
receiving the correct and up-to-date policy,
continue with the other steps in this section.

Agent Enforcer or DHCP Enforcer is denying
access to the endpoint.

Use the NAC Manager to view the Agent
Enforcer or DHCP Enforcer report to view the
reason that the Enforcer denied endpoint
access.

Incorrect Agent Enforcer access templates or
Agent Enforcer access templates with incorrect
settings are associated with the policy.

Ensure that the correct Agent Enforcer access
templates are applied to the Agent states and
compliance states in the policy, and verify that
the Agent Enforcer access templates used in
the policy include the appropriate network
resources. Also, ensure that the network
resources have the correct executable names,
ports/protocols, or IP addresses, if applicable.

If you apply an Enforcer access template that
prevents network access in the Report Only or
Remediate modes, all endpoints will be denied
access regardless of their actual compliance
state. To enforce a compliance state, you must
change the policy mode to Enforce.

Incorrect DHCP Enforcer access templates or
DHCP Enforcer access templates with incorrect

Ensure that the correct DHCP Enforcer access
templates are applied to the correct access and
compliance states in the policy and Enforcer
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Cause Resolution

settings are associated with the policy or
Enforcer settings.

settings, and verify that the DHCP Enforcer
access templates contain the correct settings.

If you apply an Enforcer access template that
prevents network access in the Report Only or
Remediate modes, all endpoints will be denied
access regardless of their actual compliance
state. To enforce a compliance state, you must
change the policy mode to Enforce.

DHCP Enforcer access templates are
prioritized incorrectly.

Ensure that the DHCP Enforcer access
templates are prioritized correctly in the policy
or Enforcer settings. Prioritize the more
specific/strict access templates first and the less
specific/strict access templates last. The more
specific/strict access templates provide a
specific IP address or more limited IP address
range, whereas the less specific/strict access
templates provide a wider IP address range.

Executable network resource is not detected
by the software.

The executable process name must be the name
that displays in the Windows Task Manager,
Processes tab.

The software detects only executables that run
at the Winsock level. If the application is not
running at the Winsock level, it will not be
detected.

Network resources are prioritized incorrectly.

Ensure that the network resources are
prioritized correctly in the Agent Enforcer
access template. Prioritize the more
specific/strict network resources first and the
less specific/strict network resources last. If
more than one network resource applies to an
endpoint, the first matching network resource
determines network access for the endpoint
session. Executable network resources are
evaluated before port/protocol network
resources.

Endpoint is exempt and should not be, or is
not exempt and should be.

Ensure that the endpoint is not an exemption
if it should be evaluated for compliance.
Likewise, ensure that the endpoint is an
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exemption if it should not be evaluated for
compliance.

Ensure that the appropriate DHCP Enforcer
access templates are applied to the exemptions.

Additionally, ensure that the exemptions are
prioritized correctly on the Exemptions list
page. Prioritize the more specific/strict
exemptions first and the less specific/strict
exemptions last. If more than one exemption
applies to an endpoint, the first matching
exemption determines network access for the
endpoint session. Additionally, if more than
one access template applies to a particular
exemption, the first template that contains the
matching IP address of the DHCP server or
DHCP relay is used.

The profiles associated with the policy may not
contain the endpoint's operating system, and,
therefore, are not being properly assessed.

1. Using the NAC Manager, ensure that the
endpoint's operating system is added as an
operating system profile in the assigned
policy.

2. Use the NAC Manager to view the
Non-Compliance Detail report or Agent
Session report, Assessment Details link to
ensure that the Agent is assessing the
applications.

The endpoint's last policy retrieval is outdated
according to the Agent Policy Update
Threshold.

Ensure the last policy retrieval for the endpoint
has been within the time defined in the Agent
Policy Update Threshold field in the NAC
Manager ( Configure System > Enforcer
Settings ). Retrieve the policy through a
user-initiated compliance check, available
using the Check Compliance menu option
associated with the Quarantine Agent system
tray icon.

The Override DHCP Enforcer check box in
the NAC Manager ( Configure System >
Enforcer Settings ) is selected.

De-select the Override DHCP Enforcer check
box, and ensure that the Default access state
has the correct access templates assigned for
the DHCP enforcement type.
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System tray application may not be running
on the endpoint.

Note: This issue applies only to the Quarantine
Agent.

1. Ensure that the system tray application is
running.

2. Ensure that the Agent API service is
running.

The Agent Enforcement Action setting in
policy (DHCP Agent Settings section) is set to
None, and the endpoint is still using a
non-compliant IP address.

Note: This issue applies to the Agent Enforcer
and DHCP Enforcer.

If the Agent Enforcement Action setting in
policy is set to None, and the endpoint has
moved from a non-compliant state to a
compliant state, the endpoint may not be
receiving a compliant IP address. Change the
Agent Enforcement Action setting to Release
Renew, save the policy, and perform a
user-initiated compliance check on the
endpoint.

User did not see a message even though the
endpoint is denied or quarantined.

1. Verify that a message is created, that the
message is associated with the correct
profile condition, and that the condition
was met on the endpoint. Use the NAC
Manager to view the Non-Compliance
Detail report or Agent Session report,
Assessment Details link for the profile
details and messages displayed to users to
see why the endpoint was denied or
quarantined and did not receive a message.

2. Verify that the policy is in the Remediate
or Enforce mode. If it is in the Report Only
mode, messages will not display. If you
apply an Agent Enforcer access template
that prevents network access in the Report
Only mode, all endpoints will be denied
access regardless of their actual compliance
state.

3. Ensure that the correct access templates are
applied to the correct policy access and
compliance states, and verify that the access
templates contain the correct settings or
network resources.
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There may be a problem with the installation
of one or more security applications on the
endpoint.

1. Use the NAC Manager to view the
Non-Compliance Detail report or Agent
Session report, Assessment Details link for
compliance assessment details to determine
what issues the Agent is having.

2. Ensure that the expected security
applications are functioning as expected on
the endpoint. For more information, refer
to the security application's Web site,
troubleshooting information, and, if
necessary, customer support.

Undetermined network access issues. ..
1. Ensure that the policy is correct.

2. Use the NAC Manager to view the
Non-Compliance Detail report or Agent
Session report, Assessment Details link for
compliance assessment details.

3. Use the NAC Manager to view the Agent
Session report and ensure that the Agent is
receiving the expected policy and policy
version.

4. Use the NAC Manager to view the Agent
Enforcer, DHCP Enforcer, or DHCP
Exemption reports for additional network
access and exemption troubleshooting.
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9 Third-Party Application Issues

This section contains troubleshooting information about third-party application issues.

9.1 Third-Party Applications

This section contains information about issues related to the use of third-party applications.

Cause Resolution

Issue: Another application is not working

The Agent Enforcer access template is Ensure that the Agent Enforcer access template
preventing another application from working. | associated with the endpoint's policy is correct.
Attempt to override the quarantine on the
endpoint. If the application works when the
quarantine is overridden on the endpoint,
ensure that the application's network resources
are included in the Agent Enforcer access
template associated with the endpoint's policy.
Also, ensure that the network resources have
the correct executable names, ports/protocols,
or IP addresses, if applicable.
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Copyright © 2009 Sophos Group. All rights reserved. No part of this publication may be reproduced,
stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise unless you are either a valid licensee where the documentation
can be reproduced in accordance with the licence terms or you otherwise have the prior permission
in writing of the copyright owner.

All other product and company names are trademarks or registered trademarks of their respective
owners.
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