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1

1.1

About This Document

This document contains information about the following for Sophos NAC Advanced:
m LDAP Implementation Checklist
m LDAP Implementation Details

m LDAP Troubleshooting Issues

Intended Audience

The intended audience for this documentation is an IT generalist for a small- to medium-sized
business. The audience may include IT specialists for businesses with more than 25,000 endpoints.
If you have more than 1,000 endpoints, Sophos Professional Services are recommended. Professional
Services works with your security team to devise and implement a software deployment plan.
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2 LDAP Implementation Checklist

You must complete all the tasks in this checklist to successfully configure LDAP. All tasks are
completed using instructions contained in this document, unless noted.

Task Description Completed

LDAP Implementation

L. Install and configure Sophos NAC Advanced using the Sophos NAC Advanced
Installation Guide Installation Checklist. When you reach the LDAP
implementation task, use this LDAP Implementation Guide.

2. Create an LDAP configuration file.

3. Configure registry settings on the Sophos Compliance Application Server to
recognize the LDAP configuration file.

4, Run the Password Encryption tool to encrypt the bind password in the LDAP
configuration file.

5. Change the authentication protocol in the Registration Interface to PAP.

Important: PAP forces passwords to be sent in clear text; therefore, Sophos
recommends that you use LDAP over SSL. To use LDAP over SSL, you must
install a certificate on your domain controller or directory server. Refer to your
vendor documentation for information on this configuration.

6. Specify PAP authentication in the Remote Access Policy.

7. Create a Connection Request Policy.

LDAP Implementation (Optional Task)

8. Verify that the service account you specified in the LDAP configuration file has
the correct Active Directory permissions.

Note: LDAP authenticates to Active Directory using the previously created
Connection Request Policy.
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3 LDAP Implementation

To use existing LDAP directories with the RADIUS Enforcer enforcement mechanism, complete
the following steps:

3.1

3.1.1

1.
2.

Create an LDAP configuration file.

Configure registry settings on the Compliance Application Server to recognize the configuration
file.

Run the Password Encryption tool to encrypt the bind password in the LDAP configuration
file.

4. Change the authentication protocol in the Registration Interface to PAP.

5. Specify PAP authentication in the Remote Access Policy.

6. Create a Connection Request Policy.

Create an LDAP Configuration File

For the LDAP implementation with Sophos NAC Advanced to work correctly, you must create
an LDAP configuration file with appropriate configuration file settings for your LDAP directory.

1.

Using a text editor, create an LDAP configuration file with the appropriate LDAP configuration
file settings.

Note: Use the sample LDAP configuration files as a reference. For more information, see LDAP
Configuration File Settings (page 8).

Save the LDAP configuration file with a file name of your choice that has a .config file extension.
For example, LDAPconfiguration.config.

Copy the LDAP configuration file to all Compliance Application Servers.

Note: Sophos recommends that you place the LDAP configuration file in the c:\Program
Files\Sophos\NAC\Authgateway folder.

Sample Configuration Files

The following configuration files are samples. A copy of the LDAPsample.config file is located in
the default location: c:\Program Files\Sophos\NAC\Authgateway on the Compliance Application
Server.

For information on specific configuration file settings, see LDAP Configuration File Settings (page

8).

Configuration Sample 1 - Standard Implementation
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The following sample configuration file works with standard LDAP implementations, such as
OpenLDAP™ or Novell® eDirectory ™.

<? xm version="1.0" encodi ng="utf-8""?>
<configuration>
<| dapSetti ngs>
<| dapG oupLookup val ue="All" />
<| dapConpl i anceCheck val ue="All" />
<l ookupSettings val ue="All">
<nmet hod type="G ouphj ect" />
<host s>
<host address="10.0.1.2" port="389" ssl="no" />
<host address="brasslite" port="389" />
<host address="M/LDAP" port="636" ssl="yes" />
</ host s>
<BaseDN>
<DN type="user" val ue="dc=exanpl e, dc=cont />
<DN type="group" val ue="ou=nygroups, dc=exanpl e, dc=coni />
</ BaseDN>
<ssl certstore="MW" />
<bi ndDN val ue="cn=manager, dc=exanpl e, dc=coni />
<bi ndPW val ue=" AQAAANCVhd8BFJER] HOAWE/ Cl +sBAAAAYt Mu5i W/I O
66Z678F74k uUAQAAAACAAAAAAADZgAAGAAAABAAAABSe KDA9Kg3SRHwWaY
y eWMVAAAAAASAAACGAAAAEAAAAI Txt 1veN790B3PeYl dTOS41 _u65?AAb
Vhi RLN1FZI UAAAABf Mbrmt 62t Txcwn66i kA8l aRMBME=" [ >
<ti meout val ue="5" />
<userAttribute value="uid" />
<userFilter val ue="objectd ass=Person" />
<groupAttri bute val ue="cn" />
<groupFi | ter val ue="object d ass=G oupCOf Uni queNanmes" />
<gr oupAttri but eName val ue="Uni queMenber" />
</| ookupSetti ngs>
<l dapAttri butes>
<attribute name="carlicense" />
<attribute name="honepost al address" />
<attri bute nane="busi nesscat egory" />
</| dapAttri but es>
<r adi usAttri but eMaps>
<map | dapattr="carlicense" radiusattrnunmber="25"
attrtype="String" repl ace="ou=$1, ou=Engi neeri ng">
<I[ CDATA[ ( . *)]1]></map>
<map | dapattr="homepost al address" radi usattrnunber="11"
attrtype="String" replace ="$1"><I[ CDATAl ( . +)]]></map>
<map | dapattr="busi nesscat egory" radi usattrnunmber="26"
vsanane="5428" vsanunber="200" vsatype="Text"
replace="$1"><![ CDATA[ ( . +)]]></nmap>
</radi usAttri but eMaps>
</l dapSettings>
</ confi guration>

Configuration Sample 2 - LDAP Using Active Directory Implementation
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The following sample configuration file works with LDAP implementations that connect to Active
Directory.

Note: This sample configuration is provided primarily for testing. Sophos recommends that you
use the Sophos NAC Advanced default group functionality when using Active Directory. If that
is not possible, you can use the following implementation.

<? xm version ="1.0" encoding ="utf-8"7?>
<configuration>
<| dapSetti ngs>
<| dapG oupLookup val ue="All" />
<| dapConpl i anceCheck val ue="All" />
<l ookupSettings val ue="Al">
<nmet hod type="G ouphj ect" />
<host s>
<host address="10.0.1.2" port="389" ssl="no" />
<host address="brasslite" port="389" />
<host address="M/VLDAP" port="636" ssl="yes" />
</ host s>
<BaseDN>
<DN type="user" val ue="dc=exanpl e, dc=com' />
<DN t ype="group" val ue="ou=nygroups, dc=exanpl e, dc=coni" />
</ BaseDN\>
<ssl certstore="MW" />
<bi ndDN val ue="cn=nanager, dc=exanpl e, dc=com' />
<bi ndPW val ue=" AQAAANCVhd8BFdER] HoOAWE/ Cl +sBAAAAYt Mu5i W/ O
662678F74k uAQAAAACAAAAAAADZgAAGAAAABAAAABSeKDA9Kg3SRHwWaY
y eWMNVAAAAAASAAACGAAAAEAAAAI Txt 1veN790B3PeYl dTOS41 _u65?AAb
Mni RIN1FZI UAAAABf Mbrmt 62t Txcwrb6i kA8l aRVMBME" [ >
<timeout val ue="5" />
<user Attri but e val ue="samaccount nane" />
<userFilter val ue="obj ect d ass=Person" />
<gr oupAttribute val ue="cn" />
<groupFi I ter val ue="objectd ass=G oup" />
<gr oupAttri but eName val ue="Menber" />
</ | ookupSetti ngs>
<l dapAttri butes>
<attribute name="carlicense" />
<attribute name="homepost al address" />
<attribute name="busi nesscat egory" />
</| dapAttri butes>
<r adi usAttri but eMaps>
<map | dapattr="carlicense" radiusattrnunmber="25"
attrtype="String" repl ace="ou=$%$1, ou=Engi neeri ng">
<I[ CDATA[ (. +)]] ></ map>
<map | dapattr="homepost al address" radi usattrnunber="11"
attrtype="String" replace="%$1"><![ CDATA[ (. +)]] ></ map>
<map | dapattr="busi nesscat egory" radiusattrnunber="26"
vsanane="5428" vsanunber="200" vsatype="Text"
repl ace="$1"><! [ CDATA[ (. +) ] ] ></ map>
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</radi usAttri but eMaps>
</l dapSettings>
</confi guration>

3.1.2 LDAP Configuration File Settings

The following table contains the LDAP configuration file elements, attributes, descriptions, and
possible values.

Element Attribute Description and Possible Values

<configuration>

ldapSettings Section that contains all LDAP directory settings.
<ldapSettings>

ldapGroupLookup value Value that specifies which lookupSettings section should

be referenced in the configuration file when the RADIUS
Enforcer is performing a group lookup.

ldapComplianceCheck | value Value that specifies which lookupSettings section in the
configuration file should be referenced when the RADIUS
Enforcer is performing a policy compliance check.

lookupSettings Section that contains settings on where and how to locate
information in the LDAP directory when the RADIUS
Enforcer is performing a user group lookup or policy
compliance check.

ldapAttributes Section that identifies the LDAP attributes to retrieve from
the directory to be mapped to RADIUS attributes during
a policy compliance check.

radiusAttributeMaps Section that identifies the RADIUS attributes to which the
LDAP attributes are mapped during a policy compliance
check.

<lookupSettings> (multiple lookupSettings sections can be defined, as necessary)

method type Method in which the RADIUS Enforcer will look up a
user's group in the LDAP directory. Supported values are:

m  GroupObject: Indicates that group names are stored
as objects in the LDAP directory, and the RADIUS
Enforcer must search for group objects that the user is
a member of.

m  UserAttribute: Indicates that group names are
contained in a user's attributes and that the RADIUS
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Element

Attribute

Description and Possible Values

Enforcer must search for user objects to determine
which groups a user is a member of.

hosts

Section that contains the LDAP directory host machine
settings.

host

address

IP address or hostname of the LDAP directory host
machine.

port

Port that is used when connecting to the LDAP directory
host machine.

ssl

When value=Yes, SSL is used to access the LDAP directory
host machine.

BaseDN

Section that contains the Base Distinguished Name (DN)
of the LDAP directory.

DN

type

Designates the DN type used to determine location when
the RADIUS Enforcer searches the LDAP directory. This

value should be located above all possible OUs for groups
and users in the directory hierarchy. Supported values are:

m  User: This value is used for both user group lookups
and policy compliance checks when searching for a
matching user object in the LDAP directory.

m  Group: This value is used when searching for group
objects that the user is a member of. This value is only
used when the method type is GroupObject.

value

Designates the actual base DN used as a starting location
when the RADIUS Enforcer searches the LDAP directory.
This value should be located above all possible OUs for
groups and users in the directory hierarchy.

ssl

certstore

String that specifies the name of the certificate store.
Currently, this value must only contain "MY".

Note: This value is required only if you configured SSL
for any of the specified hosts.

bindDN

value

User ID used to perform all LDAP searches. Leave this field
blank for anonymous binds.

Note: When using LDAP to authenticate to Active
Directory, this service account must have read permission
for the CN or OU subtree where the domain user accounts
reside and read permission for group membership.
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Element Attribute

bindPW value

Description and Possible Values

Password for the associated bindDN account. Leave this
field blank for unauthenticated binds.

Important: This field is encrypted and must be set using
the Password Encryption tool. For more information, see
Run the Password Encryption Tool to Encrypt the Bind
Password (page 13).

timeout value

Designates the amount of time, in seconds, the RADIUS
Enforcer waits to receive data from the LDAP directory
before moving on to its next process.

userAttribute value

Designates the name of the attribute that contains the user
name in the LDAP directory. This value is combined with
userFilter (below) to form an LDAP search filter.

This value is used when the method type is GroupObject
or UserAttribute.

userFilter value

Optional filter string combined with userAttribute (above)
to form a complete LDAP search string when searching
for a matching user object. The resulting search filter will
take the following form:

(&(userFilter) (userAttribute=<user name>))

This value is used when the method type is GroupObject
or UserAttribute.

groupAttribute value

Designates the name of the attribute that contains the
group name on a matching user or group object. The value
of this attribute behaves differently depending on which
method is used for group lookup. For UserAttribute group
lookups, this attribute will be located on the matching user
object. For GroupObject group lookups, this attribute will
be located on the matching group objects that the user is
a member of.

groupAttributeName | value

Designates the name of the attribute that contains the list
of users belonging to that group in the LDAP directory.
This value is combined with groupFilter (below) to form
an LDAP search filter.

This value is only used when the method type is
GroupObject.

groupkFilter value

Optional filter string combined with groupAttributeName
(above) to form a complete LDAP search string. The
resulting search filter will take the following form:
(&(groupFilter)(groupAttributeName=<user's DN>))

10
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Element

Attribute

Description and Possible Values

This value is only used when the method type is
GroupObject.

groupSearchMax

value

Maximum number of groups returned for each user from
the LDAP directory to the RADIUS Enforcer when
performing GroupObject type group lookups. The default
value is 100.

Note: This field is not included in the sample configuration
file. If you have users who are in more than 100 groups,
you may need to add this field to your configuration file
and either specify a value larger than 100 or set the value
to 0 to return all groups.

<ldapAttributes>

attribute

name

Name of the user's attribute that you want to map to a
RADIUS attribute during a policy compliance check.

<radiusAttributeMaps>

map

ldapattr

Name of an LDAP attribute that you identified in the
ldapAttributes section that you want to map to a RADIUS
attribute.

radiusattrnumber

Number of the RADIUS attribute that you want to map
to the corresponding LDAP attribute.

Example: RADIUS attribute Class is 25. RADIUS attribute
Filter-I1d is 11.

Note: To specify a vendor-specific attribute, this attribute
must be set to 26.

attrtype

Data type of the RADIUS attribute that you want to map
to the corresponding LDAP attribute. Supported values
are: String or Integer.

vsaname

ID number of the vendor-specific RADIUS attribute that
you want to map to the corresponding LDAP attribute.

This value is only used for vendor-specific attributes.

vsanumber

Number of the vendor-specific RADIUS attribute that you
want to map to the corresponding LDAP attribute.

This value is only used for vendor-specific attributes.

11
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Element Attribute Description and Possible Values

vsatype Data type of the vendor-specific RADIUS attribute that
you want to map to the corresponding LDAP attribute.
Supported values are: Text or Integer.

This value is only used for vendor-specific attributes.

replace Regular expression replacement value used to map the
LDAP attribute to the RADIUS attribute. The replace string
is used in conjunction with the regular expression in the
cdata section to find strings in the LDAP attribute and
convert them to the desired format. The text of the map
element is the find portion of the regular expression and
must be formatted as follows:
"<|[CDATA[MyFindExpression]]>"

For more information on regular expressions, see
http://msdn2.microsoft.com/en-us/library/az24scfc(vs.71).aspx.

3.2 Configure Registry Settings on the Application Servers and RADIUS
Enforcer Servers

If you want to configure the RADIUS Enforcer to use LDAP, you must configure the following
settings in the registry on all Compliance Application Servers and RADIUS Enforcer servers. These
registry settings must be manually configured because they are not specified by the Sophos
Compliance Application Server installation.

HKEY_LOCAL_MACHINE\SOFTWARE\Sophos\NAC\AuthGateway

Registry Setting Name | Type Value Description

LDAPConfigFilename String String that specifies the full file path and name of the

LDAP configuration file you create. Both the RADIUS
Enforcer and the AuthGatewayConfig.exe file use this

setting to locate the configuration file.

UseLDAPAuthAuthZ DWORD Specifies that LDAP authentication and authorization will
be used instead of RADIUS.

Important: You must restart IAS and the Sophos COM+
package for this change to be implemented.

m 0 =LDAP is disabled
m 1=LDAP is enabled

12
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3.3

3.4

Run the Password Encryption Tool to Encrypt the Bind Password

To encrypt the bind password in the configuration file, you must run the Password Encryption
tool from a command prompt with the appropriate parameters.

Note: If you want to re-use a configuration file on multiple servers, you must run the Password
Encryption tool on each server to update and encrypt the bind password since the encryption of
the password is server-specific.

1. Locate the Password Encryption tool, or AuthGatewayConfig.exe, on the Compliance
Application Server. The default location of this tool is c:\Program
Files\Sophos\NAC\Authgateway.

2. Ensure that the LDAPConfigFilename registry setting points to the configuration file you
created.

3. Fromacommand prompt, go to the directory where the AuthGatewayConfig.exe file is located.

4. Type AuthGatewayConfig.exe <bindDN><bindPW>, in which <bindDN> and <bindPW>

are replaced with the appropriate bind user ID and bind password values, and press Enter. A
message displays stating that the bind password was successfully updated.

Important: The bindDN must be typed exactly as it appears in the configuration file you
created.

Change the Authentication Protocol in the Registration Interface
to PAP

Sophos NAC Advanced defaults to using the MSchapV2 RADIUS authentication protocol. For
LDAP implementations, you must change the authentication protocol in the Registration Interface
to PAP.

Important: PAP forces passwords to be sent in clear text; therefore, Sophos recommends that
you use LDAP over SSL. To use LDAP over SSL, you must install a certificate on your domain
controller or directory server. Refer to your vendor documentation for information on this
configuration.

1. Locate the Registration Interface Web.config file for the Registration Interface on the Compliance
Application Server. If you installed the Sophos NAC Advanced software in the default location,
the file can be found in the following location:
c:\inetpub\wwwroot\RegistrationInterface\web.config.

2. Open the Web.config file in Notepad.
3. Locate the authInterface section and the radius subsection.

4. Change the mschapv2 value in this line <add key="authType" value="mschapv2" /> to pap.

13
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5. Save and close the file.

The modified radius subsection in the Registration Interface web.config file must appear as:

<r adi us>
<add key="aut hType" val ue="pap" />
<add key="serverRetries" value="1" />
<add key="I|listRetries" value="1" />
</ radi us>

6. Repeat these steps on all Compliance Application Servers.

3.5 Specify PAP Authentication in Remote Access Policy

You must create a Remote Access Policy for both VPN and LAN implementations. For an LDAP
implementation to work properly with Sophos NAC Advanced, you must specify PAP
authentication in the Remote Access Policy in IAS.

1.

From the Compliance Application Server Start menu, click Administrative Tools > Internet
Authentication Service .

IAS opens.

Click Remote Access Policies.

# Internet Authentication Service

File  Action Wiew Help
&= | ®m| @

@3 Internet Authentication Service (Local)
{10 RADIUS Clients
Remoke Access Logging

emoke Access Policies

D Connection Requesk P k Essing

Right-click on the name of the Remote Access Policy that is being used with Sophos NAC
Advanced, and then select Properties.

% Internet Authentication Service

File  Action ‘iew Help
e | BmE|XEE[ @]+ ¢

ED Inkernet Authentication Service (Local) Mamne Order

(-1 RADIUS Clients — SN
Remote Access Logaing e o
Remote Access Palicies Mo Do

-1 Connection Request Processing

Delete
Rename

Properties K
Help
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4. Click Edit Profile.

MyPolicy Properties

Settings |

Specify the conditions that connection requests must match.

Policy conditions:

Add | Edit Femove

If connection requests match the conditions specified in this policy, the

aszociated profile will be applied ta the connection.

Edit Profils,
[earte, |

Unless individual acoess permissions are specified in the user prafile, this

policy contrals access to the netwark.

If & connection request matches the specified conditiars:
" Dany remote access permission

* Grant remote acoess permisgion

ak. Cancel Apply

5. Click the Authentication tab.

in Profile
Dial-in Constraints | IP I Multlink
Authentication Encryption | Advanced

Select the authentication methods you want ta allow for this connection,

W Microsolt Encrypted Authentication version 2 (MS5-CHAP v2]
¥ User can change password after it has expired

¥ Microsoft Encrypted Authentication [MS-CHAP]
¥ User can change password aiter it has expired

¥ Encrypted authentication [CHAP]

¥ Unencrypted authentication [PAP, SPAP)

Unauthenticated acce:

B
|

Allaws clients to connect without negotiating an authentication
r mel

oK Cancel Apply

15
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6. Select the Unencrypted authentication (PAP, SPAP) check box if it is not selected, and then
click OK.

MyPolicy Properties HE

Setings I

Specify the conditions that connection requests must match,

Add.. | Edit... Remove

It connection requests match the conditions specified in this palicy, the
associated profile will be applied to the connectian.

Edit Profile..

Unless individual access permissions are specified in the user profile, this
policy contrals access ta the network.

It a connection request matches the specified conditions:
" Deny remate acoess permission

& Grant remote access permission

oK Cancel | Apply |
Ly

7. Click OK to return to the IAS main window.

8. Repeat these steps on all Compliance Application Servers.

3.6 Create a Connection Request Policy

For an LDAP implementation to work properly with Sophos NAC Advanced, you must specify a
Connection Request Policy on all Compliance Application Servers.

1. From the Compliance Application Server Start menu, click Administrative Tools > Internet
Authentication Service . IAS opens. Double-click Connection Request Processing. Right-click
Connection Request Policies. Click New > Connection Request Policy .

16
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2. Click Next to continue.

MNew Connection Request Policy Wizard

Welcome to the New Connection
Request Policy Wizard

Thiz wizard helps you set up rules for processing connection
requests sent by network access servers.

These rules determing whether connection requests that mest
the criteria you specify are processed on thiz server o on a
graup of remote RADIUS servers.

If uzers connect to this server through a virtual private
network, (VPN or by disling directly, do not create a policy.
The 145 default policy is set up to accommodate this scenario.

To continue, click Mext

< Back Cancel

3. Select the A custom policy option button.

Mew Connection Request Policy Wizard

Policy Configuration Method
“'ou can set up a typical policy or a custom policy.

“what kind of policy do you want to set up?

= & typical policy for a common scenario

& A custom policy

Type a name that describes this palicy.

Palicy name:

Example: Authenticate all requests on this server

< Back I Ient > Cancel

4. Type a policy name.

17
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5. Click Next to continue.

New Connection Request P!

Policy Conditions
To be processed using this policy, connection requests must match the conditions
you specify.

Specify the conditions that connection requests must match.

¥ Wizard

Paolicy conditions:

Add..
e

Exdit:..

Femove

< Back I st > Cancel

6. Click Add to add attributes.

Select Attribute EHE

Select the type of attribute to add, and then click the Add button,
Attiibute types:

Marne | Description
Called-5tation-1d Specifies the phone number dialed by the user
Caliing-Station-ld Specifies the phone number fram which the cal
Client-Frigndly-M ame Specifies the fiendly name far the RADIUS clier
Client-IP-Address Specifies the IP address of the RADIUS client [l
Client-vendor Specifies the manufacturer of the RADIUS prow,
E i Specifies the time periods and daps of week duri
Framed-Fratocol Specifies the protocol that is used.
MAS-Identifier Specifies the string that identifies the MAS that o
MNAS-IP-A4ddress Specifies the IP addiess of the NAS where the n
MAS-Port-Type Specifies the type of physical port that iz uzed by
Service-Tppe Specifies the type of service that the uzer has 12
Tunnel-Type Specifies the tunneling protocols used.
User-Name Specifies the user requesting authentication.
41 | |

Add... Cancel

7. Select the appropriate attribute, and then click Add.

Note: Typically, the Day-And-Time-Restrictions attribute is specified.

18
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8. Specify the appropriate time of day constraints, and then click OK.

Note: Typically, the time of day constraints are set to 24 hours/7 days a week permitted. To
obtain this constraint, select the Permitted option button.

Time of day constraints

q 4 ¢ o1
12-2-4-6-8-10-12-2-4-6-8-10-12 s
Cancel

Manday
& .
[— |! * Permitted

Wednesday

Thursday
Friday
Saturday I

Sunday through 5 aturday from 12:00 Ak to 12:00 AM

9. Click Next to continue.

MNew Connection Request Policy Wizard

Policy Conditions
To be processed uging this policy, connection requests must match the conditions
you zpecify.

Specify the conditions that connection requests must match.

Palicy conditians:

< Back I Next > I Cancel

19
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10. Click Edit Profile.

Mew Connection Request Policy Wizard [ |
Request Processing Method
‘r'ou can make changes to the profile for this policy.

A profile iz & collection of settings that are applied to connection requests that meet the
conditions specified in a policy.

Ta review or change the default profile far this palicy, click Edit Prafile.

Edit Profile... |

< Back I Mext > I Cancel

11. Select the Accept users without validating credentials option button, and then click OK.

Edit Profile 2]
Authentication |Account\ng| Attlibute' Advancedl

Select the method of authentication for connection requests that match the
criteria specified in this policy.

 Authenticate requests an this server

€ Fanward requests to the fallowing remote RABIUS: server group
far authertication:

<Mone configured: j

% Accept users without validating credentials

’D—KI Cancel Apply

12. Click Next to continue.

20
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13. Click Finish.

Mew Connection Request Policy Wizard [ |

Completing the New Connection
Request Processing Policy
Wizard

*You have successfully completed the Mew Connection
Request Policy Wizard. ou created the following policy:

LDAP

Puolicy conditions:

D ay-And-Time-Restrictions matches "Sun 00:00-24:00;
ton 00:00-24:00; Tue 00:00-24:00; Wed 00:00-24:00; Thu
00:00-24:00; Fri 00:00-24:00; Sat 00:00-24:00"

Authentication provider: Maone
Accounting provider: ‘windows

To cloze this wizard, click Finish.

< Back I Finish I Cancel

Note: If other Connection Request Policies exist on the Compliance Application Server, ensure
that this Connection Request Policy is specified as lower priority.

14. Repeat these steps on all Compliance Application Servers.

3.7 Use LDAP to Authenticate to Active Directory

Some enterprises use both LDAP and Active Directory. To use LDAP to authenticate to Active
Directory you must:

m Verify that the service account you specified in the LDAP configuration file has the correct
Active Directory permissions.

m Use the previously created Connection Request Policy.

3.7.1 Verify the Required Service Account has the Correct Permissions

The service account permissions you specified in the LDAP configuration file must have the
following permissions:

m Read permission for the CN or OU subtree where the domain user accounts reside.
m Read permission for group membership.

Note: This service account is specified in the bindDN element of the LDAP configuration file.

21



Sophos NAC Advanced LDAP Implementation Guide

22

4 LDAP Troubleshooting Issues

This section contains troubleshooting issues pertaining to LDAP.

4.1 Server Communication Issues

This section contains troubleshooting information about server communication issues.

Cause Resolution

LDAP Application Event Log Issues

Issue:

Event log error message containing: "LDAPDataAgent: BSB, unable to authenticate search user, XXX.
YYY"

OR

Event log error message containing: "LDAPDataAgent: GetUserGroup, unable to re-authenticate search
user, XXX. YYY", where XXX is the search user defined in the LDAP configuration file and YYY is the
error message received from the LDAP server.

Bad bindDN Confirm that the bindDN value is correct in LDAP configuration
file.

Bad bindPW (password associated Reset the bindPW value using the Password Encryption tool

with bindDN account) (AuthGatewayConfig.exe).

Issue: Event log informational message containing: "LDAPDataAgent: BSB, error search for user, XXX,
using filter, YYY. No such object. Invalid BaseDN?", where XXX is the user's uid and YYY is an LDAP
search filter.

User base DN is invalid or incorrect. | Confirm that the base DN value of type "User" is correct in the
LDAP configuration file.

Issue: Event log error message containing: "LDAPDataAgent: ZZZ, Exception while loading LDAP
Config.", where ZZZ is a function name.

Unable to locate the LDAP Confirm that the value specified in the registry path
configuration file. HKLM\Software\Sophos\AuthGateway\LDAPConfigFilename
(REG_SZ) is correct.

Invalid LDAP configuration file. For more information, view the detailed event message further
down in the same event, or view the previous event log entry.

Issue: Event log error or warning message containing: "LDAPDataAgent: ZZZ, LDAP Exception (AAA).
BBB. While attempting to connect to server, CCC", where ZZZ is a function name, AAA is the error
number, BBB is the error description, and CCC is the LDAP server name or IP address.
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Cause

LDAP Server CCC is down.

Resolution

Confirm that server CCC is functioning properly, OR modify
the LDAP configuration file to use another LDAP server.

Pending search to server CCC timed
out.

Do any of the following, in no particular order:

m Specify a narrower search filter in the LDAP configuration
file.

m Increase the timeout value in the LDAP configuration file.

m Change the configuration file's LDAP server list to use LDAP
servers under less load.

SSL failure(s).

Do any of the following, in no particular order:

m Verify CCC matches Subject in the LDAP server's SSL
certificate.

m Verify that the issuing Certificate Authority (CA) is listed in
the Trusted Root Authorities list on the Compliance
Application Server certificate store.

m Verify if the certificate issued to server CCC is valid (e.g. has
not expired, has the correct name, is a trusted source, etc.).

Issue: Event log warning message containing: "LDAPDataAgent: LDAP Disconnect (AAA). BBB. From

server, CCC"

LDAP Server CCC unexpectedly
terminated the LDAP connection.

Confirm that server CCC is functioning properly, OR modify
the LDAP configuration file to use another LDAP server.
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5 Copyright

Copyright © 2009 Sophos Group. All rights reserved. No part of this publication may be reproduced,
stored in a retrieval system, or transmitted, in any form or by any means, electronic, mechanical,
photocopying, recording or otherwise unless you are either a valid licensee where the documentation
can be reproduced in accordance with the licence terms or you otherwise have the prior permission
in writing of the copyright owner.

All other product and company names are trademarks or registered trademarks of their respective
owners.
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