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Installation guide

1 Introduction

Sophos Mobile Control is a web based mobile device management platform for administrating
smartphones and mobile devices. It consists of a server and a client component. The server handles the
central management of data and devices. The client takes on communication with the server on each
end user device and executes the transferred commands.

This document describes the installation steps for the Sophos Mobile Control server (SMC server).

1.1 Access data

The access data for the system is saved in a database that can be extended later on. All installation steps
have to be executed as an administrator of Microsoft Windows Server 2003/2008 or as a user of the
relevant group. The database user needs sysadmin rights.

1.2 Licenses

To use Sophos Mobile Control you need a valid license. After purchasing the software, you receive a
license file named license.sql. It must be placed in the same directory as the setup file during
installation.

Note: If there is no valid license available, the SMC server can be installed, but you cannot register any
mobile devices in the Sophos Mobile Control web interface.
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2 The Sophos Mobile Control server

The SMC server is a dispersed system that consists of the following components:

®  JBoss
®  SQL database server
B SMC server provided as Java-Enterprise-Archive inside JBoss

The individual components communicate either through the database or through the J2EE-standard-
designated interfaces. In this case, no further exchange files are necessary.

It is required, that the server scripts and property data are configured and that they work with the
single server operation. If changes are necessary, the single setting parameters have to be modified.

2.1 Install the operating system

One possible server operating system is Microsoft Windows Server 2003. For installation, you can refer
to the relevant documentation.

In addition, the following packages have to be installed manually:

Microsoft SQL Server From version 9.0

Java JDK (including JRE) From version 1.6/5.0

If JDK is not contained in the installation package, you may have to download it.

2.2 Install Java JDK6

When you install Java JDK6, do not install demos and samples. Install Java JRE in its complete version.
To check whether the Java bin directory has been added to the system PATH, open cmd and type set.
The variable PATH should contain a value similar to
C:\Program Files\JAVA\jdkl.6.0\bin.
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2.3 Install the database server Microsoft SQL Server

We recommend Microsoft SQL Server 2005 Express Edition for Windows with installer.

1. Execute the installer, select I accept the licensing terms and conditions and click Next.
The Installing Prerequisites dialog is displayed.

P Microsoft SOL Server 2005 Setup 5'

Inzstalling Prerequisites

Inztallz zaftware compaonents required prior b instaling SGL
Server,

SOL Server Component Update will install the following cormponents ;|
required for SOL Server Setup:

Microsoft SOL Mative Client
Microsoft SOL Server 2005 Setup Support Files

Click Install to continue.

Inztall I LCancel |
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2. Click Install to install the prerequisites. After installation has finished click Next to continue with
the Microsoft SQL Server Installation Wizard.

]i,:.zl Microsoft SOL Server 2005 Setup ﬂ

System Configuration Check
Wait while the spstem iz checked far patential installation
prablems.
- B
@ 13 Total 0 Error
Success 13 Success [ " arning
Details:
_I Action I Status I Mezzage I:I
@ Minimum Hardware Requirement Success
Pending Reboat Bequirement Success

Drefault Installation Path Permizzion Re.. | Succeszs

EENEEREER

Internet Explorer Requirement Success
COk Pluz Catalog Requirement Success
A5P Met Verzion Registration Require...  Successz
inimurn b DA Yerzsion Beguirement Success
Edition Chanage Check. Success
=
Filter - | Stap Beport W

Help |
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3.

Start the Microsoft SQL Server installation. If the System Configuration Check was successful,

click Next.
The Registration Information dialog is displayed.

i'-:!:“ Microsoft SOL Server 2005 Express Edition Setup

Registration Information
The following information will personalize yvour inskallation,

x|

The Mame figld must be filled in prior to proceeding, The Company figld is optional,

MName:
|t

COmnpany':

[ Hide advanced configuration options

Help | = Back | Mext = I Zancel

Enter Name and Company and click Next to continue.
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4. In Feature Selection, no changes need to be made. Click Next.
The Authentication Mode dialog is displayed.

i'—E‘ Microsoft SQL Server 2005 Express Edition Setup EI

Authentication Mode

The authentication mode specifies the security used when
conneckting ko S0L Server,

Zelect the authentication mode to use for this inskallation.

= windows Authentication Maode

" Mixed Mode (Windows Authentication and SQL Server Authentication)

Specify the sa logon passward below:

Enter password:

I*******

Confirm password:

I*******l

Help | < Back | Mext = I Cancel

Select the authentication mode and fill in the Enter password and Confirm password fields. Click Next
to continue.

Note: For the Windows authentication mode, the connecting user must have the SQL logon language
set to English.
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5. No further changes need to be made. Click the Next button until the Ready to Install dialog is
displayed.

i'-‘E‘ Microsoft SQL Server 2005 Express Edition Setup ﬂ

Ready to Install
Setup is ready to begin installation.

il

Setup has enough information to start copying the program files, To proceed, click Install. To
change any of your inskallation settings, click Back, Tao exit setup, click Cancel,

The following components will be installed:

. SOL Server Database Services
{Databasze Services)

Help | < Back | Install I Cancel
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6. Click the Install button to start installation.

¥ Microsoft SQL Server 2005 Setup x|

Setup Progress
The selected components are being configured

Froduck | Skatus

(P MEEMLE Setup finished
@SOL Setup Support Files Setup finished
(9501 Native Client Setup Finished
() 0L Y3 Writer Setup Finished
@SOL Server Database Services Setup finished

Help | == Back Zancel |

7. If all components were installed correctly, click Next and Finish to complete installation.

10
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8. Before Sophos Mobile Control can be installed, the TCP/IP Protocol for the SQL Server needs to
be enabled and the TCP port needs to be set to 1433.
Open the Start Menu and select All Programs > Microsoft SQL Server 2005 > Configuration
Tools and click SQL Server Configuration Manager.

7 5QL Server Configuration Manager =104

Datei  Akkion  Ansicht 2

= (B EFRHRBR 2

@ S0L Server Configuration Manager (Local) Protocol Mame | Status |
0L Server 2005 Services W~ Shared Memary Enabled
- k Configuration ¥ Mamed Pipes Disabled
> W TCRIP Disabled
Hova Disabled

9. Go to Protocols for SQLEXPRESS and double-click TCP/IP.
The TCP/IP Properties dialog is displayed.

TCP/IP Properties 2|
Protacel | 1p Addresses |
B General
Enabled Yes ;l
keep Alive 30000
Lisken all Yes
Mo Delay Mo
Enabled
Enable or disable TCPYIP protocol For this server instance
ok I Cancel Apply Help

11



Sophos Mobile Control

10. In the Protocol tab, set Enabled to Yes and click the IP Addresses tab.

Pratocol  IP Addresses |
= 1p1
Ackive Yes
Enabled Mo
IP address 192,165,100,118
TCP Drynamic Porks ]
TP Part
= 1pz
Ackive Yes
Enabled Mo
IP Address 127.0.0.1
TCF Dvnamic Porks ]
TP Port
= 1rall
TCZF Dvnamic Porks
1439
TCP Pork
TCP pork
(04 I Zancel Apply Help

11. Click TCP Dynamic Ports and make sure that the field is empty to disable this function.
Now click TCP Port, enter 1433 and click OK to apply your settings.

12. For the new settings to take effect, the server needs to be restarted. Click SQL Server 2005 Services,
right-click SQL Server (SQLEXPRESS) and select Restart.

12
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3 Set up Sophos Mobile Control

The key steps are:

®  Execute the Sophos Mobile Control Installer

B Carry out the configuration steps in the Sophos Mobile Control Configuration Wizard

®  Create a customer in the Sophos Mobile Control Customer Wizard

3.1 Install and configure Sophos Mobile Control

Prerequisite: Before you execute the Sophos Mobile Control installer, put the license file license.sql for
the operation of the SMC server in the directory where the setup file is located. You can generate self-
signed certificates during setup.

1. Execute the Sophos Mobile Control installer, review and agree to the License Agreement.
The Choose Install Location dialog is displayed.

@ Sophos Mobile Control i ]
Chooze Install Location
hoose the Folder in which toinstall Sophos Mobile Control,

Setup will install Sophos Mobile Control in the Following Folder. To install in a different Folder,
click Browse and select another Folder, Click Install ko start the installation.

Destination Folder
'\ Program Files)! Sophos Mobile Control Browse, ., |

Space required: 129, 1ME
Space available: 12,366

< Back I Inskall I Zancel

Choose the destination folder and click Install to start installation.

13
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2. During setup, the Sophos Mobile Control Configuration Wizard is displayed. Select Use
Microsoft SQL Server as database and click Next.
In the next step, you specify server information and logon credentials

@ Sophos Mobile Control 2.0.1 - Configuration Yizard ) ]
Databaze Settings
Plzase enter the server information and logan credentials

— Connection setkings

Database Server * I lacalhosk j

[~ UsessL

— Authenticatian

™ Use Windows Authentication

¥ Use S0L Server Authentication with the Following credentials:

S0L Lagaon * I 5a

SCL Password * I PTITTTIITITY

< Back I Mext = I Cancel |

3. Select Use Windows Authentication to use your Windows user credentials for the SQL Server
connection.

To use the user credentials specified during SQL server installation, select Use SQL Server
Authentication with the following credentials and enter the required user name and password.
Click Next to continue.

14
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4. In the next step, you select the database.

@ Sophos Mobile Control 2.0.1 - Configuration Yizard = 0] x|
Databaze Selection
Choose ko create a new database or select an exisking one

Create a new database or use an existing one,

% Create a new database named:

| SMCOE

" Select an existing database

| -~

< Back I Mexk = I Cancel |

5. Select Create a new database named, enter a name (for example SMCDB) and click Next.
The dialog Database Configuration is displayed. It shows the relevant progress messages.

15
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6. After the database has been successfully created and populated, click Next. In the next step, you
create the super administrator account to be used.

@ Sophos Mobile Control 2.0.1 - Configuration Wizard o [m] S
Create super admin account
Please create the super admin account

—Super admin account

Ise these credentials ko log into the web inkerface.

Super admin customer * I |

Super admin login * I

Super admin password * I

Confirm password * I

¥ Use SMTF for status and alert messages

v Use Exchange ActiveSync Proxy:

= Back I Mexk = I Zancel

The super administrator you create in this dialog can manage all customers created at a later stage
and define template rules for new customers. In addition, the super administrator can export a list
of all managed devices for all customers.

7. Enter Super admin customer, Super admin login and password information and click Next.
Note: These credentials are needed to log on to the web interface.

Note: The super admin should not be used in productive operation.

16
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8. In the next step, you can enter SMTP information and logon credentials. This step is optional.

© Sophos Mobile Control 2.0.1 =01 x|

Configure SMTP
Enter the SMTP server information and logon credentials

Enter SMTP server information

SMTP Host * I smkp.company , com
SMTF User | smitpuser
SMTP Password I IITTITITTTT

Enter Sophos Mobile Contral server email information

Email Criginator * I mdrmi@company . com

Ernail Recipientis) * I sUppOrk@company . com; admins@oomparty, com

Use ; ko separake recipients

< Back Mext = Cancel

Enter the SMTP information and click Next.

9. After confirming the successful test and configuration of the SMTP, you can configure the
Exchange Active Sync (EAS) Proxy information. This step is optional.

@ Sophos Mobile Control 2.0.1 - Configuration Wizard o ]
EAS-Proxy Setup
Plzase enter the EAS-Prowy configurakion

ackiveSync enabled Exchange Server name of IP address (without bkkp:f) or btbps: [ *

[~ UsessL

—Defaulk mail access For new devices under management
¥ Compliance check controlled email access
" Allow email access

= Deny email access

< Back I Flext = I Cancel

17
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Enter the relevant EAS-Proxy information and select Use SSL. Under Default mail access for new
devices under management, specify how email access should be checked and handled:

= Select Compliance check controlled email access for an ongoing automatic check if devices
comply with your corporate rules for mobile access. If devices are not compliant, further email
access through EAS proxy may be denied depending on the compliance settings specified in
the Sophos Mobile Control web interface.

= Select Allow email access if all new managed devices are to be granted email access through
EAS proxy. The administrator has to deny access individually.

= Select Deny email access to deny new managed devices email access through EAS proxy.
The administrator has to grant access individually.

Click Next.
" In the next step, you configure the compliance check. This step is optional.

@ Sophos Mobile Control 2.0.1 - Configuration YWizard - 0] x|

Sophos Mobile Control - Configuration Wizard
Please enter the compliance check information

Erter compliance check configuration

Compliance check inkerval {in minutes) * 30

Device sync inkerval (in minukes) * I 1440

< Back I Mext = I Zancel

For compliance check, you can configure the following:

* In the Compliance check interval (in minutes) field, enter the time interval in which the check
is to be performed.

* In the Device sync interval (in minutes) field, enter the time interval after which the device
synchronizes with the server.
Note: The value you set in this field only applies to iOS devices. For Android and Windows
Mobile devices a default of 24 hours applies. To define a different interval for these device
types, use the command package Set MDM Sync Interval (in minutes).

Click Next.

18
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11. In the next step, certificates for HTTPS need to be created or imported.

@ Sophos Mobile Control 2.0.1 - Configuration Wizard =01 x|
Server Certificate
apecify the certificate used with Sophos Mobile Contral

Create a self-sigend certificate or import a certificake From a trusted issusr

Mote: Android devices are not able ko download apps (L APK) From servers with
a self-signed certificate

{* reate self-signed certificate;

" Import a certificate From a krusted issuer

IF'KC512 with cerkificate, private key and certificate chain (intermediate and CA) j

< Back I Mexk = I Cancel

= Ifyou do not have a trusted certificate yet, select Create self signed certificate, click Next and
continue with step 12.

» Ifyou have a trusted certificate, click Import a certificate from a trusted issuer, select PKCS12
with certificate, private key and certificate chain (intermediate and CA) from the dropdown
list, click Next and continue with step 13. You can also select Separate files for certificate,
private key, intermediate and CA from the dropdown list, click Next and continue with
step 14.

19
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12. If you have selected Create self signed Certificate, the following dialog is shown. Enter the
appropriate certificate information.

@ Sophos Mobile Control 2.0.1 - Configuration Wizard =01 x|

Create zelf-signed Certificate
Please create a self-signed certificate

Enker certificate information

Server name (FODMN) * I rdm, company com
Comparry * I COMPany Name

Ciky I Mew ork

Skate * I e York

Counkry * IE (bwn letker code)
Password for private key * I ssssssssnee

Confirm password * I TTITITILIT

< Back I Mexk = I Cancel

After you have entered all necessary information click Next to review and confirm the creation.

20
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13. If you have selected PKCS12 with certificate, private key and certificate chain (intermediate and
CA) under Import a certificate from a trusted issuer, the following dialog is shown. Select the
appropriate file and enter a password.

@ Sophos Mobile Control 2.0.1 - Configuration Yizard =0 x|
Import PEC512 file
Please import an existing PKC312 file

Select existing PKCS12 File (with everything included) *

I C:\Program Filesh SophosiSophos Maobile Controliboolstwizardicertst Sophos, pl 2 |

Passward ko access PKCS12 File *

< Back I Mexk = I Cancel

Click Next to review and confirm the import.

21
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14. If you have selected Separate files for certificate, private key, intermediate and CA under Import a
certificate from a trusted issuer, the following dialog is shown. Select the appropriate files and
enter a password.

@ Sophos Mobile Control 2.0.1 - Configuration Wizard =01 x|
Import Certificate Files
Please select the existing certificate files

Select certificate file *
I Z:YProgram Files\Sophos!Sophos Mobile ControlitoolsiWizardcertshmdm. crk

Select private key file *
I Z:\Program FilesSophosi3ophos Maobile Controllkoolstwizardicertstmdm, ey

Select intermediate certificates File

Select CA certificate File *
I Z:\Program FilesSophos)3ophos Maobile Controliboolstwizardicertsica_cert.crt

R EN I E

Password for private key * I ssssssssssel

< Back I Mexk = I Cancel

Click Next to review and confirm the import.

22
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15. In the next step, you verify license information.

@ Sophos Mobile Control 2.0.1 - Configuration Yizard

Sophos Mobile Control Licenze
Please verify license infarmation

=101 %]

O)

Server LIRL:

Server HTTPS Pork:

Seryer HTTP Pork:

Server timezone:

I i COMD&nY . com

—

I AmericalLos_Angeles

¥ Check access to Apple Push Motification services

I iCheck access ko SMS Distribution Center:

< Back I Mexk = I Cancel

Select the check boxes displayed and click Next to confirm the licensing, configuration process and

the access checks.

16. Configuration is now complete.

@ sSophos Mobile Control 2.0.1 - Configuration Wizard

SOPHOS

Sophos Mobile Control -
Configuration Wizard finished

The Sophos Mabile Control server has been successFully
configured and licensed,
Click Finish ko close \Wizard

=101 %]

< Back

Zancel |

23
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Click Finish to close the Configuration Wizard.

In the Configuration Wizard, you have now created a template customer and an admin user (super
administrator). This setup does not support the LDAP connection to a directory service such as Active
Directory and the self-registration of end users with the Self Service Portal.

In the next step, you create a customer in the Customer Wizard to support these features.

24
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3.2 Create a customer

1. In the next setup step, the Sophos Mobile Control Customer Wizard is displayed.

@ Sophos Mobile Control 2.0.1 - Customer Wizard o [m] S

Welcome to the Sophos Mobile
SOPHOS Control - Customer Wizard

The Cuskomer Wizard will allow wou to create and edit
Sophos Maobile Control customers, To continue, click, Mext,

Cancel |

Click Next.

25



Sophos Mobile Control

2. Make sure that Create a new customer is selected and click Next.

@ Sophos Mobile Control 2.0.1 - Customer Wizard

Create or Edit Customer
Create a new cuskomer or edit an existing one

=101 %]

O)

¥ Create a new customer:

£ Edit existing customet

| =
£ Delete a customet

| -

To delete a custamer please delete alllits devices First,

< Back I Mext = I

Cancel

3. In the next step, you fill in the customer details. Enter a Customer name, Administrator name and
password information. Select Configure LDAP and Self Service Portal for this customer if you

want to use a directory service with the Self Service Portal.

@ sophos Mobile Control 2.0.1 - Customer Wizard

Sophos Mobile Control - Customer Wizard
Please Fill in the customer details

=101 %]

O)

Cuskarner name * I customer
Adminiskrator login * I cuskomer
Adrministrator password * I LLLLLIT LT
Confirm administrator password * I ILITITTT T

¥ Configure LOAP and Self Service Porkal For this customme

< Back I Mek = I

Cancel

26



Installation guide

If you have selected Configure LDAP and Self Service Portal for this customer, click Next and
continue with step 4. Otherwise click Next to complete the customer setup.

Enter the relevant LDAP server and LDAP user information and click Detect to detect the LDAP
search base automatically. Afterwards, click Next to continue.

@ Sophos Mobile Control 2.0.1 - Customer Wizard o [m] S

LDAP Configuration
Zonfigure LDAP connection For profile personalisation and

self-service portal

LDAP server * I |dap . company.com
¥ Use 550

LOAP backup server I

LDAP user * I mdmi@company, com

MetBIOS-Domaintuser or user@domain. extension

¥ Use this domain as default for the SSP

LOWP user password * I iutiatiatfatiaiieiatiatats

LDWF search base * I DiC=carmpary, DC=corm| j Drebect |

Moke; Changes to these setkings will require a server reskark

< Back I ext = I Zancel |

27



Sophos Mobile Control

5. Customer setup is complete.
Click Finish to close the Customer Wizard.

@ Sophos Mobile Control 2.0.1 - Customer Wizard o [m] S

SOPHOS Sophos Mobile Control - Customer
Wizard finished

The customer has been successfully configured

Click. Finish to close \Wizard

< Back

Zancel |

6. Click Finish to complete the Sophos Mobile Control Setup.

@ Sophos Mobile Control 2.0.1 - Setup — =1

SOPHOS Sophos Mobile Control - Installation
finished

Sophos Mobile Control has been installed on wour computer,

Click. Finish ko close Setup,

V¥ Start Sophos Mobile Control server now!

< Back I Einish I Zancel

28
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7. Click Finish to complete the installation and start Sophos Mobile Control for the first time.

If you have selected SQL server authentication under during installation, the SMCSVC service is
started automatically and the Sophos Mobile Control server is executed. If you have selected Windows
authentication, you first have to enter logon details in the service and start it afterwards.

Note: After the service has been started it can take a few minutes before the web interface is available.

Note: If a different language than English is used for the SQL login, an error occurs and an error
message is displayed. To solve this problem, first stop the SMCSVC service. Then open SQL
Management Studio on the server, set the language used for login to English and start the SMCSVC
service again.

29
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4 Updating from Sophos Mobile Control 1.1

To update your SMC Server installation from version 1.1 to version 2.0, execute the Sophos Mobile
Control 2.0 installer.

The installer automatically detects that an existing installation is to be updated to version 2.0. The basic
process is the same as for new installations (see Set up Sophos Mobile Control, page 13). A number of
configuration settings from the old versions are maintained.

For security reasons, you are prompted to enter the passwords you have defined during first-time
installation. In addition, you have to reenter some configuration settings. You can also define settings
for new functionality in version 2.0.

30
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5 Apple Push Notification service

To use the built-in Mobile Device Management (MDM) protocol of devices running Apple iOS 4 (or
higher), Sophos Mobile Control must use Apple’s Push Notification service (APNs) to trigger the iOS
devices. The following sections describe the requirements that have to be fulfilled and the steps you
must take to get access to the APNs servers with your own client certificate.

Note: Please do NOT use the Internet Explorer for any Apple websites. Apple recommends their own
Safari browser, but Mozilla Firefox, Opera or Google Chrome also work.

5.1 Requirements

Apple requires all device management customers to register with the iOS Developer Enterprise
Program to generate their own Apple Push Notification service (APNs) certificate.

Note: This is not the Apple Developer Program.

For the registration, you need a DUNS number (Data Universal Numbering System from Dun &
Bradstreet (D&B)).

B To register, follow the steps on the Apple website:
http://developer.apple.com/programs/ios/enterprise

B Usually, your request will be checked by Apple within five working days.

For silent operations, all devices must have at least iOS version 4 installed. A free update is available
from Apple for

®  jPhone 3G, 3GS, 4
®  jPad
®  iPod touch 3rd or 4th generation

To notify iOS devices, the Sophos Mobile Control server needs to connect to the Apple Push
Notification service. The notifications are sent SSL-encrypted to

" gateway.push.apple.com:2195 TCP (17.0.0.0/8)

i0S devices with Wifi only need a connection to the APNs

" WifiiOS device 2 *.push.apple.com:5223 TCP (17.0.0.0/8)

31
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5.2 Creating a certificate for APNs

Once you are an official member of the iOS Developer Enterprise Program, you can create the APNs
certificate for Sophos Mobile Control.

5.2.1 Generate a certification signing request

In the Tools folder located in the Sophos Mobile Control installation directory (for example
C:\Program Files\Sophos\Mobile Control), you find the subfolder CreateAPNsCert. Open it and
double-click the batch file stepl_create_csr.bat. You must enter some required information, for
example your country, company name and E-mail address.

Afterwards the files APNsCertificateSigningRequest.csr and ApnsPrivateKey.key are created
automatically. You will need them later.

Note: Back up the file ApnsPrivateKey.key. You will need it for certificate renewal.

5.2.2 Create an App ID for your Sophos Mobile Control server

1. Tologin to the Apple Member Center, open http://developer.apple.com/membercenter and log in
with your Apple ID for the iOS Developer Enterprise Program.

2. Navigate to iOS Provisioning Portal, App ID.

3. Create a new App ID:
» Description = Sophos Mobile Control Server App
» Bundle Seed ID (App ID Prefix) = Generate new

* Bundle Identifier (App ID Suffix) 2>
com.apple.mgmt.sophos.mobile.control.<companyname>
Note: The identifier must start with com.apple.mgmt.sophos.mobile.control.

= Submit

32
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5.2.3 Create certificate for Sophos Mobile Control

1.

AL

In the App ID section, locate the App ID for Sophos Mobile Control Server App and
click Configure.

Select the Enable for Apple Push Notification service check box.

Click the Configure button for Production Push SSL Certificate.

In the assistant, press Continue.

Upload the certificate signing request file APNsCertificateSigningRequest.csr and press Generate.

Download the generated certificate to the CreateAPNsCert folder and close the assistant. It must be
called aps_production_identity.cer.

Now run step2_convert_pkes12.bat and enter a password for your certificate file. Remember the
password as you will need it to upload the file to Sophos Mobile Control. Two files are created
automatically:

= aps_production_identity.pem

»  Sophos Mobile Control_apns_certificate.pkcs12 (this will be uploaded to Sophos Mobile
Control)

5.2.4 Upload the APNs certificate to Sophos Mobile Control

4.

Log in to the Sophos Mobile Control web GUI as a user with administrator role.
Go to the Settings dialog.

Select the file Sophos Mobile Control_apns_certificate.pkcs12, enter the certificate password and
press Upload.

To save your changed settings, click Save.

Now your Sophos Mobile Control server is able to trigger iOS devices with push notifications and you
can use the built-in MDM protocol.
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6 Technical support

You can find technical support for Sophos products in any of these ways:

B Visit the SophosTalk forum at http://community.sophos.com/ and search for other users who are

experiencing the same problem.

Visit the Sophos support knowledgebase at http://www.sophos.com/support/.

Download the product documentation at http://www.sophos.com/support/docs/.

Send an email to support@sophos.com, including your Sophos software version number(s),
operating system(s) and patch level(s), and the text of any error messages.
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7 Legal notices

Copyright © 2011 Sophos Ltd. All rights reserved.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form
or by any means, electronic, mechanical, photocopying, recording or otherwise unless you are either a
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