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What's new in
Web Security and Control

This release features several frequently requested
reporting enhancements, adding unprecedented R
insight into internet activity while continuing to I‘f S?il-:os T T T T T LR |
make everyday administration easier. Gl 2080000900000000n000tseNY

Answer important questions with new and enhanced reports:

What types of sites are users visiting?

» Use the new User Visits by Category report to quickly and easily see Who s RS
has visited undesirable categories, such as adult or gambling sites of
O Yesterday
» Valuable for establishing or fine-tuning acceptable use policy s O @
12:91;121“375% ;, =
» Drill down into individual user activity to see the full extent of their online ' e
behaviour

Report on a group
Rank  User Top 5 domains tits Bytes AlUsers v
1 M02s46s 22 633.0K8
facebook.com 22 5320K8 sort
2 1099.112.18 252 7520 K8 © His
facebook.com 22 7520K8 O |Bytes consumed

3 1061007 2 2028

facebook com 2 2028

Are users performing inappropriate search queries?

™) [ Run Report

» Use the new search queries report to determine who is searching on
inappropriate terms

View Printable Version | [ Export | | [] View Report as POF

Determine your top users by category
» Customize included search term lists for adult, hacking, and violence

or create your own by importing inappropriate search terms from other
sources

» Receive optional email alerts when inappropriate search terms have been

flagged _
/€ Search Terms List - Windows Internet Explorer g
. . . SEARCHTERMS LIST
Who Or What IS COI’]SUI’nIng the mOSt bandWIdth7 Use this page to create a list of search terms to report on
» Use the enhanced Sites and Top Bandwidth Users report to determine e I
which sites and users are consuming the most bandwidth Search terms
Add
» Sort reports by bytes consumed, site visits, or unique users ammo O
anthrax 1
» Drill down on any site or individual for in-depth analysis s g
bully
i . . explosive O
Who is proceeding past warnings? gun g
Kill
» Use the new Warned Sites report to determine what questionable sites I g
are still being visited despite warnings to fine-tune policy settings or — I
investigate continued questionable user behavior s g
torture
» See the number of warnings issued, the users that proceeded, and drill Include substring matches Dekle
down for a detailed look at recent activity that bypassed warnings Entry added successuly save || cancel

Customize or create your own search terms lists



What's new in Web Security and Control

New reporting features
Exempt Domains

EXC|Ude Sites and domains from I’epOftS Add domains to exempt from reporte Enter multiple domains
» Gain more accurate insights and reduce the noise associated with Add
common web traffic to focus on what'’s really important eg. domain.com, 192.168.1.1
sophos.com [F]

» Easily exclude yourdomain.com, anydomain.com or entire site
categories that may be skewing your reports due to frequent but
legitimate activity

Use new report parameters

» Change the number of users detailed in reports from the default
25 to any number of users

» Now report on activity with a granularity of minutes — ideal for
reviewing recent activity or troubleshooting Fiter || Clear Delete

» Use the expanded filter and sort capabilities on many reports to

custom tailor the report to your specific needs Exempt sites and domains from reports

Leverage multi-level drill-down

» All user and content reports now support multi-level drill-down which is great for reviewing detailed user activity and for forensic
purposes

» Simply click any user or site in a report to drill down and investigate who's visited the site, how often, and when

» Filter Activity Search results by site to understand the extent of a user’s activity on a particular site or domain

Implement Syslog support
» Automatically transfer web traffic logs to a syslog server for archiving and further in-depth reporting and analysis

» Support for UDP, TCP, and encrypted TCP connections to safeguard your data

The appliance can transter wweb traffic logs processed by the appliance to a Syslog server.
D Enable Syslog transfer of web traffic (Sophos log)
Hostname/1P Port
e 19216831 e 514

Protocol UDp
TCP - unencrypted
TCP - encrypted
Upload certificate

Current cerificate:

Setup secure syslog integration
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