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Email Security and Control for Managed Service Providers

Enabling MSPs to offer differentiated, high-margin managed email security services.

Business challenge

As a Managed Service Provider, you are finding that the ever-increasing quantity of new
email-borne threats and the rapid acceleration in the speed at which they spreading are
threatening the security of your customers’ networks. You need an email security solution
that ensures your customers are protected from security threats in a way that maximizes

customer value and controls administrative costs.

Sophos solution

Sophos PureMessage® for UNIX provides a highly scalable, multiple domain, secure solution at

the email gateway, uniquely integrating anti-virus, anti-spam and policy enforcement capabilities.

With impressive accuracy rates, you are assured of high customer satisfaction and fewer help
desk calls.

Award-winning technology

PureMessage for UNIX protects the enterprise network from email-borne viruses, Trojans, worms,
spyware and phishing. By countering the rapid evolution of new spam techniques, PureMessage
also keeps inboxes free of unsolicited bulk email and helps maintain network performance and
employee productivity.

Benefits

PureMessage for UNIX provides industry-leading protection for customers:

*  Powerful anti-virus protection detects, disinfects or quarantines viruses, spyware, phishing
attacks, Trojans and worms in incoming and outgoing email.

e Powerful spam protection detects up to 98% of spam and protects against email scams,
including phishing attacks.

e Reputation filtering eliminates up to 80% of spam at the connection level using the Sophos IP

Block List, reducing scanning requirements and accelerating delivery of clean mail.

*  Content security protects against confidential information leakage to meet organizations’
specific email policies.

e Multi-language filtering protects global organizations from viruses and spam in multiple
languages.

e Sophos Genotype® technology detects evolving spam campaigns and new virus variants,
allowing MSPs to provide proactive protection to customers.

Additional benefits

»

»

»

Incorporates a flexible policy
environment to support complex
security or regulatory compliance
requirements.

Enables you to provide a
full-featured solution with
customizable quarantine features
for the quick retrieval of legitimate
messages via end-user interfaces.

Provides end-user quarantine
review, allow lists and block lists.

Allows you to grant varying
levels of autonomy on policy
rules, reporting, and quarantine
searching to email administrators
in different organizations or
customers.

Provides you with a highly flexible
and extensible solution that can
adapt with evolving requirements.

Provides you with 24x7x365
support and Sophos can be
contacted for one-to-one
assistance at any time.

Updates automatically with

the latest protection from
SophosLabs, a global network of
threat analysis centers.



Email Security and Control for Managed Service Providers

Management Sophos MSP customers include:
PureMessage for UNIX is designed to allow you to extend visibility and control over email to your » Orange Business Services
customers. The ability to delegate and customize administrative privileges increases customer
satisfaction, as well as reducing your workload. » Redstone Managed Solutions
Benefits » ADP Dealer Services
* Delegated administration extends administrative privileges to domains for better control and » Westnet

efficiency, and releases you from day-to-day administration tasks. As an MSP, you can allow

your customers to perform a variety of tasks such as: Gorni

» Gen-i

- Enable or disable spam, virus and suspicious attachment checking for the domain A member of the Telecom Group

- Manage domain-specific lists

- Manage domain-specific message disclaimers » SingNet

- Run reports on the domain’s email traffic
P » Berbee, a CDW Company
- Search and manage the domain’s quarantine

e Highly flexible and extensible policies give you the opportunity to create extra revenue by » USA.net
offering customized email policies to customers.

«  Deployment flexibility ensures a strong fit with MSP environments due to multi-server » Insiel
management tools, support for a variety of platforms, and the ability to deploy in virtualized
environments.

e Easy configuration and management enables you to provide customers with highly usable
configuration and management of their email via PureMessage’s delegated web interface.
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Easy-to-use web interface
To find out more about Sophos PureMessage for UNIX, visit www.sophos.com/pmunix ds/070913

Sophos is a world leader in IT security and control. We offer complete protection and control to business, education and government organizations —
defending against known and unknown malware, spyware, intrusions, unwanted applications, spam, and policy abuse, and providing comprehensive
network access control (NAC). Our reliably engineered, easy-to-operate products protect over 100 million users in more than 150 countries. With over
20 years’ experience and a global network of threat analysis centers, the company responds rapidly to emerging threats and achieves the highest levels
of customer satisfaction in the industry. Sophos is a global company with headquarters in Boston, MA, and Oxford, UK.
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