










There has been increased focus on 
computer users employing poor 
passwords to safeguard their many 
computer accounts – be they eBay, 
Facebook or an online bank. This 
is becoming a serious problem as 
hackers are increasingly taking 
advantage of our poor password 
etiquette and employing attacks 
to sniff them out, in order to get 
them unauthorised access to steal 
money, information or identities. 

Password theft is a bit like a 
burglar attempting to break into 
a house by karate chopping the 
front door rather than fi nding an 
alternative route in. If the main 
door is fl imsy and cheap the most 
unfi t bruiser is likely to succeed. 
A steel reinforced solid oak door, 
meanwhile, presents the Bruce Lee 
of burglars with a virtually insur-
mountable challenge. So, as there is 
no additional cost to having hard-
to-guess passwords, why are so 
many of us hiding our most private 
information behind our pet, compu-
ter or child’s name? 

Now, it’s possible that many com-
puter users don’t fully understand 
the importance of their passwords. 
The password is quite simply the 
head honcho of security in your 
computer’s armoury. Typing in the 
password is the same as fl ashing a 
VIP badge at some exclusive event 
and watching the guards usher you 
in with no questions asked. 

The other problem is one of scale. 

If we had only one password to 
remember, perhaps we would take 
the job of creating it much more seri-
ously. But many of us have dozens 
and dozens of the things – about a 
third of the websites I visit require 
some sort of username and pass-
word. Many users arrive rather 
quickly to the conclusion of making 
passwords easy to remember and 
use the same password for all their 
online accounts. 

On the face of it, this approach 
is rather rational. You don’t want to 
forget your passwords so you make 
them easy by keeping them short, 

simple and meaningful. The unfor-
tunate side effect is that it also 
makes the job of illegally hacking 
into an account much easier. Hack-
ers often employ dictionary attacks 
– they use a program to match the 
passwords to words in the diction-
ary. They also share lists of key 
combinations, often used by poor 
password users, such as ‘QWERTY’ 
or ‘12345’.

The advice from experts is use 
easy-to-remember, but diffi cult-to-
guess passwords. Combine letters 
with numbers and punctuation. 
Make them long – the more charac-
ters, the harder they are to guess. 
Don’t follow any keyboard sequence. 
Don’t write it down anywhere. Mix 
up capital with lowercase letters. 
And make them unique for each and 
every account – after all, you don’t 
want the bad guys to fi nally guess 
one and get in to all your accounts. 

And, no, the irony here is not lost 
on me. This is painful. It does not fi t 
in with computers making our lives 

easier. But tools such as password 
management programs do exist 
to try and mitigate this problem.  
Designed to store all your diffi cult-
to-remember passwords behind an 
encrypted database, these tools only 
need you to remember the one master 
password.  Some people, though, are 
uncomfortable with using a third-
party application, but it sure beats 
having a three-letter password that 

rhymes with ‘bat’ to safeguard your 
accounts.  After all, it doesn’t take a 
genius to see that attempting to get 
your money back from your bank or 
online store because someone stole 
your password doesn’t sit high up on 
the ‘things-to-do-before-you-die’ list.

We need to apply the risk-reward 
strategy. The diffi culty of the pass-
word should be proportionate to 
the value of the information it is 
safeguarding. I would spend a lot 

more time coming up with a virtu-
ally impossible password for my 
online banking accounts, but would 
worry less about the password for 
the chess forum I belong to. I would 
care very much if my earnings got 
into the wrong hands, and would 
care a lot less about people see-
ing the history of my chess moves. 
However, as the value of the pound 
continues to plummet, I might be 
wise to change views on this. 

The secret of a good password 
Don’t use dictionary words• 
Combine letters with numbers and punctuation• 
Make them longer than 8 characters• 
Don’t follow any keyboard sequence• 
Don’t write a password down• 
Mix up capital with lowercase letters• 
Have unique passwords for every account• 

the silver-surfer

sophos web appliance: web surfing with 
muscle. Simple to set-up, with the Sophos 
web appliance there’ll be no more red 
flags on the beach. You control the surfing 
conditions; the web appliance  
blocks viruses, spyware,  
and other malware.

See how to get on board at:
sophos.com/web

❝use easy-to-
remember, but 
diffi cult-to-guess 
passwords

❞

Passwords: so necessary 
and yet so painful

Play Threat or No Threat!

Tuesday 28 April

10:30 Social networks: The new frontier for malware, spam and ID theft  

11:15 The foibles of securing virtualised systems  

12:00 Why bother encrypting your data? Live password hack demo  

14:00 Who said JavaScript was easy? Live web-based malware demo  

15:00 Why bother encrypting your data? Live password hack demo  

15:45 Threat or No Threat  

Wednesday 29 April

10:30 Social networks: The new frontier for malware, spam and ID theft  

11:15 Typhoid Mary: SophosLabs’ research of Linux threats  

12:00 The foibles of securing virtualised systems  

14:00 Who said JavaScript was easy? Live web-based malware demo  

15:00 Why bother encrypting your data? Live password hack demo  

15:45 Threat or No Threat  

Thursday 30 April

10:30 Social networks: The new frontier for malware, spam and ID theft  
11:15 Why bother encrypting your data? Live password hack demo  
12:00 The foibles of securing virtualised systems  

14:00 Who said JavaScript was easy? Live web-based malware demo  
15:00 The foibles of securing virtualised systems  

Our full presentation schedule

threat or no threat

Learn about circumventing data loss and cyber attacks, watch mal-
ware and hacking demos, and play Threat or No Threat with Sophos and 
Utimaco at stand G50
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Security moves quickly, with 
new threats and trends being 
reported on a seemingly 
never-ending basis.   But 
what have been the main 
information security stories 
that have been shaping the 
year to date, and what quirky 
tales might you have missed?

Confi cker
No prizes for guessing this one.  
Confi cker has been the biggest 
malware story of the year – if not 
the last few years.  Spreading via 
a mixture of poorly chosen pass-
words, auto-running USB fl ash 
drives and a Microsoft security 
hole, this worm managed to dig its 
teeth deep into many businesses 
and proved diffi cult to prize away.

Much media attention was 

focused on 1st April, when Con-
fi cker changed its instruction-
hunting algorithm – but the worm 
will continue to be as big a threat 
as it ever has if computer systems 
are not properly defended.

The British Botnet Corporation
The BBC found themselves in the 
middle of a huge controversy after 
its Click television programme 
bought access to a botnet of thou-
sands of computers worldwide, and 
used it to send spam messages.

Most anti-virus companies, 
although supporting the aim of 
raising awareness of botnets, dis-
approved of the BBC’s methods 
saying that they had breached the 
Computer Misuse Act and could just 
as easily have emulated the experi-
ment in safe laboratory conditions.

Mac OS X malware
Although Trojan horses and 
viruses are much less common on 
the Apple platform than on Win-
dows, it doesn’t mean they don’t 
exist at all.  During 2009 Sophos 
has encountered more instances of 
Mac OS X malware being planted 
on websites, with the intention of 
making money out of unsuspect-
ing web surfers.

Worryingly, it has become appar-
ent that criminal gangs involved in 
highly-profi table Windows malware 
are amongst those now developing 
attacks against Apple’s operating 
system.

With anti-virus usage on Apple 
Macs much less common than on 
Windows, security experts are con-
cerned that hackers may fi nd easy 
pickings on the platform.

Malware in ATMs
The credit crunch may have made 
many lose a little faith in the fi nan-
cial markets in recent months, 
and that was refl ected last month 
when Sophos discoved a Trojan 
horse that could infect – and steal 
money from – cash machines.

The Skimer Trojan horse steals 
account and PIN details from bank 
customers who insert their card 
into affected cash machines.  For-
tunately, installation of the Trojan 
horse requires physical access to 
the internals of the device, and the 
only report of security breaches 
came from Russia.

Diebold, the makers of the 
affected ATMs, issued an update to 
its cash machine software, and rec-
ommended that it be installed on 
all of its ATMs globally.

Security in 2009: the story so far

Strengthening data security
The recently announced part-
nership between Gartner lead-
ers Sophos and Utimaco brings 
together two industry leaders, 
combining encryption, endpoint 
protection, and network access 
control expertise. 

Bringing two core security 
measures together will enable 
organisations to manage today’s 
complex threats and comply with 
the increasing number of secu-
rity regulations simply and effec-
tively.

Their combined expertise and 
integration plans will provide 
protection, support and return-
on-investment  through one expert 
company. 

The popularity of mobile 
phones has exploded over the 
last 15 years – everyone from 
your granny to your fi ve year 
old nephew has one.  And now, 
the must-have gadget of the 
nineties has morphed into a 
device that offers much more 
than the ability to text.

Smartphones offer additional 
functionality and are akin to a PC 
– you can surf the web, email and 
download applications.  But as 
these handheld devices seep into 
business operations, employers 
need to consider the associated 
security implications.

The main concern for busi-
nesses is the disclosure – 
accidental or deliberate – of 
confidential data stored on 
smartphones.  The loss of a 
phone is likely to be the most 
common scenario, so businesses 
need to treat these devices in 
the same way as any other PC 
– sensitive information must 
be encrypted and only relevant 
business information or appli-
cations should be allowed on 
these devices in order to keep a 
handle on the issue.

Mobile spam is a growing problem.  
Earlier this month, SophosLabs 
received reports of a new cam-
paign that alerted users via SMS 
that their bank details had been 
posted on the internet, includ-
ing a link to a website.  Anyone 
who used a computer to visit the 
website would be infected with a 
Trojan designed to give hackers 
access to their PC.  

As ‘M-commerce’ grows in pop-
ularity, the fi nancial element that 
this introduces is likely to fuel 
the problems of mobile spam and 
malware.  Given the uptake and 
ease-of-use of devices such as the 
iPhone, they could become a tar-
get.  Attacks are likely to be made 
by hackers to gain access to con-
fi dential information, and as such, 
security should be taken seriously.

News roundup 
Microsoft UK Challenge
The annual Microsoft Challenge will 
take place in June 2009 in Wales.  

The event generates funds for 
the NSPPC and raised £550,000 
last year – organisers are hoping to 
break the record this year.  

In 2008 Sophos entered a 
polished team of athletes and 
secured a respectable 53rd place 
– this year, team captain Richard 
Whittle is taking no prisoners. 
“We have an exceptionally fast 
team – watch out for the trail of 
smoke behind us as we aim for 
podium position!”  Anyone wish-
ing to contribute to this fantastic 
fundraising event by sponsoring 
the Sophos team should contact 
pressinfo@sophos.com 

Sophos Partner Program
Launched on 20th April 2009, 
Sophos’s new programme offers 
new and existing channel resel-
lers a generous margin structure, 
enhanced support and training, as 
well as new deal registration and 
margin protection initiatives.  

This value-based programme 
offers a comprehensive portfolio 
of tools and resources designed to 
help channel partners to grow their 
business.

If you’re an IT reseller and inter-
ested in partnering with Sophos, 
contact uk_partners@sophos.com 
or call 01235 544100 to have a 
chat with a member of the channel 
team.  

Learning in the Lab

As part of its ongoing commit-
ment to educate computer users 
on the threat of malware and 
spam, SophosLabs is opening 
its doors to education organi-
sations in a bid to teach young 
people about protecting them-
selves and their computers 
whilst surfi ng the net.

Previous education days hosted 
at Sophos’s headquarters in 
Oxfordshire have been a suc-
cess and teachers are encour-
aged to get in touch with Sophos 
to arrange similar events 
for their students.  For more 
information, please contact 
pressinfo@sophos.com

Smartphone security

1.  Ensure the data is encrypted. 
Some devices will inevitably 
be lost, that’s just a fact of 
life.  With the correct encryp-
tion procedures in place, lost or 
stolen devices will be useless to 
fraudsters.    

2.  From an enterprise point of 
view, make sure all email goes 
through any existing content fi l-
tering systems that are in place.  
It is far easier to manage email 
security at the gateway, and this 
also reduces the burden of device 
management.

3.  Run mobile malware detec-
tion.  Although rare, examples of 
malware for mobile devices have 
been seen.  As mobile internet use 
continues to grow in popularity, 
we’re likely to see more people 
pay for goods online via their 
phone - at this stage the devices 
will become a far more fi nancially 
viable target for cybercriminals.  

Smartphone 
best practice

❝the main concern 
for businesses is the 
disclosure – accidental 
or deliberate – of 
confi dential data stored 
on smartphones 

❞
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Anatomy of an Attack:
How Hackers Threaten Your Security
Are you concerned that a malware attack will put your business 
at risk?  What can you do to protect your business against these 
changing threats with limited budgets and resources?

Join Sophos security expert Chris Pace at this free seminar to learn 
more about the changing threat landscape and get practical advice 
on threat protection strategies.

We’ll discuss these key topics and more:
Live malware attack demonstration• 
Best practices: how to protect against the latest integrated threats• 
Top 5 things you can do to make your business more secure• 

The Antidote seminar offer 

Date: Wednesday 3rd June
Location: Sophos headquarters, Abingdon, near Oxford

All attendees will be entered in a draw to win an iPod touch. 
To register your free place visit www.sophos.com/attack



Graham Cluley takes a look 
at the quirkier side of the IT 
security world.

It’s war out there, with compu-
ter security experts embroiled 
in an ongoing, escalating battle 
against an increasingly sophis-
ticated army of cybercriminals.  
But sometimes you have to laugh 
at the strange stories that get 
reported.

Here are three tales of the absurd 
that I have uncovered recently, and 
that acted as a pleasant distrac-
tion from the run-of-the-mill secu-
rity stories.

1.  In Texas there is a hacking 
epidemic taking place.  No, not 
against Windows computers - but 
against electronic road signs.

Someone is breaking into the 
software running construction 
roadsigns at the sides of the high-
way and displaying bizarre mes-

sages such as “OMG THE BRITISH 
R COMING. THEY R WATCHING 
YOU” and “CAUTION! ZOMBIES 
AHEAD!”.

Joking aside, hacks like this are 
illegal, and you can imagine how 
messing around with road signs 
could actually lead to a dangerous 
accident. No doubt the authorities 
are looking closely at the nearby 
University of Texas to see if the 
pranksters might have planned 

their hack from there.
At fi rst I thought it would be 

great if hackers took a “year off” 
attacking computers and concen-
trated their efforts on road signs 
instead - but imagine how many 
marriages would be ruined as 
stressed husbands-and-wives tried 
to navigate around Swindon?

2.  Late last year, a Japanese 
woman who was addicted to the 
online game “MapleStory” was 
arrested after breaking into her vir-

tual husband’s account and killing 
his avatar.

The woman was alleged to have 
committed the virtual murder after 
her fellow player and online lover 
“divorced” her in the game without 
warning.

So, if you have ever wondered 
why the cops aren’t fi ngerprinting 
your car after it gets broken into, 
you’ll be reassured to know they’re 
all creating bare-chested 6’4” demi-
gods to slip in unnoticed amongst 
the citizens of Second Life.

3. We all know that password 
security is a serious business.  You 
should always use a non-dictionary 
word that is hard to guess.

Steve Jetley, a customer at the 
Shrewsbury branch of Lloyds TSB 
was disappointed last year, how-
ever, when he tried to change his 
password to “Lloyds is pants” after 
a dispute. The bank responded by 
changing it – without his permis-
sion – to “no, it’s not”.  This amused 
Steve at fi rst, until he was told he 
couldn’t change it back to “Lloyds is 
pants” or his suggested alternatives 
of “Lloyds is rubbish” and “Barclays 
is better”.

He eventually tried “Censorship” 
only to be told it was too long to be 
a password, and should be no more 
than six letters long.

And they call this security?  
Thank heavens for people with a 
sense of humour like Steve Jetley 
who expose this kind of idiocy.

no fakes, 
fraudsters, 
robbers 
or rogues

endpoint security and data protection: 
everything you need to keep the bad 
guys out and keep your business safe. 
From anti-virus and anti-spyware to 
encryption, firewall and device control; 
one solution does it all.

See the real thing at 
sophos.com/endpoint

Across
1. Near-terminal symptoms started after fi rst message found 

in briefcase – such fi les in the mail should be handled with 
care (11)

9. Start controlling information found in lamb roast (1,1,1)
10. Codes for recognising people in hats, conclusion of talk 

put forward (8)
13. Scamming software makes unlikely claim fi rst taken from 

shoe (5)
14. With me around, German motor comes after environment-

friendly online business (9)
15. Compression/encryption tool to stow the Queen? (6)
18. Message daemon gets back into fat man (1,1,1)
20. “Mebroot” rootkit hides vehicle certifi cate, showing river 

in Spain (4)
22. Two terms of cricket produce common form of 5 (7)
23. Workstation table surface? (7)
24. Hex editor contains program extension (3)
25. Parasite from 2001 is large ruminant with energy force (6)
26. Selects, we hear, the Spanish spot on screen (5)
28. Guy gets mixed up with fool, search for space being pro-

fessed purpose of agency intrusion (7)
29. Even upstart can fi nd name record indicator (1,1,1)
30. Charge into memory (3)
31. Attempt to follow man is vital place to store confi guration 

data (8,3)

Down
2. Pile of stones on hilltop form anonymising system (3)
3. 11. Mud-plastered tumbler is most popular tool for han-

dling documents (5,7)
4. Security subverter becomes Vanity Fair writer after falling 

in Tay (6)
5.  Attack taking advantage of fl aw gets one involved in 

former scheme (7)
6.  Targeted attacks can overcome most anti-virus, if started 

where Bing Crosby did (6)
7.  Underwater vessel comes up to fi nd data transfer system (3)
8.  Clever Penny sharpens hand-held tools with many uses (5,6)
11.  See 3d 
12.  Code analysis tools remodel pics in disarray (11)
16.  Tartan total for simple integrity measure (8)
17.  Wear away outside of fi rst-rate green-skinned monster to 

fi nd fault identifi er (5,4)
19.  Excellent archive format (3)
21.  Half of 10? (3)
23.  Unscramble German burial place (7)
26.  Go-between provides speed or privacy as pyro gets con-

fused around ten (5)
27.  Norse god replaces thousand with fi rst formers, produc-

ing poor-quality sound or loop device (4)
29.  Distant boots provided by pixies, oddly (1,1,1)

Encrypted Crossword

And fi nally...

Offi ce politics
Carole Theriault

A hacked road sign in Texas
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Stumped or looking to check your answers?  Email pressinfo@sophos.com to receive the fi nished crossword!

Oh, no worries -
she’ll be gone 
in a week...

good lord,
you didnt!

i just can’t stand that 
girl who sits beside me
at work Frank....

S0, whadaya
gonna do?

can’t you smell it? i’ve
been wearing eau de
mackerel for days now!

i thought that 
was just the 
vendor’s beer!


