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Web Appliance reporting

Sophos Web Appliances provide rich intelligent reporting that combines immediate Key benefits

real-time insight into web traffic on your network with drill-down forensic capabilities » Get immediate transparency into

to analyze security threats, user productivity, and network performance. The Sophos activity on your network: See what
sites users are visiting, search
terms they are using, bandwidth
they are consuming and much

Web Appliance makes reporting and sharing key metrics easy with intuitive web-based

administration and automatic scheduled reporting for stakeholders.

more.

Instant insights from the real-time dashboard » Gain insight into the demands on

The real-time dashboard is your launch pad into the Sophos Web Appliance’s award-winning your network and the threats you

administrative console. are facing through the real-time
dashboard.

From the dashboard, gain immediate insights at a glance into:
» Satisfy insatiable stakeholders

with automatic scheduled report
packages distributed by email.

* Today's activity and traffic, including current and peak measures for concurrent users
online and page latency along with bandwidth consumption, download requests and

page requests.
» Reduce the administrative burden

with simple, intuitive navigation,
* Recent virus updates applied from SophosLabs. logically defined ad-hoc reports
and sophisticated drill-down
capabilities.

 Current web traffic throughput (kbps) and added latency (ms) in real-time.

* A current count of blocked high-risk sites, malware, potentially unwanted applications

and policy violations with instant one-click drill-down access to detailed reports.
» |dentify important trends and

make quick decisions with rich
graphical reports.

* Real-time traffic pattern graphs illustrating throughput, malware activity and high risk
site activity for the current 24-hour period.

TRAEFIC & FERFORMANCE: VOLUME » Reduce the noise and clutter in
your reports by easily excluding
1500
site categories or domains that are
unimportant.
» Perform deep dive investigations
0 I B on-demand simply and easily with
00 az a0 a0 e a0 advanced forensics tools.
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Web appliance reporting

Advanced reporting made easy Standard reports
Analyzing the vast data related to web activity on your network including security threats, user
productivity, legal liability, bandwidth consumption and network performance can be a daunt- Traffic and performance
ing task. Based on research and customer input, Sophos has developed advanced reporting » Volume
tools with easy and intuitive task based reports that work the way you want, right out of the » Latency
box: » Throughput
* Reports are organized into logical groups, intuitively named and can be run as Users (security)
needed in real time. Common default settings and thoughtful parameters make D VTS (DO eReEss
access to relevant important information quick and easy. »  PUA Downloaders

» High Risk Site Visitors

 Easily customize any report with a variety of granular but sensible reportin
y yrep yorg P g » Policy Violators

parameters that offer over 74 different views of your data, enabling you to focus on

details most relevant to your investigation Users (productivity and liability)
» Top Bandwidth Users
* Reports provide sophisticated but intuitive drill-down capabilities with rich cross-

» Top Users by Browse Time
linking to ensure the detailed information you need is only a click away.

» Browse Time By User

* Wizard-based reporting options make common tasks like scheduling reports and » Top Users By Category
defining search terms to monitor simple and straight-forward even for non-technical » Category Visits By User
users.

» Site Visits By User
» Users By Search Queries

Set-and-forget automated scheduled reporting Policy and content

Make your life easy while satisfying stake-holders demands for information with Sophos Web » Sites Visited
Appliance’s rich and powerful automated scheduled reporting options: » Categories Visited
* Distribute PDF report packages on network performance, security, policy = e DOW”_'OadS
compliance, content downloads or search activity to key stakeholders automatically »  Warned Sites
by email. » Blocked Sites

» Setup automated reporting with Sophos’s unique report schuduling wizard by > Suspect Machines

selecting a reporting package to circulate, the desired schedule (daily, weekly,

- o Report customization
monthly or custom) and the recipient group or individuals.

» Period
* Define as many different automated scheduled reports as you need to keep your » Number of Top Users
team and stakeholders well informed. » Site Category
» User

Make user investigations easy with deep forensics capabilities » Reporting User Group

Sophos Web Appliances log all user internet activity and make it simple to undertake accept- » Sort Criteria
able use, productivity or security violation investigations: Data viewing and export options
» Web
 Search for all activity by user name or IP address across a broad range of times and a5
dates. >
» PDF

* Filter activity to determine if users have been attempting to visit blocked sites or

. . . . . . » Printable HTML
bypass warnings—even focus in on a particular site or domain of interest.

» Syslog integration

* Leverage the pervasive drill-down capabilities in reports and the forensics tools to Report options
perform a deep-dive into specific instances of site or user activity. » Reporting User Groups
* Export results to include in HR files or reports as needed. » Automated Email Report
Scheduling

» Report Exceptions (Domains and/or
Categories)

To evaluate a Sophos Web Appliance, visit www.sophos.com/products/eval/ > Search Term Lists
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