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Included in Endpoint 10

Our location-aware, centrally managed Sophos Client
Firewall is designed specifically for endpoint computers

in an enterprise environment. Proactively lock down your
computers to protect against known and unknown threats,
such as internet worms and hackers.
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Defends computers from complex
and rapidly spreading threats.
Prevents virus outbreaks before
they can disrupt your business

Installs rapidly with a preset
configuration and deployment from
a central console

Reduces administration with
scalable, centralized deployment
and management

Enforces location awareness rules
to provide appropriate levels of
protection for different network
connections

Stealth mode denies unauthorized
network access by hackers

Prevents application hijacking by
monitoring inappropriate application
and system calls

Stops Trojans and spyware from
stealing confidential data by filtering
and controlling application
communication

Prevents application impersonation
by using checksumming

Updates automatically with new
versions and settings

Includes 24/7 certified expert
support. Contact us anytime for
one-to-one assistance

Try it now for free

Register for a free 30-day evaluation
at sophos.com/products.

Sophos Client Firewall

Advanced proactive protection

Prevent threats, known and unknown Sophos Client
Firewall stops known and unknown threats by tracking
active ports and closing all inactive ports. Know that internet
worms are blocked before they can exploit operating system
vulnerabilities.

Designate secure channels A list of trusted ports and
protocols can be created, providing a robust and flexible
security solution.

Prevent hijacking Make sure only trusted applications
access your network resources and prevent application
hijacking by monitoring application and systems calls.

Stop application identity theft Prevent malware from
impersonating applications using checksumming to identify
authorized applications. Don't allow malware to use
application privileges to spread and execute its payload.

Remove from attackers view Effectively make your
computers invisible to attackers. Preventing hackers from
identifying and targeting protected computers. This provides
a level of protection over and above Network Address
Translation (NAT).

Track TCP and UDP Stateful inspection keeps track

of active Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) sessions, allowing only authorized
network traffic.

Guarded, even on the go Location-aware security policies
make sure mobile computers are protected, whether in or
out of the office.


http://www.sophos.com/en-us/press-office/press-releases/2011/10/sophos-recognized-for-providing-top-customer-service-and-support.aspx
http://www.sophos.com/en-us/press-office/press-releases/2011/10/sophos-recognized-for-providing-top-customer-service-and-support.aspx
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Automated and simplified
management by Enterprise Console

Integrated antivirus and firewall Sophos Enterprise
Console monitors and centrally configures Sophos Client
Firewall. Our integration into the endpoint agent simplifies
and automates management of both antivirus and firewall
from one console.

Simple deployment Get immediate deployment of the
client firewall across the network, as well as on-going
configuration control and rollout.

Critical event alerts Sophos Enterprise Console's Security
Dashboard displays critical events. You get rapid notification
of potential security threats so you take action against them.

Traffic logs We log all connections—whether blocked
or allowed. This allows you to monitor traffic on your
computers and help detect suspicious behavior.

Automated update checks Automatically receive
centralized updates to Sophos Client Firewall or its settings.

Know you have protection against new and emerging threats.

Monitor mode Collect information about unknown traffic
when run in monitor mode. Get the data you need to refine
policies fast without impacting user productivity.

Centrally configure and monitor Sophos Client
Firewall from our Endpoint Protection console.

Industry-leading expertise 24/7

Always supported Get access to our in-house, 24/7
customer support while SophosLabs—our global network
of threat analysis centers—provides a rapid response to
emerging and evolving threats.

Licensing

Sophos Client Firewall is included in all of our Endpoint
Protection licenses. Compare.

Languages available

English, French, German, Japanese, Italian, Spanish,
Simplified Chinese and Traditional Chinese.
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Sophos Client Firewall

Licenses

Sophos Client Firewall is included in all of our Endpoint
Protection licenses. It is also available in our Sophos
Security Suite and Sophos Computer Security small
business products.

Try it now for free

Register for a free 30-day evaluation
at sophos.com/products.
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System requirements
Platforms supported

» Windows 7*

» Windows Vista*

» Windows XP Pro*

» Windows XP Home

» Windows 2000 Pro

* 32- and 64-bit versions

Disc space
» Minimum 100 MB

Recommended memory

» 512 MB RAM

Processor
» Pentium class 300 MHz
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