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» As threats evolve,
control Is critical

The perimeter dissolves

The nature of information security has
changed forever. The old approach to
security — identifying code known to be
bad and preventing it from breaching
the organization’s network perimeter —
no longer works.

Networks that were once locked down
within the walls of a company must
now accommodate mobile employees,
flexible work arrangements, and access
for contractors and partners. Even as
threats to security escalate.

IT departments are fighting for control. A
security strategy cobbled together from point
solutions is not just hard to manage, it's
impractical. And it doesn’'t account for the
blended threats a company faces.

In addition to firewalls, anti-virus, and
anti-spam, organizations need security across
a number of fronts that cover the entire
infrastructure.

A comprehensive security strategy requires
more than just blocking of malware.
Encryption, email, web, and network access
control solutions are strategic necessities.

Support desk costs have escalated. And IT is
being pulled in more directions than ever.

So the last thing you want is another point
solution that's hard to roll out, impossible to
manage and tough to use.

That's where Sophos comes in. Our powerful
solutions deploy easily, require minimal
management, and are simple to use.

You'll be able to focus on the needs of your
business knowing that Sophos is securing
your entire organization.

“We've been delighted by the high level of dedicated support and
expertise delivered by Sophos, particularly given our need for a fast

implementation.”

Chris Leonard

European IT Security and Compliance Manager
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Unified endpoint,
encryption, web, and
email technologie

“Sophos’s Enterprise Console provides ease-of-use and
uncomplicated deployment with full Active Directory integration.
In the end, Sophos consistently outperformed others in many
key areas and provided better security with its expedited updates,
better zero-day protection, and application control functionality.”

Peter Clark
Director of Information Systems
Jordan’s Furniture



Security that frees you to focus on your business

Sophos Security and Data Protection
gives you a brilliantly simple way to
manage the cost and complexity of
keeping your organization secure.

We combine our industry-leading
endpoint security, data protection,
compliance technologies and expertise
in a single, simple-to-use solution.

Defeating today’s
and tomorrow’s threats

Unique technologies developed by experts

in SophosLabs™ protect you from unknown
threats at every vulnerable point — desktops,
laptops, servers, mobile devices, email

and web — before they execute and even
before we've seen them. Our pioneering host
intrusion prevention system (HIPS) technology
uses four layers of integrated detection to

stop zero-day threats — without complex
configuration.

Consistent, transparent, centralized policy-
based encryption

Sophos combines encryption with data leakage
prevention. Centrally managed from a single
console, you gain the most flexible central policy
and key management functionality available.

Unifying control of the good,
the bad, and the suspicious

We give you the control you need while
maximising user productivity. Web browsing is
safe, spam is eliminated, phishing attacks stop.

True integration delivers
faster, better protection

We take a completely integrated approach to
security and data protection.

At the threat analysis level, SophosLabs
combines malware, spam, application and web
expertise.

At the administrative level, you can manage all
threats with single, integrated policies, and at
the detection level, our unified engine looks for
the good and the bad at every vulnerable point,
in a single scan.

Our multi-layered endpoint data security
enforces consistent, transparent, centralized
policy-based encryption and data security for
PCs and mobile data in mixed environments.

Driving down costs through
simplification and automation

With easy integration and simplification for
any size network, you can achieve more
with existing budgets. Simple dashboards,
remote monitoring, and automated day-to-
day management free you to focus on your
business rather than maintaining the system.




» More than 100 million
users In 150 countries

“With the Sophos Enterprise Console, updating machines is a breeze. We
now have centralized reporting and can create policy changes without
having to touch every computer on the network. Sophos has allowed us to
turn a repetitive task into one that is streamlined and painless.”

Bill Heese
IT Manager of Global Creative Services
Conair



SophosLabs

Expertise and technology for real security

SophosLabs is at the core of our expertise.
You gain the fastest response in the industry
to emerging threats, and take advantage of
powerful, robust security.

Our global network of highly skilled and
thoroughly trained analysts has more than 20
years of experience protecting businesses from
known and emerging threats. Our expertise
covers every area of network security —
including viruses, spyware, adware, intrusion,
spam, and malicious URLs.

Strategically located in Asia-Pacific, Europe
and North America, SophoslLabs — staffed by
highly trained, highly experienced experts —
rapidly creates and delivers updates before
many organizations have even started their
working day.

Innovative technologies such as Behavioral
Genotype® Protection and rapid signature
updates combine to stop new and unknown
malware. As a result, we regularly beat
competitors in independent tests.
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Integrated threat expertise, deployment
and detection

Millions of emails and web pages analyzed
every day

»
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Innovative proactive technologies for
pre-execution detection

Constant independent recognition including
44 VB100 awards

Thousands of malicious URLs blocked »
every day »

Automated analysis

Genotype database with terabytes of data
Innovative HIPS, app and device control,
anti-spam, and sender genotype technology
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Global visibility and
cross-threat expertise
ensure the broadest,
fastest protection

Stockholm . .
Sweden ReRitig Exploit Analysis
Oxford Finland
Vancouver Toronto 'U ; i
Canada @ Canada Boston Paris S
(0% France
USA | Yokohama
Columbus Madrid Japan
USA Spain. Milan
[taly Mumbai
India
Singapore
Auckland
New Zealand
Perth Sydney
Australia” = pystralia—®

. SophosLabs

Sophos Offices



» | ocal language web,
emall and telephone
support included

#

T - e o
» b P

- | ; e
g ¥

4 L g

-

Sophos Support Services
o SOphOS gIObaI All Sophos products come standard with 24/7 support and a range of additional services is also
o

support services available.

Premium and Platinum Support Enhancements to Sophos Standard 24/7 support.

Sophos Professional Services Expert teams provide you with the right skills to implement and
maintain complete endpoint and gateway security, maximizing your return on investment.

Sophos ZombieAlert™, Sophos PhishAlert™ and Sophos WebAlert Services Warning services if your
organization’s computers have been hijacked, if your company name is being abused by a phishing

campaign, or if any of your webpages are infected by malware.
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“Sophos has risen to the challenge impressively. The high level of

support the company offers also gives us peace of mind that no
matter what security situation may arise, we'll be able to handle it

and easily fend off any attacks.”

Steve Orman
Head of IT
Sussex Health Informatics Service

Sophos Security and Data Protection

Improving security through control for
endpoint, encryption, web and email

Sophos Security and Data Protection provides
complete protection across endpoint, email
and web in a single solution. It enables you

to proactively protect against all new and
unknown threats and secure your data against
accidental or malicious loss. 24x7x365
support is standard.

Endpoint Security and Data Protection
Simplified cross-platform security, centralized
management, full data encryption and
flexible control of devices, applications and
network access ensuring your data is secured
against infection and loss and complies with
government/industry regulations.

Sophos SafeGuard

A comprehensive encryption solution that
covers data confidentiality, integrity and
central security policy management.

Email Security and Data Protection

Managed email security appliances and
protection for Exchange, UNIX and Notes servers.
Unique integration of anti-virus, anti-spam,
anti-phishing and policy enforcement secure and
control email.

Web Security and Control

The first managed appliance to proactively
ensure safe web browsing, blocking
suspicious URLs, hijacked or infected
websites, and download of spyware,
viruses, malware and unwanted content.

Sophos NAC Advanced

Enables company-wide compliance with

your internal policies, and helps you to meet
industry and government regulations. Controls
network access, protects data, and ensures
that all computers have up-to-date security
software and patches.

Small business solutions

Tailoring the power of Sophos Security and Data Protection for organizations with limited
IT resources, and delivering easy-to use, reliable protection against malware and spam on

Windows and Mac networks.

Third-party integration

OEMs and users of third-party applications can harness the power of Sophos technology by
integrating with our powerful anti-malware and anti-spam engines.

Full details of each of our products can be found at www.sophos.com and on separate technical datasheets

Support included in the subscription

No need to hire a specialized staff. We've got the
experts and you'll have access to them as part of
your subscription.

Simple pricing and licensing

One simple, subscription-based license provides
web, email and telephone support and all future
updates to protection, management and product
upgrades.

Free home use

Employees of our customers can take advantage
of our free home use licenses for their personal
computers.

Multiple threat protection
»  Anti-virus
» Anti-spyware

» Anti-adware and potentially
unwanted applications

» Application control — VoIP, IM,
P2P and more

» Behavior analysis (HIPS)

» Client firewall

» Anti-spam

» Anti-phishing

» Email content control

» Malicious website blocking

» Productivity filtering

» Real-time web download scanning
» Control of guest access

» Blocking unknown or
unauthorized users



“The Sophos EPP suite offers a good balance of malware,
personal firewall, HIPS defenses and integrated data
protection capabilities that are deterministic and easy to
deploy and manage.”

Peter Firstbrook, Arabella Hallawell, John Girard, Neil MacDonald
Gartner Magic Quadrant for Endpoint Protection Platforms, 2009

Our unique approach is why analysts view us as a leader, and why over 100
million users, including the world’s leading business and security organizations,
trust Sophos.

“Enterprises need to evaluate how effective their current endpoint security

solution is at handling the expanding requirements of data protection.”

Charles Kolodgy, Research Director, Security Products, IDC

“The client security market is made up of hundreds of small, emerging security
vendors with exceptional technology...all of these best-of-breed vendors are
prime targets for acquisition by the incumbent vendors looking to beef up
their suites. Proof of this trend: Sophos recently announced its acquisition of
Utimaco Safeware to add encryption capabilities to its suite.”

Natalie Lambert, Market Overview: Client Security, Forrester Research, September 2008

“Buyers who prefer a broad and comprehensive EPP suite with impressive

management capability, especially NAC...will do well to consider Sophos.”

Gartner, Magic Quadrant for Endpoint Protection Platforms
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Deutsche Postbank AG
GE, Inc

Gulfstream

Harvard University
Heinz

Hong Kong University
Interbrew

Marks & Spencer

New York University
Orange

Oxford University
Pulitzer

Sainsbury's

Siemens

Société Générale
Toshiba

University of Hamburg
University of Otago
US Government Agencies
Weleda AG

Xerox Corporation



» Security that frees you to
focus on your business

Evaluate now for free

See Sophos Security and Data Protection in action by registering for a
free 30-day evaluation at www.sophos.com/free-trials

How to buy
Find your local Sophos office or Sophos Partner at www.sophos.com/contact




Sophos enables enterprises worldwide to secure and control their IT infrastructures. Our endpoint, encryption, web, email, and network access control
solutions simplify security to provide integrated protection against malware, spyware, intrusions, unwanted applications, spam, policy abuse, data leakage
and compliance drift--and even simple human mistakes. With more than 20 years of experience, we protect over 100 million users in nearly 150 countries
with our reliably engineered security solutions and services. Recognized for our high level of customer satisfaction, we have an enviable history of industry
awards, reviews and certifications. Sophos is headquartered in Boston, MA and Oxford, UK.

www.sophos.com

Boston, USA | Oxford, UK SOI HOS
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