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This document applies to the following Sophos products:

Product Version (s)

SafeGuard Enterprise Management Center 5.3x, 5.4%, 5.5%, 5.6%, 6.x

SafeGuard Policy Editor None

Sophos SafeGuard Disk Encryption None




Introduction

This document will guide you through the required steps in order to solve common issues that might
arise on a client or the backend and require recovery.

When to use this document?

The most challenging part is to determine the correct situation and the version in use. Based on these
information it is then possible to take appropriate recovery steps.

However, should you encounter an error on the back-end such as a failing import of the Active
Directory, a concrete error message or if you encounter problems on a client such as policies aren’t
applied or that a user cannot be registered this document is inappropriate. In this case please consider
the public knowledge database on www.sophos.com for further information.

Also for any recovery option for OPAL drives do not use the described steps in this document but
contact local support instead.

This document targets recovery scenarios for SafeGuard Enterprise and SafeGuard Easy 5.x and later
on none OPAP drives. Most recovery scenarios should also apply to Sophos Disk Encryption (SDE).
Should you encounter any problems with earlier version of SafeGuard Easy (4.x) do not use this
document but search the knowledge base for further information!

In order to provide the appropriate recovery steps the document is using scenarios.

How to use this document?

This document was designed to cover the most common recovery scenarios that might come up either
on the client or on the back end side. The document is written from a second person perspective
describing given scenarios. By comparing the scenarios with the current situation it will be possible to
determine the next steps.

The document contains internal cross links. This means that the navigation from scenario to scenario
is done by following the links in each chapter and not by reading from top to bottom. All links are blue
and underlined (just as this example text).

As soon as you have found the appropriate section which fits most to your scenario please click on the
link at the end of the decision and follow the steps in the next scenario/chapter afterwards.

The document starts with Determine the Environment/Product in use

What can you expectfrom the document?

This document was designed to provide solution steps for common issues in given scenarios. This
document does not cover scenarios that are not mentioned explicitly in here.

Since this document cannot cover all possible scenarios please be aware that this document might not
bring up a solution but requires opening a new support ticket.


http://www.sophos.com/
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Determine the Environment/Product in use

Select the appropriate next steps by comparing the scenarios given below with the current situation
and follow the links for further information.

Managed Environment (SafeGuard Enterprise managed)
Client

Password Lost
Password Recovery in SafeGuard Enterprise 5.3x

Password Recovery in SafeGuard Enterprise 5.4x

Password Recovery in SafeGuard Enterprise 5.5x and later

Disk inaccessible

Recovering Data by slaving Hard Drives
Accessing Data by assigning Keys temporarily

Backend (Management Center, Web Server (IIS), SQL database)
SafeGuard Enterprise Backend Recovery in 5.3x

SafeGuard Enterprise Backend Recovery in 5.4x and later

Unmanaged Environment (SafeGuard Easy 5.x, SafeGuard Disk Encryption 5.x, SafeGuard Enterprise
unmanaged)

Client

Password lost
Password Recovery for unmanaged SafeGuard 5.3x

Disk inaccessible

Recovering inaccessible Disks of unmanaged 5.3x — 5.4x
Recovering inaccessible Disks of unmanaged Clients as of version 5.5x

Back end (Policy Editor, SQL database)

Policy Editor recovery in 5.3x

Policy Editor Recovery in 5.4x

Policy Editor Recovery as of 5.5x

Definition unmanaged
In an unmanaged environment there is no communication between the client and the back end.

Exclusion

For any recovery option for OPAL drives do not use the described steps in this document but contact
local support instead.



Recovery Options

PasswordRecowery in SafeGuard Enterprise 5.3x

:Back:

SafeGuard Enterprise Version 5.3x offers the ability to use Challenge/Response to recover a machine in
case of forgotten passwords or a locked POA.

Which type of Challenge/Response is required can be determined by using the flow chart on the next
page.

Detailed information: Creating a Challenge/Response code for a Managed Client

By following the flow chart it will be possible to determine the required steps to recover a machine.
This can be done if the user forgot the password and recovery steps have already been carried out or
not.

Best practice

In order to avoid problems with lost passwords and passwords getting out of band do not reset
password centrally in the Active Directory. We recommend using the SafeGuard Enterprise
Challenge/Response feature which will enable the user to define a new password without resetting it
centrally in the Active Directory before.

If the password has already been reset centrally it might be required to delete the user certificate from
the Management Center and re-initialize the User Machine Assignment for that user.

Details can be found in the flow chart already mentioned.

:Back:
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Recovery Options

PasswordRecovery in SafeGuard Enterprise 5.4x

:Back:

SafeGuard Enterprise Version 5.4x offers the ability to use Challenge/Response to recover a machine in
case of forgotten passwords or a locked POA.

Which type of Challenge/Response is required can be determined by using the flow chart on the next
page.

Detailed information: Creating a Challenge/Response code for a Managed Client

By following the flow chart it will be possible to determine the required steps to recover a machine if
the user has forgotten his password and recovery steps have already been carried out or not.

Best practice

In order to avoid problems with lost passwords and passwords getting out of sync do not reset
passwords centrally in the Active Directory. We recommend using the SafeGuard Enterprise
Challenge/Response feature which will enable a user to define a new password without resetting it
centrally in the Active Directory before.

If the password has already been reset centrally it might be required to delete the user certificate from
the Management Center and re-initialize the User Machine Assignment for that user.

Details can be found in the flow chart mentioned.

:Back:
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Recovery Options

PasswordRecovery in SafeGuard Enterprise 5.5x and later

:Back:

SafeGuard Enterprise Version 5.5x offers the ability to use either Challenge/Response or Local Self
Help to recover a machine in case of forgotten passwords or a locked POA.

Which type of Challenge/Response is required can be determined by using the flow chart on the next
page.

Detailed information: Creating a Challenge/Response code for a Managed

Detailed information: Local Self Help in SGN 5.5x and later

By following the flow chart it will be possible to determine the required steps to recover a machine if
the user has forgotten the password and recovery steps have already been carried out or not.

Best practice

In order to avoid problems with lost passwords and passwords getting out of band do not reset

centrally in the Active Directory before.

-initialize the User Machine Assignment for that user.

Details can be found in the flow chart mentioned.

:Back:
























































































































































































































