Case study
The Ipswich Hospital NHS Trust

HEALTHCARE

Providing healthcare services to nearly half a million people,
The Ipswich Hospital NHS trust is one of the largest hospitals in
the East of England. When its IT security system – which was
controlled by solutions from several different vendors – needed
renewing, Ipswich Hospital chose to consolidate its approach and
fulfil all of its security requirements with Sophos.

Key facts
Organisation
The Ipswich Hospital NHS Trust
No of users
3,500
Solutions
Endpoint Security and Control
Email Security and Control
Web Security and Control

Business challenge
The Ipswich Hospital NHS Trust serves
almost half a million people in East
Anglia. Covering an area of 46 acres and
with almost 8,000 people on site during
the day, the hospital is the size of a small
town. With so many people relying on
the organisation for healthcare services,
Ipswich Hospital needs a secure and
reliable IT system to ensure the smooth
daily running of the institution.
As a healthcare establishment, The
Ipswich Hospital NHS Trust faces a
number of sector-specific challenges in
IT security. Responsible for protecting
large amounts of sensitive information,
hospitals must ensure that their networks

are continually updated to provide
up‑to‑the-minute protection from the
latest viruses, malware and spyware
– all of which are increasingly used by
criminals intent on stealing data.
As well as the sustained risk of attack
from email-borne malware, incidents
of legitimate and trusted webpages
becoming hacked and infected are
constantly rising. Employees needing to
use the web for research and reference
are also inadvertently putting the network
at risk unless the PC they use is properly
protected.

“A highlight of this project
was the support we
received from Sophos
making the switchover
very quick and very
smooth.”
Karl Kroger, Senior Technology
Support Specialist, the Ipswich
Hospital NHS Trust
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It is crucial that the IT security solutions for Ipswich Hospital
do not affect the performance and uptime of the computer
network. Busy staff need regular and reliable network access
without having to consult administrative support regularly.
In deploying a consolidated solution, Ipswich Hospital’s aim
was to defend all vectors of attack, while at the same time
achieve the added benefit of reliability and consistency that a
unified system provides.

Technology solution
By using Sophos to meet all of The Ipswich Hospital NHS
Trust’s security requirements, Karl Kroger, senior technology
support specialist for the hospital, was immediately able to see
improvements to efficiency. “The common interface across the
endpoint and gateway products means that all our security is
now controlled in a much more intelligible way. This, together
with the rapid reduction in technical support calls made
by staff, has made our security remit simpler and easy to
manage.”
Defending the 3,500 staff desktop computers at Ipswich
Hospital, Sophos’s Endpoint Security and Control integrates
anti-virus, anti-spyware, host intrusion prevention, application
control, device control, firewall and network access control to
block viruses and spyware as well as ensure that computers
are running authorised up-to-date software and adhere to
network policies.
With Endpoint Security and Control, computers that access the
network are assessed to check that they are correctly patched
and have the necessary firewall enabled. The administrator
can choose to configure the solution to ensure that software
vulnerabilities are automatically fixed before allowing network
access, or simply to block non-compliant computers’ access.

Business results
By unifying network security with Sophos solutions, Ipswich
Hospital has not only seen improvements to network
performance and efficiency, but has also seen added benefit in
the products’ additional features. “From an efficiency point of
view, it was vital that we deployed a simple, easy-to-use but
comprehensive solution. With common and straightforward
interfaces, the solution from Sophos delivers this, but we also
have rich functionality at our disposal – we can now control
what applications are running on the desktops and that they
are up-to-date and patched.”
“A highlight of this project was the support we received from
Sophos,” continued Kroger. “We were able to install the new
Sophos gateway products on a free trial basis alongside the
previous solutions, making the switchover very quick and
very smooth. We now have a manageable and cost-effective
solution – a solid defence for our IT infrastructure.”

To provide gateway protection against email-borne spam and
malware, Ipswich Hospital has deployed a Sophos Email
Appliance, which can both block and quarantine approximately
99 percent of all spam, phishing messages and other threats
before ever reaching user inboxes. The email appliance
features an intuitive web-based interface and automated
security updates while it remotely monitors and alerts IT
staff at the NHS Trust to any performance issues – greatly
minimising administration time.
Also sitting at the gateway is the Sophos WS1000 Web
Appliance. Powered by SophosLabs – a global network of
researchers and analysts that constantly monitors billions of
webpages for new threats – the WS1000 ensures a secure
web browsing experience for Ipswich Hospital, as it protects
against all forms of malware and productivity threats, and is
automatically updated every couple of minutes with the latest
defences.

To find out how Sophos products can help protect your
organisation, visit www.sophos.com/products
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